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COVID-19 RELATED CYBER NEWS 
Week 18: Saturday 25th July to Friday 31st July 
Compiled by Barry Gooch 
 

COVID-19 RELATED ARTICLES 
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SATURDAY 25th July 2020 
 Australia and Covid-19: High quality data vital to ‘understand and cope’ 

https://www.digitalhealth.net/2020/07/australia-and-covid-19-high-quality-data-vital-to-understand-and-cope/ 
 Tory peer reveals NHS contact-tracing app has cost £11.8m to date 

https://www.digitalhealth.net/2020/06/nhs-contact-tracing-app-cost/ 
 COVID-19 and financial scams: how the pandemic has dictated the threat landscape in 2020. 

https://cyberaware.com/covid-19-and-financial-scams-how-the-pandemic-has-dictated-the-threat-landscape-in-2020/ 
 How to repel a COVID-19 spike in cyber threats 

https://www.acuitymag.com/technology/how-to-repel-a-covid19-spike-in-cyber-threats  
 Embassy Spokesperson's Remarks on the Wrong Remarks on Cyber Attacks 

http://www.chinese-embassy.org.uk/eng/PressandMedia/Spokepersons/t1800702.htm  
 How Britain can tame China 

https://www.spectator.co.uk/article/how-britain-can-tame-china  
 Punjab Police issues alert on online fraud linked to coronavirus COVID-19 relief package 

https://zeenews.india.com/india/punjab-police-issues-alert-on-online-fraud-linked-to-coronavirus-covid-19-relief-package-
2298312.html  

 Covid-19 cyber scams on the rise 
https://www.maritime-risk-intl.com/security/covid-19-cyber-scams-on-the-rise-142002.htm 

 1 in 2 Indian firms faced a cyber breach in past 2 years: IBM 
https://www.nationalheraldindia.com/national/1-in-2-indian-firms-faced-a-cyber-breach-in-past-2-years-ibm 

 Criminals adapting to evade law enforcement in face of global pandemic 
https://www.fsmatters.com/Criminals-adapt-to-evade-the-law-during-pandemic  

 Could Large-Scale IIoT Failures Be on the Horizon? 
https://www.databreachtoday.co.uk/could-large-scale-iiot-failures-be-on-horizon-a-14686 

 How Criminals Are Using PPE as a Money-Laundering Tool 
https://www.databreachtoday.co.uk/how-criminals-are-using-ppe-as-money-laundering-tool-a-14698 

 Lazarus Group Deploying Fresh Malware Framework 
https://www.databreachtoday.co.uk/lazarus-group-deploying-fresh-malware-framework-a-14704  

 FBI Warns US Firms About Malware in Chinese Tax Software 
https://www.databreachtoday.co.uk/fbi-warns-us-firms-about-malware-in-chinese-tax-software-a-14705 
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 Nielsen ransomware attack pushes TV ratings back 
https://www.afr.com/companies/media-and-marketing/nielsen-ransomware-attack-pushes-tv-ratings-back-20200724-
p55f17  

 New ‘Meow’ attack has deleted almost 4,000 unsecured databases 
https://www.bleepingcomputer.com/news/security/new-meow-attack-has-deleted-almost-4-000-unsecured-databases 

 Cerberus Android malware source code offered for sale for $100,000 
https://www.bleepingcomputer.com/news/security/cerberus-android-malware-source-code-offered-for-sale-for-100-000/ 

 Coronavirus: Wills witnessed by video link to be made legal 
https://www.bbc.co.uk/news/uk-53530228?intlink_from_url=https://www.bbc.co.uk/news/technology&link_location=live-
reporting-story 

 Premier League team narrowly avoids losing £1 million to scammers 
https://www.welivesecurity.com/2020/07/24/premier-league-team-narrowly-avoids-losing-1million-scammers/ 

 DNA companies vulnerable to phishing, privacy violations after attacks 
https://www.scmagazine.com/home/security-news/cybercrime/dna-companies-vulnerable-to-phishing-privacy-violations-
after-attacks  

 ‘Invisible god’ of networks: Comprehensive report analyses full impact of underground cyber 
heavyweight Fxmsp 
https://www.scmagazineuk.com/invisible-god-networks-comprehensive-report-analyses-full-impact-underground-cyber-
heavyweight-fxmsp/article/1687656  

 GDPR year two report - EU gives itself a pass with high praise 
https://www.scmagazineuk.com/gdpr-year-two-report-eu-gives-itself-pass-high-praise/article/1687744  
https://www.scmagazineuk.com/biggest-ever-packets-per-second-ddos-attack-hits-large-european-bank/article/1687794 

 ASUS routers could be reflashed with malware – patch now! 
https://nakedsecurity.sophos.com/2020/07/24/asus-routers-could-be-reflashed-with-malware-patch-now/ 

 Twilio Security Incident Shows Danger of Misconfigured S3 Buckets 
https://www.darkreading.com/cloud/twilio-security-incident-shows-danger-of-misconfigured-s3-buckets/d/d-
id/1338447?&web_view=true   

 Russia's GRU Hackers Hit US Government and Energy Targets 
https://www.wired.com/story/russia-fancy-bear-us-hacking-campaign-government-energy/?&web_view=true 

 Cyberattack Attribution and International Law 
https://www.justsecurity.org/71640/cyberattack-attribution-and-international-law/?&web_view=true  

 Cyptomining Botnet Exploits Windows SMB Vulnerabilities 
https://www.inforisktoday.com/cyptomining-botnet-exploits-windows-smb-vulnerabilities-a-14696?&web_view=true  

 
SUNDAY 26th July 2020 
 Coronavirus: Police predict the emergence of a new group of criminals post Covid-19 

https://www.stuff.co.nz/national/crime/122223019/coronavirus-police-predict-the-emergence-of-a-new-group-of-criminals-
post-covid19  

 Checkpoint finds over 200,000 coronavirus-related cyber-attacks per week 
https://www.jpost.com/cybertech/checkpoint-finds-over-200000-coronavirus-related-cyber-attacks-per-week-636397 

 Check Point Research: COVID-19 Pandemic Drives Criminal and Political Cyber-attacks Across 
Networks, Cloud and Mobile in H1 2020 
https://uktechnews.co.uk/2020/07/26/check-point-research-covid-19-pandemic-drives-criminal-and-political-cyber-
attacks-across-networks-cloud-and-mobile-in-h1-2020/   

 Apple sued for not taking action against iTunes gift card scams 
https://www.zdnet.com/article/apple-sued-for-not-taking-action-against-itunes-gift-card-scams/ 

 Biggest-ever packets-per-second DDoS attack hits large European bank 
https://www.scmagazineuk.com/biggest-ever-packets-per-second-ddos-attack-hits-large-european-bank/article/1687794 

 A million phishing reports sent to NCSC service in two months 
https://www.scmagazineuk.com/million-phishing-reports-sent-ncsc-service-two-months/article/1687853 

 Human hackers will continue to beat AI for a decade 
https://www.scmagazineuk.com/human-hackers-will-continue-beat-ai-decade/article/1687881 

 Election Officials Are Vulnerable to Email Attacks, Report Shows 
https://www.wsj.com/articles/election-officials-are-vulnerable-to-email-attacks-report-shows-
11595746800?mod=searchresults&page=3&pos=2  
 

MONDAY 27th July 2020 
 CrowdStrike uncovers key cybersecurity findings following COVID-19 

https://securitybrief.eu/story/crowdstrike-uncovers-key-cybersecurity-findings-following-covid-19 
 Equipping Australia’s workforce with cyber security and digital skills 

https://www.miragenews.com/equipping-australia-s-workforce-with-cyber-security-and-digital-skills/ 
 Cyber security: why we have to coexist with China 

https://www.ft.com/content/02b77c83-3809-417a-9992-5781cdccedda  
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 China accused of ‘malicious cyberattacks’ on UK targets 
https://www.publictechnology.net/articles/news/china-accused-‘malicious-cyberattacks’-uk-targets 

 Morgan Stanley blocks remote network access for China interns 
https://www.fintechfutures.com/2020/07/morgan-stanley-blocks-remote-network-access-for-china-interns/ 

 5G: COVID Gives US A 2nd Chance Vs. Huawei 
https://breakingdefense.com/2020/07/5g-covid-gives-us-a-2nd-chance-vs-huawei/ 

 Japan SDF Enhancing Electronic, Cyber Warfare Capabilities 
https://www.nippon.com/en/news/yjj2020072300425/japan-sdf-enhancing-electronic-cyber-warfare-capabilities.html  

 Data breach reporting obligation added to Japanese data law.  Amendments to the Protection of 
Personal Information Act of Japan 
https://talkingtech.cliffordchance.com/en/data-cyber/data/-data-breach-obligation-added-to-japanese-data-law.html 

 Cybercriminals have had a field day during Covid: McAfee India MD 
https://www.financialexpress.com/industry/technology/cybercriminals-have-had-a-field-day-during-covid-mcafee-india-
md/2035011/  

 COZY BEAR: RUSSIAN CYBERTHREAT TO COVID-19 VACCINE RESEARCH IDENTICAL TO A SKILLED 
INTRUSION IN 2016 US ELECTIONS 
https://www.firstpost.com/tech/news-analysis/cozy-bear-russian-cyberthreat-to-covid-19-vaccine-research-identical-to-a-
skilled-intrusion-in-2016-us-elections-8644141.html  

 Garmin ‘ordered to pay $10m by Russian Evil Corp hackers during four-day cyber attack’ that left 
devices useless’ 
https://www.thesun.co.uk/news/12233424/garmin-ordered-pay-10m-russian-evil-corp-hackers-end-four-day-cyber-attack/ 

 Canada: Authorities Step Up Cyber Awareness Efforts For COVID-19 
https://www.mondaq.com/canada/operational-impacts-and-strategy/969398/authorities-step-up-cyber-awareness-efforts-
for-covid-19  

 COVID-19 has disrupted cybersecurity, too – here's how businesses can decrease their risk 
https://www.weforum.org/agenda/2020/07/covid-19-cybersecurity-disruption-cyber-risk-cyberattack-business-digital-
transformation/  

 COVID-19 pandemic compounding cyber risk: AM Best 
https://www.reinsurancene.ws/covid-19-pandemic-compounding-cyber-risk-am-best/ 

 Top African Data breaches show a region facing growing cyberthreats 
https://www.cio.com/article/3512957/top-african-data-breaches-security-stories-show-enterprises-under-stress.html 

 The Coronavirus Puts a Spotlight on a National Security Supply Crisis 
https://www.rand.org/blog/2020/07/the-coronavirus-puts-a-spotlight-on-a-national-security.html 

 Detecting Payroll Fraud With Data Analytics 
https://www.databreachtoday.co.uk/interviews/detecting-payroll-fraud-data-analytics-i-4734 

 The Hacker Battle for Home Routers 
https://www.databreachtoday.co.uk/hacker-battle-for-home-routers-a-14706  

 Dave: Mobile Banking App Breach Exposes 3 Million Accounts 
https://www.databreachtoday.co.uk/dave-mobile-banking-app-breach-exposes-3-million-accounts-a-14708 

 Garmin Confirms Hackers Encrypted Several Systems 
https://www.databreachtoday.co.uk/garmin-confirms-hackers-encrypted-several-systems-a-14713 

 CISA: Attackers Are Exploiting F5 BIG-IP Vulnerability 
https://www.databreachtoday.co.uk/cisa-attackers-are-exploiting-f5-big-ip-vulnerability-a-14710  

 Wattpad reveals more details about data breach incident 
https://www.insurancebusinessmag.com/ca/news/cyber/wattpad-reveals-more-details-about-data-breach-incident-
228945.aspx  

 CVS Pharmacy loses 21,289 patients' information after vandalism 
https://www.beckershospitalreview.com/cybersecurity/cvs-pharmacy-data-breach-affects-21-289-patients.html 

 Data breach found at fund administrator for Angelo Gordon, Pimco, others – WSJ 
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/data-breach-found-at-fund-
administrator-for-angelo-gordon-pimco-others-8211-wsj-59609875  

 Athlete Recruiting Software Company Discloses Data Breach 7 Months after Student-Athlete Data is 
Exposed 
https://hotforsecurity.bitdefender.com/blog/athlete-recruiting-software-company-discloses-data-breach-7-months-after-
student-athlete-data-is-exposed-23835.html  

 FBI warns of new DDoS attack vectors: CoAP, WS-DD, ARMS, and Jenkins 
https://www.zdnet.com/article/fbi-warns-of-new-ddos-attack-vectors-coap-ws-dd-arms-and-jenkins/ 

 Hackers stole GitHub and GitLab OAuth tokens from Git analytics firm Waydev 
https://www.zdnet.com/article/hackers-stole-github-and-gitlab-oauth-tokens-from-git-analytics-firm-waydev/ 

 Encryption Under ‘Full-Frontal Nuclear Assault’ By U.S. Bills 
https://threatpost.com/encryption-under-full-frontal-nuclear-assault-by-u-s-bills/157748/  

 Council now facing further audit bill over crippling cyber attack 
https://www.gazettelive.co.uk/news/teesside-news/council-now-facing-further-audit-18672804  
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 The many guises of cyber attacks 
https://www.allianz.co.uk/news-and-insight/insight-and-expertise/the-many-guises-of-cyber-attacks.html 

 Robots help fight coronavirus at Heathrow Airport 
https://www.bbc.co.uk/news/technology-
53525018?intlink_from_url=https://www.bbc.co.uk/news/technology&link_location=live-reporting-map 

 Garmin begins recovery from ransomware attack 
https://www.bbc.co.uk/news/technology-
53553576?intlink_from_url=https://www.bbc.co.uk/news/technology&link_location=live-reporting-story 

 Facebook takes the EU to court over privacy spat 
https://www.bbc.co.uk/news/business-
53558947?intlink_from_url=https://www.bbc.co.uk/news/technology&link_location=live-reporting-story 

 Block/Allow: The Changing Face of Hacker Linguistics 
https://www.darkreading.com/threat-intelligence/block-allow-the-changing-face-of-hacker-linguistics/d/d-id/1338455 

 Pandemic Credential Stuffing: Cybersecurity's Ultimate Inside Job 
https://www.darkreading.com/endpoint/pandemic-credential-stuffing-cybersecuritys-ultimate-inside-job/a/d-id/1338400 

 Ratings for Open Source Projects Aim to Make Software More Secure 
https://www.darkreading.com/application-security/ratings-for-open-source-projects-aim-to-make-software-more-
secure/d/d-id/1338461  

 Google sued by ACCC for allegedly linking data for ads without consent 
https://www.zdnet.com/article/google-sued-by-accc-for-allegedly-linking-data-for-ads-without-consent/  

 Attackers Exploiting High-Severity Network Security Flaw, Cisco Warns 
https://threatpost.com/attackers-exploiting-high-severity-network-security-flaw-cisco-warns/157756/ 

 Researchers Warn of High-Severity Dell PowerEdge Server Flaw 
https://threatpost.com/researchers-warn-of-high-severity-dell-poweredge-server-flaw/157795/# 

 SEI Investments customer data exposed in ransomware attack on vendor 
https://www.scmagazine.com/home/security-news/ransomware/sei-investments-customer-data-exposed-in-ransomware-
attack-on-vendor/  

 Government warns OT assets still in danger of attack over internet 
https://www.scmagazine.com/home/security-news/government-and-defense/government-warns-ot-assets-still-in-danger-
of-attack-via-internet/  

 Another Covid-19 Problem for Companies: All This Working From Home Isn’t Cheap 
https://www.wsj.com/articles/coronavirus-pandemic-forces-businesses-to-confront-cloud-computing-costs-
11595849519?mod=searchresults&page=2&pos=19  

 ProLock ransomware – new report reveals the evolution of a threat 
https://nakedsecurity.sophos.com/2020/07/27/prolock-ransomware-new-report-reveals-the-evolution-of-a-threat/ 

 Facebook takes EU to court for invading privacy: FT 
https://uk.reuters.com/article/us-facebook-privacy-eu/facebook-takes-eu-to-court-for-invading-privacy-ft-
idUKKCN24S28W  

 Phishing Scam Promises £400 Council Tax Cut 
https://www.infosecurity-magazine.com/news/phishing-scam-promises-400-council/ 

 Six Former NFL Players Charged with $4m Fraud Scheme 
https://www.infosecurity-magazine.com/news/six-former-nfl-players-charged-4m/ 

 American Insurer Charged Over Sustained Data Breach 
https://www.infosecurity-magazine.com/news/cyber-enforcement-action-first/ 

 Virginia Startup CEO Charged with Investment Fraud 
https://www.infosecurity-magazine.com/news/virginia-startup-ceo-charged-with/ 

 OnePlus 'accidentally' exposes hundreds of customer emails 
https://ciso.economictimes.indiatimes.com/news/oneplus-accidentally-exposes-hundreds-of-customer-
emails/77190030?&web_view=true  

 Apple co-founder Steve Wozniak sues YouTube over Bitcoin scams on his name 
https://www.hackread.com/apple-co-founder-steve-wozniak-sues-youtube-bitcoin-scams/?&web_view=true 

 Shadow attacks allow replacing content in signed PDF files 
https://securityaffairs.co/wordpress/106403/hacking/shadow-attacks.html?&web_view=true 

 The Fast-Evolving MacOS Malware - ThiefQuest 
https://cyware.com/news/the-fast-evolving-macos-malware-thiefquest-3ec1c852  

 Banking Trojan Expands Its Scope - Mekotio Now Targets Cryptocurrencies Across Latin America 
https://cyware.com/news/banking-trojan-expands-its-scope-mekotio-now-targets-cryptocurrencies-across-latin-america-
d6f9a97c  

 Black Threat Clouds Loom Over U.S. Organizations: The FBI Warns 
https://cyware.com/news/black-threat-clouds-loom-over-us-organizations-the-fbi-warns-363bed74 

 MS Office Vulnerabilities Being Actively Exploited by Attackers 
https://cyware.com/news/ms-office-vulnerabilities-being-actively-exploited-by-attackers-b20f809c   
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 Cozy Bear: Russian cyberthreat to COVID-19 vaccine research identical to a skilled intrusion in 2016 
US elections 
https://www.firstpost.com/tech/news-analysis/cozy-bear-russian-cyberthreat-to-covid-19-vaccine-research-identical-to-a-
skilled-intrusion-in-2016-us-elections-8644141.html?&web_view=true  
 

TUESDAY 28th July 2020 
 No More Ransom helped save nearly £500m in ransom payments 

https://www.teiss.co.uk/no-more-ransom-success/ 
 UK universities failing to provide adequate security training to staff and students 

https://www.teiss.co.uk/uk-universities-cyber-security-training/ 
 Five steps to cyber-secure a hybrid workforce 

https://reportcybercrime.com/five-steps-to-cyber-secure-a-hybrid-workforce/  
 Auckland Experts Changing The Face Of Cyber Security Technology In New Zealand 

https://www.scoop.co.nz/stories/SC2007/S00053/auckland-experts-changing-the-face-of-cyber-security-technology-in-
new-zealand.htm  

 Russia and China pose threat to business 
https://www.dorsetchamber.co.uk/russia-and-china-pose-threat-to-business/ 

 COVID-19 has disrupted cybersecurity, too – here’s how businesses can decrease their risk 
https://europeansting.com/2020/07/28/covid-19-has-disrupted-cybersecurity-too-heres-how-businesses-can-decrease-
their-risk/  

 Three common pitfalls to avoid as pandemic accelerates Australian cloud adoption 
https://datacenternews.asia/story/three-common-pitfalls-to-avoid-as-pandemic-accelerates-australian-cloud-adoption 

 Covid-19 accelerates maritime insecurity in the Asia–Pacific 
https://anticorruptiondigest.com/2020/07/28/covid-19-accelerates-maritime-insecurity-in-the-asia-
pacific/#axzz6TnlWEnLb 

 Russian Intelligence Agencies Push Disinformation on Pandemic 
https://www.nytimes.com/2020/07/28/us/politics/russia-disinformation-coronavirus.html 

 THE RUSSIA REPORT TELLS US THAT INTELLIGENCE OVERSIGHT IN THE UK IS AT RISK 
https://www.kcl.ac.uk/the-russia-report-tells-us-that-intelligence-oversight-in-the-uk-is-at-risk 

 Covid Crimes: Espionage, Hackers And Why America Is Vulnerable  
https://www.forbes.com/sites/nicolefisher/2020/07/28/covid-crimes-espionage-hackers-and-why-america-is-
vulnerable/#3c71ae665873 

 IDB-OAS: Efforts to improve cybersecurity in the Americas increase, but work is needed 
https://www.iadb.org/en/news/idb-oas-efforts-improve-cybersecurity-americas-increase-work-needed 

 Kaspersky researchers link ransomware to North-Korean 'Lazarus' group 
https://www.jpost.com/cybertech/kaspersky-researchers-link-ransomware-to-north-korean-lazarus-group-636624 

 Google to use authenticated logos to reduce phishing attacks 
https://gulfbusiness.com/google-to-use-authenticated-logos-to-reduce-phishing-attacks/ 

 Cyber policy sales up 340% amid COVID-19: SchemeServe 
https://www.reinsurancene.ws/cyber-policy-sales-up-340-amid-covid-19-schemeserve/  

 Mitigating Brand Impersonation Fraud 
https://www.databreachtoday.co.uk/interviews/mitigating-brand-impersonation-fraud-i-4735  

 Phishing Campaign Uses Fake SharePoint Alerts 
https://www.databreachtoday.co.uk/phishing-campaign-uses-fake-sharepoint-alerts-a-14721 

 Anatomy of a Breach: Criminal Data Brokers Hit Dave 
https://www.databreachtoday.co.uk/anatomy-breach-criminal-data-brokers-hit-dave-a-14715  

 US, UK Agencies Warn: QNAP NAS Devices Vulnerable 
https://www.databreachtoday.co.uk/us-uk-agencies-warn-qnap-nas-devices-vulnerable-a-14719  

 The UK’s Defence in the Pacific, or Lack Thereof? 
https://wavellroom.com/2020/07/28/the-uks-defence-in-the-pacific-or-lack-thereof/  

 Promo.com data breach impacts 23 million content creators 
https://portswigger.net/daily-swig/promo-com-data-breach-impacts-23-million-content-creators  

 Secure by design 
https://portswigger.net/daily-swig/secure-by-design-classnk-updates-maritime-cybersecurity-guidelines  

 Major hedge fund sees customers' personal data stolen by hackers 
https://www.computing.co.uk/news/4018299/major-hedge-fund-customers-personal-stolen-hackers 

 Netwalker ransomware attacks are on the rise, FBI warns 
https://www.beckershospitalreview.com/cybersecurity/netwalker-ransomware-attacks-are-on-the-rise-fbi-warns.html 

 Feature-rich Ensiko malware can encrypt, targets Windows, macOS, Linux 
https://www.bleepingcomputer.com/news/security/feature-rich-ensiko-malware-can-encrypt-targets-windows-macos-
linux/ 

 Netflix credential phishing hides behind working CAPTCHA 
https://www.bleepingcomputer.com/news/security/netflix-credential-phishing-hides-behind-working-captcha/ 
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 Curbing the Threat of Cyber Extortion by Adoption of Good Security Practices to Fend Off Ransomware 
Attacks 
https://www.expresscomputer.in/news/curbing-the-threat-of-cyber-extortion-by-adoption-of-good-security-practices-to-
fend-off-ransomware-attacks/61404/ 

 Industrial VPN vulnerabilities put critical infrastructure at risk 
https://www.bleepingcomputer.com/news/security/industrial-vpn-vulnerabilities-put-critical-infrastructure-at-risk 

 North Korean hackers created VHD ransomware for enterprise attacks 
https://www.bleepingcomputer.com/news/security/north-korean-hackers-created-vhd-ransomware-for-enterprise-attacks/ 

 Emotet malware now steals your email attachments to attack contacts 
https://www.bleepingcomputer.com/news/security/emotet-malware-now-steals-your-email-attachments-to-attack-
contacts/ 

 Critical Wordpress plugin bug lets hackers take over hosting account 
https://www.bleepingcomputer.com/news/security/critical-wordpress-plugin-bug-lets-hackers-take-over-hosting-account/ 

 Sainsbury's tests virtual queuing system 
https://www.bbc.co.uk/news/technology-
53569086?intlink_from_url=https://www.bbc.co.uk/news/technology&link_location=live-reporting-story 

 As Businesses Move to the Cloud, Cybercriminals Follow Close Behind 
https://www.darkreading.com/cloud/as-businesses-move-to-the-cloud-cybercriminals-follow-close-behind/a/d-id/1338450 

 CISO concern grows as ransomware plague hits close to home 
https://www.zdnet.com/article/ciso-concern-grows-as-ransomware-plague-hits-close-to-home/  

 Hacker gang behind Garmin attack doesn't have a history of stealing user data 
https://www.zdnet.com/article/hacker-gang-behind-garmin-attack-doesnt-have-a-history-of-stealing-user-data/ 

 FBI warns US companies operating in China of malicious tax software 
https://www.zdnet.com/video/fbi-warns-us-companies-operating-in-china-of-malicious-tax-software/ 

 Critical VPN vulnerabilities pose danger to OT networks 
https://www.scmagazine.com/home/security-news/critical-vpn-vulnerabilities-pose-danger-to-ot-networks / 

 Review: Cyber Warfare – Truth, Tactics, and Strategies 
https://www.helpnetsecurity.com/2020/07/28/review-cyber-warfare-truth-tactics-and-strategies/  

 Operators of VHD Ransomware Unveiled 
https://www.infosecurity-magazine.com/news/operators-of-vhd-ransomware/  

 India: CERT-In warns Windows users of CLOP ransomware threat 
https://ciso.economictimes.indiatimes.com/news/clop-is-the-latest-virus-that-you-need-to-be-careful-
about/77204646?&web_view=true  

 NIST selects algorithms to form a post-quantum cryptography standard 
https://www.helpnetsecurity.com/2020/07/28/post-quantum-cryptography-standard/?&web_view=true 

 Pentagon planning for the next 25 years of cybersecurity 
https://www.fedscoop.com/cybersecurity-military-long-term-planning/?&web_view=true 

 Business ID Theft Soars Amid COVID Closures 
https://krebsonsecurity.com/2020/07/business-id-theft-soars-amid-covid-closures/?&web_view=true   

 Three Idaho State Websites Are Vandalized by Hackers 
https://www.govtech.com/public-safety/Three-Idaho-State-Websites-are-Vandalized-by-Hackers.html?&web_view=true 

 Burglars expose Walgreens customer data in a different kind of breach 
https://www.cyberscoop.com/walgreens-robbery-health-data/?&web_view=true 

 Cloudflare suffered data leak; exposing 3 million IP addresses: Ukraine 
https://www.hackread.com/cloudflare-data-leak-expose-ip-addresses-ukraine/?&web_view=true   

 Bank of Ireland fined $1.94 million after being tricked by fraudster 
https://hotforsecurity.bitdefender.com/blog/bank-of-ireland-fined-e1-66-million-after-being-tricked-by-fraudster-
23832.html?&web_view=true  

 National Cardiovascular Partners Email Hack Impacts 78,000 Patients 
https://healthitsecurity.com/news/national-cardiovascular-partners-email-hack-impacts-78k-patients?&web_view=true   
 

WEDNESDAY 29th July 2020 
 Ransomware attack on Blackbaud impacted at least 125 UK organisations 

https://www.teiss.co.uk/blackbaud-ransomware-attack-impacted-125-uk-organisations/ 
 Beer delivery giant Drizly suffers data breach; 2.5m customer accounts lost 

https://www.teiss.co.uk/drizly-data-breach/  
 Cybercrime ramps up amid coronavirus chaos, costing companies billions 

https://www.cnbc.com/2020/07/29/cybercrime-ramps-up-amid-coronavirus-chaos-costing-companies-billions.html 
 India facing more cyber attacks from China and Pakistan since nationwide lockdown 

https://www.defenceaviationpost.com/2020/07/india-facing-more-cyber-attacks-from-china-and-pakistan-since-
nationwide-lockdown/ 

 How much would a data breach cost your business? 
https://www.ibm.com/security/data-breach 
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 Russian disinformation campaigns. Beijing's espionage targets Vatican. Cost of a data breach. Big 
Tech in DC. VPN bugs. 
https://thecyberwire.com/newsletters/daily-briefing/9/146 

 Sibylline report warns organisations to prepare for escalating security threats 
https://www.fsmatters.com/Firms-must-prepare-for-increased-security-threat  

 Full Report: Global Themes – Attacks on Israeli water systems reflect growing risk that states will 
boost cyber capabilities 
https://falanx.com/assynt/full-report-global-themes-attacks-on-israeli-water-systems-reflect-growing-risk/ 

 Continued influx of COVID-19 lures, cyberattacks and APT group activity 
https://www.securitymagazine.com/articles/92944-continued-influx-of-covid-19-lures-cyberattacks-and-apt-group-activity 

 Today’s ‘mega’ data breaches now cost companies $392 million to recover from 
https://www.zdnet.com/article/todays-mega-data-breaches-now-cost-companies-392-million-in-damages-lawsuits/ 

 386 million user records stolen in data breaches — and they're being given away for free 
https://www.tomsguide.com/uk/news/shinyhunters-breach-giveaway  

 Former Twitter Staffers Face Additional Charges 
https://www.databreachtoday.co.uk/former-twitter-staffers-face-additional-charges-a-14729 

 How Open Source Intelligence Tools Are Evolving 
https://www.databreachtoday.co.uk/how-open-source-intelligence-tools-are-evolving-a-14687 

 8 Tips for Crafting Ransomware Defenses and Responses 
https://www.databreachtoday.co.uk/8-tips-for-crafting-ransomware-defenses-responses-a-14724 

 Average Cost of a Data Breach: $3.86 Million 
https://www.darkreading.com/attacks-breaches/average-cost-of-a-data-breach-$386-million/d/d-id/1338489 

 Average cost of healthcare data breach rises to $7.1M, according to IBM report 
https://www.fiercehealthcare.com/tech/average-cost-healthcare-data-breach-rises-to-7-1m-according-to-ibm-report 

 Dunzo data breach contained personal information of over 3 million accounts 
https://www.livemint.com/technology/tech-news/dunzo-data-breach-contained-personal-information-of-over-3-million-
accounts-11596019951200.html 

 10,000 patients affected by data breach at University of Utah Health 
https://kutv.com/news/local/information-of-10000-patients-affected-by-data-breach-at-university-of-utah-health 

 LifeLabs goes to court to block results of investigation into 2019 privacy breach 
https://www.cbc.ca/news/business/lifelabs-data-breach-1.5667618  

 Cosmetics firm Avon faces new cyber security incident 
https://www.computerweekly.com/news/252486832/Cosmetics-firm-Avon-faces-new-cyber-security-incident  

 France tops blue-chip cybersecurity index 
https://portswigger.net/daily-swig/france-tops-blue-chip-cybersecurity-maturity-index  

 Ledger data breach impacts one million users 
https://portswigger.net/daily-swig/ledger-data-breach-impacts-one-million-users-hardware-wallet-funds-are-safe 

 Arp-Hansen Hotels Should Get Data Fine, Danish Agency Says 
https://news.bloomberglaw.com/privacy-and-data-security/arp-hansen-hotels-should-get-data-fine-danish-agency-says 

 North Korean hackers behind custom ransomware attack targeting wealthy groups 
https://thedailybreakingnews.com/asia/korea-north/north-korean-hackers-behind-custom-ransomware-attack-targeting-
wealthy-groups/  

 India Saw 2nd Highest 'Drive-by Download' Attacks In Asia-Pacific In 2019: Microsoft 
https://www.outlookindia.com/website/story/business-news-india-saw-2nd-highest-drive-by-download-attacks-in-asia-
pacific-in-2019-microsoft/357608  

 Indians almost 5X more likely to be cryptojacked 
https://asiatimes.com/2020/07/indians-almost-5x-more-likely-to-be-cryptojacked/ 

 Malicious MS Office files on rise as ransomware also jumps up 
https://www.asiainsurancereview.com/News/View-NewsLetter-Article/id/72867/type/ARM/Malicious-MS-Office-files-on-
rise-as-ransomware-also-jumps-up  

 AXA to offer Covid-19 insurance cover 
https://www.middleeastbusiness.org/2020/07/29/axa-to-offer-covid-19-insurance-cover  

 Ransomware Stole Donor Data of San Diego Charities, Francis Parker School 
https://timesofsandiego.com/crime/2020/07/29/ransomware-stole-donor-data-of-san-diego-charities-francis-parker-
school/  

 The NHS v WannaCry: Lessons learned and cybersecurity guidance 
https://www.hcrlaw.com/blog/the-nhs-v-wannacry-lessons-learned-and-cybersecurity-guidance/ 

 The IRS asks tax professionals to enable multi-factor authentication 
https://www.bleepingcomputer.com/news/security/the-irs-asks-tax-professionals-to-enable-multi-factor-authentication 

 Cisco fixes severe flaws in data center management solution 
https://www.bleepingcomputer.com/news/security/cisco-fixes-severe-flaws-in-data-center-management-solution/ 

 Zoom bug allowed attackers to crack private meeting passwords 
https://www.bleepingcomputer.com/news/security/zoom-bug-allowed-attackers-to-crack-private-meeting-passwords/ 
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 BootHole GRUB bootloader bug lets hackers hide malware in Linux, Windows 
https://www.bleepingcomputer.com/news/security/boothole-grub-bootloader-bug-lets-hackers-hide-malware-in-linux-
windows 

 Sneaky Doki Linux malware infiltrates Docker cloud instances 
https://www.bleepingcomputer.com/news/security/sneaky-doki-linux-malware-infiltrates-docker-cloud-instances/ 

 Vermont Tax Department exposed 3 years worth of tax return info 
https://www.bleepingcomputer.com/news/security/vermont-tax-department-exposed-3-years-worth-of-tax-return-info 

 The Future's Biggest Cybercrime Threat May Already Be Here 
https://www.darkreading.com/vulnerabilities---threats/the-futures-biggest-cybercrime-threat-may-already-be-here/a/d-
id/1338439  

 Technical Challenges of IoT Cybersecurity in a Post-COVID-19 World 
https://www.darkreading.com/iot/technical-challenges-of-iot-cybersecurity-in-a-post-covid-19-world/a/d-id/1338449 

 Security Flaws Discovered in OKCupid Dating Service 
https://www.darkreading.com/application-security/security-flaws-discovered-in-okcupid-dating-service-/d/d-id/1338484 

 Amazon Fraud Detector now generally available 
https://www.zdnet.com/article/amazon-fraud-detector-now-generally-available /  

 Kaspersky: New hacker-for-hire mercenary group is targeting European law firms 
https://www.zdnet.com/article/kaspersky-new-hacker-for-hire-mercenary-group-is-targeting-european-law-firms/ 

 Facial-Recognition Flop: Face Masks Thwart Virus, Stump Security Systems 
https://threatpost.com/facial-recognition-flop-face-masks-thwart-virus-stump-security-systems/157821/ 

 Critical Bugs in Utilities VPNs Could Cause Physical Damage 
https://threatpost.com/critical-bugs-utilities-vpns-physical-damage/157835/  

 Billions of Devices Impacted by Secure Boot Bypass 
https://threatpost.com/billions-of-devices-impacted-secure-boot-bypass/157843/  

 Critical Magento Flaws Allow Code Execution 
https://threatpost.com/critical-magento-flaws-code-execution/157840/  

 Cybersecurity experts 'under-equipped' to tackle Covid-19 remote working demands 
https://www.scmagazineuk.com/cybersecurity-experts-under-equipped-tackle-covid-19-remote-working-
demands/article/1687963  

 UK cybersecurity industry calls for an overhaul of Computer Misuse Act 
https://www.scmagazineuk.com/uk-cybersecurity-industry-calls-overhaul-computer-misuse-act/article/1687977 

 SC Congress Europe 2020: Cybercrime impact is 1.6% of GDP says Raj Samani 
https://www.scmagazineuk.com/sc-congress-europe-2020-cybercrime-impact-16-gdp-says-raj-samani/article/1687972 

 Brazil may face 'consequences' if it gives Huawei 5G access, says U.S. ambassador 
https://uk.reuters.com/article/us-huawei-tech-brazil-5g/brazil-may-face-consequences-if-it-gives-huawei-5g-access-says-
u-s-ambassador-idUKKCN24U20X  

 Public cloud environments leave numerous paths open for exploitation 
https://www.helpnetsecurity.com/2020/07/29/public-cloud-environments-leave-numerous-paths-open-for-exploitation/ 

 Assessing the email security controls used by 10,000 U.S. state and local election administrators 
https://www.helpnetsecurity.com/2020/07/29/election-administrators-phishing/  

 #COVID19 Could Push Average Breach Cost to $4m 
https://www.infosecurity-magazine.com/news/covi19-push-average-breach-cost-4/   

 Nation State Attackers Shift to Credential Theft 
https://www.infosecurity-magazine.com/news/nation-state-attackers-shift-to/  

 Cyber-Criminals Continue to Exploit #COVID19 During Q2 
https://www.infosecurity-magazine.com/news/cyber-criminals-exploit-covid/   

 Hackers Chasing Aerospace Segment Hard - European Space Agency Targeted Twice in a Week 
https://cyware.com/news/hackers-chasing-aerospace-segment-hard-european-space-agency-targeted-twice-in-a-week-
7a065308  

 Emotet Replaced Trickbot With QakBot Within One Day of Emergence 
https://cyware.com/news/emotet-replaced-trickbot-with-qakbot-within-one-day-of-emergence-a1c1f289 

 Hackers Scanning the Internet Massively to Exploit SAP Recon Vulnerability 
https://cyware.com/news/hackers-scanning-the-internet-massively-to-exploit-sap-recon-vulnerability-71147b54  

 GOP stimulus bill includes $53 million for DHS cyber agency to protect vaccine research 
https://thehill.com/policy/cybersecurity/509325-senate-republican-stimulus-bill-includes-53-million-for-dhs-cyber-
agency?&web_view=true  

 Aviation Can Anticipate an Increase in State-Sponsored Activity 
https://securityintelligence.com/posts/airline-security-covid/?&web_view=true  

 Netizens sue Google for allegedly harvesting personal info even after opting out of Chrome sync 
https://www.theregister.com/2020/07/28/google_chrome_privacy_lawsuit/?&web_view=true  

 Hackers could exploit iDRAC flaw to control EMC PowerEdge servers 
https://www.scmagazine.com/home/security-news/vulnerabilities/hackers-could-exploit-idrac-flaw-to-control-emc-
poweredge-servers/?&web_view=true  
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 Michigan online bar exam temporarily taken down by 'sophisticated' cyberattack 
https://thehill.com/policy/cybersecurity/509478-michigan-online-bar-exam-temporarily-taken-down-by-
sophisticated?&web_view=true 

 Islamic State propaganda efforts struggle after Telegram takedowns, Europol says 
https://www.cyberscoop.com/islamic-state-propaganda-telegram-europol/?&web_view=true   

 Crypto wallet Ledger data breach; hackers steal 1m emails & other data 
https://www.hackread.com/crypto-wallet-ledger-data-breach-hackers-steal-data/?&web_view=true  

 Here's how Army Cyber Command plans to take on information warfare 
https://www.cyberscoop.com/army-cyber-command-plan-transition-information-war/?&web_view=true  

 Threat Actors Eye Streaming Services, Popular Shows as New Baits For Cyberattacks 
https://cyware.com/news/threat-actors-eye-streaming-services-popular-shows-as-new-baits-for-cyberattacks-993e12fd 

 Trade Secret Theft 
https://www.fbi.gov/news/stories/two-guilty-in-theft-of-trade-secrets-from-ge-072920  

 
THURSDAY 30th July 2020 
 COVID-19: Warning after cruel scammers target Australians hit by the coronavirus pandemic  

https://nationalcybersecurity.com/covid-19-warning-after-cruel-scammers-target-australians-hit-by-the-coronavirus-
pandemic-coronavirus-scams-covid19/  

 Post-pandemic cyber threats and the worrying precedent of Covid-19 tracing apps 
https://www.datacenterdynamics.com/en/opinions/post-pandemic-cyber-threats-and-worrying-precedent-covid-19-
tracing-apps/ 

 EU supervisors reveal six top risks for insurers, post Covid-19 
https://www.insuranceerm.com/news-comment/eu-supervisors-reveal-six-top-risks-for-insurers-post-covid-19.html 

 Exclusive: Chinese-backed hackers targeted COVID-19 vaccine firm Moderna 
https://uk.reuters.com/article/us-health-coronavirus-moderna-cyber-excl/exclusive-chinese-backed-hackers-targeted-
covid-19-vaccine-firm-moderna-idUKKCN24V38M  

 Foreign Secretary welcomes first EU sanctions against malicious cyber actors 
https://www.gov.uk/government/news/foreign-secretary-welcomes-first-eu-sanctions-against-malicious-cyber-actors 

 A quest for order amid cyber insecurity 
https://www.thehindu.com/opinion/lead/a-quest-for-order-amid-cyber-insecurity/article32225383.ece  

 CTI Investigation into COVID-19 Contact Tracing Apps 
https://blog.eclecticiq.com/cti-investigation-cyber-criminals-exploit-publics-trust-in-covid-19-contact-tracing-apps 

 Android malware ‘BlackRock’ in cyber space with ability to steal banking data: CERT-In 
https://www.tribuneindia.com/news/nation/android-malware-blackrock-in-cyber-space-with-ability-to-steal-banking-data-
cert-in-119986 

 Exclusive: India found cybersecurity lapses at National Payments Corp in 2019, government document 
shows 
https://uk.news.yahoo.com/exclusive-india-found-cybersecurity-lapses-043741728.html 

 Australian insurers and ombudsman to file test case on BI pandemic exclusions 
https://www.commercialriskonline.com/australian-insurers-and-ombudsman-to-file-test-case-on-bi-pandemic-exclusions/ 

 Attacks on health care in the context of COVID-19 
https://www.who.int/news-room/feature-stories/detail/attacks-on-health-care-in-the-context-of-covid-19 

 Big Tech's testimony. "BootHole." Bogus COVID-19 contact-tracing apps. Netwalker warning. China 
denies hacking the Vatican. 
https://thecyberwire.com/newsletters/daily-briefing/9/147 

 Ransomware: How clicking on one email left a whole business in big trouble 
https://www.zdnet.com/article/ransomware-how-clicking-on-one-phishing-email-left-a-whole-business-in-big-trouble/ 

 Covid-19 mobile app launched in NI 
https://www.ledburyreporter.co.uk/news/national/18618319.covid-19-mobile-app-launched-ni/  

 An Attacker's IoT Paradise: Billions of Insecure Devices 
https://www.databreachtoday.co.uk/blogs/attackers-iot-paradise-billions-insecure-devices-p-2922 

 VPN Vulnerabilities Put Industrial Control Systems at Risk 
https://www.databreachtoday.co.uk/vpn-vulnerabilities-put-industrial-control-systems-at-risk-a-14732  

 Lazarus Group Reportedly Now Wielding Ransomware 
https://www.databreachtoday.co.uk/lazarus-group-reportedly-now-wielding-ransomware-a-14731  

 Questions Persist About Ransomware Attack on Blackbaud 
https://www.databreachtoday.co.uk/questions-persist-about-ransomware-attack-on-blackbaud-a-14734  

 Almost 10,000 unsecured databases with more than 10 billion credentials exposed 
https://futurefive.co.nz/story/almost-10-000-unsecured-databases-with-more-than-10-billion-credentials-exposed 

 California pharmaceutical firm hit by DopplePaymer ransomware 
https://www.itwire.com/security/california-pharmaceutical-firm-hit-by-dopplepaymer-ransomware.html 

 Caution: Cybercriminals are using compromised Dropbox accounts to scam email users 
https://www.mailguard.com.au/blog/caution-cybercrimals-are-using-compromised-dropbox-accounts-to-scam-email-users 
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 DXC reports ‘minimal impact’ following subsidiary ransomware attack 
https://www.arnnet.com.au/article/681774/dxc-reports-minimal-impact-following-subsidiary-ransomware-attack/  

 More than 250 email addresses exposed in Shropshire Council data breach 
https://www.shropshirestar.com/news/politics/2020/07/30/more-than-250-email-addresses-exposed-in-shropshire-
council-data-breach/  

 Cyber espionage of air-gapped environments and Covid-19 themed attacks: Q2 2020 in review 
https://www.itsecurityguru.org/2020/07/30/cyber-espionage-of-air-gapped-environments-and-covid-19-themed-attacks-
q2-2020-in-review/ 

 Businesses' Covid-19 customer records watched closely by EU data watchdogs 
https://mlexmarketinsight.com/insights-center/editors-picks/area-of-expertise/data-privacy-and-security/businesses-covid-
19-customer-records-watched-closely-by-eu-data-watchdogs  

 Report: US has the highest average cost for data breaches 
https://www.insurancebusinessmag.com/us/news/cyber/report-us-has-the-highest-average-cost-for-data-breaches-
229321.aspx  

 DIY phishing kits dissected 
https://portswigger.net/daily-swig/diy-phishing-kits-dissected-organizations-urged-to-tackle-the-underground-ecosystem-
that-democratized-cybercrime  

 Facebook WhatsApp hack on Catalonia and Ransomware Attack on Dussmann Group 
https://www.cybersecurity-insiders.com/facebook-whatsapp-hack-on-catalonia-and-ransomware-attack-on-dussmann-
group/  

 US defense contractors targeted by North Korean phishing attacks 
https://www.bleepingcomputer.com/news/security/us-defense-contractors-targeted-by-north-korean-phishing-attacks/ 

 Office 365 phishing abuses Google Ads to bypass email filters 
https://www.bleepingcomputer.com/news/security/office-365-phishing-abuses-google-ads-to-bypass-email-filters/# 

 KDE archive tool flaw let hackers take over Linux accounts 
https://www.bleepingcomputer.com/news/security/kde-archive-tool-flaw-let-hackers-take-over-linux-accounts/ 

 Dark Web Travel Fraudsters Left Hurting From Lockdowns 
https://www.darkreading.com/threat-intelligence/dark-web-travel-fraudsters-left-hurting-from-lockdowns/d/d-id/1338505 

 Browsers to Enforce Shorter Certificate Life Spans: What Businesses Should Know 
https://www.darkreading.com/cloud/browsers-to-enforce-shorter-certificate-life-spans-what-businesses-should-know/d/d-
id/1338507  

 Thunderspy attacks: What they are, who’s at greatest risk and how to stay safe 
https://www.welivesecurity.com/2020/07/30/thunderspy-attacks-what-they-are-whos-at-greatest-risk-how-to-stay-safe/  

 10 billion records exposed in unsecured databases, study says 
https://www.welivesecurity.com/2020/07/30/10-billion-records-exposed-unsecured-databases/ 

 Lockdown sees rise in brute force attacks of over 100,000 daily 
https://www.scmagazineuk.com/lockdown-sees-rise-brute-force-attacks-100000-daily/article/1688131 

 Exclusive: Portugal telcos won't use Huawei for core 5G networks though no government ban 
https://uk.reuters.com/article/us-huawei-5g-portugal-exclusive/exclusive-portugal-telcos-wont-use-huawei-for-core-5g-
networks-though-no-government-ban-idUKKCN24V22L  

 Orange to reduce reliance on Huawei equipment in Europe: CEO 
https://uk.reuters.com/article/us-orange-huawei-5g-security/orange-to-reduce-reliance-on-huawei-equipment-in-europe-
ceo-idUKKCN24V1AU 

 Exclusive: India found cybersecurity lapses at National Payments Corp in 2019 - government 
document 
https://uk.reuters.com/article/us-india-cybersecurity-payments-exclusiv/exclusive-india-found-cybersecurity-lapses-at-
national-payments-corp-in-2019-government-document-idUKKCN24V0HB  

 IBM partners with Japanese business, academia in quantum computing 
https://uk.reuters.com/article/us-ibm-japan-quantum/ibm-partners-with-japanese-business-academia-in-quantum-
computing-idUKKCN24V0G0   

 North Korean Hackers Sniffing for US Defense Secrets 
https://www.infosecurity-magazine.com/news/north-korean-hackers-sniffing-us/   

 Data Breach Incidents Escalate When Security of Databases Takes a Backseat 
https://cyware.com/news/data-breach-incidents-escalate-when-security-of-databases-takes-a-backseat-e22fd64c 

 Newbie Hackers Join New Hacker Forum 
https://cyware.com/news/newbie-hackers-join-new-hacker-forum-502ec058  

 Achille’s Heel in Diebold ATM Terminals 
https://cyware.com/news/achilles-heel-in-diebold-atm-terminals-c81b1927  

 DDoS Botnets Spreading their Net in Asia 
https://cyware.com/news/ddos-botnets-spreading-their-net-in-asia-e6621230   

 Cybercriminals Use Enterprise Cloud to Create Phishing Hooks 
https://cyware.com/news/cybercriminals-use-enterprise-cloud-to-create-phishing-hooks-9cc1745b  

 QSnatch Malware Operators Working On a New Wave Of Attacks on QNAP NAS 
https://cyware.com/news/qsnatch-malware-operators-working-on-a-new-wave-of-attacks-on-qnap-nas-6d2122ab   
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 Here’s Why Credit Card Fraud is Still a Thing 
https://krebsonsecurity.com/2020/07/heres-why-credit-card-fraud-is-still-a-thing/?&web_view=true   

 Citizens Are Increasingly Worried About How Companies Use Their Data 
https://www.darkreading.com/endpoint/privacy/citizens-are-increasingly-worried-about-how-companies-use-their-
data/d/d-id/1338496  

 Mirai Botnet Exploit Weaponized to Attack IoT Devices via CVE-2020-5902 
https://blog.trendmicro.com/trendlabs-security-intelligence/mirai-botnet-exploit-weaponized-to-attack-iot-devices-via-cve-
2020-5902/?&web_view=true  

 Critical US Infrastructure Extremely Vulnerable To Cyberattacks 
https://cyware.com/news/critical-us-infrastructure-extremely-vulnerable-to-cyberattacks-f72684d9  

 New Risks With Exposed Elasticsearch and MongoDB - Users ‘Meowed’ Without Any Warning 
https://cyware.com/news/new-risks-with-exposed-elasticsearch-and-mongodb-users-meowed-without-any-warning-
4b179982   

 DDoS Attacks Not Just Blooming But Changing Their Pattern As Well 
https://cyware.com/news/ddos-attacks-not-just-blooming-but-changing-their-pattern-as-well-26d175e5  

 Hackers Broke Into Real News Sites to Plant Fake Stories 
https://www.wired.com/story/hackers-broke-into-real-news-sites-to-plant-fake-stories-anti-nato/?&web_view=true 

 Researchers Report Mobile Operating Systems Bugs Have Surged 50% 
https://cyware.com/news/researchers-report-mobile-operating-systems-bugs-have-surged-50-ba935c50 

 9,517 unsecured databases identified with 10 billion records globally 
https://www.hackread.com/9517-unsecured-databases-with-10-billion-records/?&web_view=true 

 New Deceptikons hacker-for-hire mercenary group is targeting European law firms 
https://www.zdnet.com/article/kaspersky-new-hacker-for-hire-mercenary-group-is-targeting-european-law-
firms/?&web_view=true  

 Netgear has no plan to patch 45 vulnerable devices despite existing proof-of-concept code 
https://www.theregister.com/2020/07/30/netgear_abandons_45_routers_vuln_patching/?&web_view=true  

 CERT-In: Android malware 'BlackRock' prowling in cyber space, may steal banking data 
https://ciso.economictimes.indiatimes.com/news/android-malware-blackrock-prowling-in-cyber-space-may-steal-banking-
data-advisory/77260500?&web_view=true  

 Two Tor zero-days disclosed, more to come 
https://www.zdnet.com/article/two-tor-zero-days-disclosed-more-to-come/#ftag=RSSbaffb68?&web_view=true  
 

FRIDAY 31st July 2020 
 China’s cyber espionage surge in Australia: opportunism not punishment 

https://www.aspistrategist.org.au/chinas-cyber-espionage-surge-in-australia-opportunism-not-punishment/ 
 EU issues first ever sanctions against cyber attacks 

https://www.euronews.com/2020/07/31/eu-issues-first-ever-sanctions-against-cyber-attacks 
 China-backed hackers targeted Moderna's COVID vaccine: report 

https://asia.nikkei.com/Spotlight/Coronavirus/China-backed-hackers-targeted-Moderna-s-COVID-vaccine-report  
 Foreign Ministry Spokesperson Wang Wenbin's Regular Press Conference on July 31, 2020 

https://www.fmprc.gov.cn/mfa_eng/xwfw_665399/s2510_665401/t1803070.shtml  
 FBI warns of new DDoS attack vectors 

https://anticorruptiondigest.com/2020/07/31/fbi-warns-of-new-ddos-attack-vectors/  
 Ransomware: How clicking on one email left a whole business in big trouble 

https://anticorruptiondigest.com/#ixzz6TnmojVNJ 
 Spike in Cybercrime Amid Pandemic Accelerates Convergence of Physical & Cybersecurity 

https://anticorruptiondigest.com/#ixzz6TnnR7eFQ 
 The Steps CIOs Must Take To Deal With Ransomware Attacks Like The One That Hit Garmin 

https://anticorruptiondigest.com/#ixzz6TnqmhLye  
 UK fraud office charges former Airbus subsidiary over Saudi contract 

https://anticorruptiondigest.com/#ixzz6TnrdnbBZ 
 Digital Brief: GAFA hearing, Facebook Vs EU, Cyber sanctions 

https://www.euractiv.com/section/digital/news/digital-brief-gafa-hearing-facebook-vs-eu-cyber-sanctions/ 
 CYBER SECURITY MARKET WITH COVID-19 EFFECT ANALYSIS OVERVIEW WITH DETAILED 

ANALYSIS, COMPETITIVE LANDSCAPE, FORECAST TO 2025 
https://bulletinline.com/2020/07/31/automotive-cyber-security-market-with-covid-19-effect-analysis-overview-with-
detailed-analysis-competitive-landscape-forecast-to-2025/  

 Iran group claim attacks on 28 Israeli railway stations 
https://www.aa.com.tr/en/middle-east/iran-group-claim-attacks-on-28-israeli-railway-stations/1927997 

 Modern bank heist: How cyber criminals have evolved 
https://www.paymentscardsandmobile.com/modern-bank-heist-how-cyber-criminals-have-evolved/ 

 COVID-19 and developing recovery plans in the Telecom Industry 
https://advisory.kpmg.us/blog/2020/covid-19-recovery-plans-in-telecom-industry.html 
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 Impact of Covid-19 on Commercial Property Law and Regulation – July round up 
https://www.wiggin.co.uk/insight/impact-of-covid-19-on-commercial-property-law-and-regulation-july-round-up/ 

 DNC campaigns receive warning about phishing hackers posing as Facebook 
https://www.jpost.com/american-politics/dnc-campaigns-receive-warning-about-phishing-hackers-posing-as-facebook-
637073  

 Blackbaud's Bizarre Ransomware Attack Notification 
https://www.databreachtoday.co.uk/blogs/blackbauds-bizarre-ransomware-attack-notification-p-2929  

 Boot-Loading Flaw Affects Linux, Windows Devices 
https://www.databreachtoday.co.uk/boot-loading-flaw-affects-linux-windows-devices-a-14746 

 Twitter Hackers Targeted Employees With Phone Phishing 
https://www.databreachtoday.co.uk/twitter-hackers-targeted-employees-phone-phishing-a-14745  

 3 Charged in Twitter Hack 
https://www.databreachtoday.co.uk/3-charged-in-twitter-hack-a-14750  

 Uncertain future for EU data transfers after the Schrems II Judgment 
https://www.globallegalpost.com/commentary/uncertain-future-for-eu-data-transfers-after-the-schrems-ii-judgment-
12011007/  

 Morgan Stanley hit with data breach lawsuit 
https://iapp.org/news/a/morgan-stanley-hit-with-data-breach-lawsuit/  

 80% of security breaches involve exposure of customer data - IBM 
https://securitybrief.eu/story/80-of-security-breaches-involve-exposure-of-customer-data-ibm  

 Why A Data Breach At A Genealogy Site Has Privacy Experts Worried 
https://technocodex.com/why-a-data-breach-at-a-genealogy-site-has-privacy-experts-worried/ 

 Italian Telecom Provider Fined Nearly €17 Million For GDPR Violations; Google Fined €600,000 For 
Violating The Right To Be Forgotten 
https://www.mondaq.com/italy/data-protection/971428/italian-telecom-provider-fined-nearly-17-million-for-gdpr-violations-
google-fined-600000-for-violating-the-right-to-be-forgotten  

 Labour Party in humiliating data breach as huge batch of confidential information stolen 
https://www.express.co.uk/news/politics/1316645/labour-party-news-data-breach-hack-donor-information-cyber-attack-
blackbaud  

 US travel management firm CWT paid $4.5mn in ransomware attack 
https://disruptive.asia/us-travel-management-firm-cwt-paid-4-5mn-in-ransomware-attack/ 

 Ransomware Hackers Have Started Leaking City Of Pensacola Data 
https://www.newsbreak.com/florida/pensacola/news/1482150020029/ransomware-hackers-have-started-leaking-city-of-
pensacola-data  

 First rule of Ransomware Club is do not pay the ransom, but it looks like Carlson Wagonlit Travel didn't 
get the memo 
https://www.theregister.com/2020/07/31/carlson_wagonlit_travel_ragnarlocker_ransom_paid 

 Linux warning: TrickBot malware is now infecting your systems 
https://www.bleepingcomputer.com/news/security/linux-warning-trickbot-malware-is-now-infecting-your-systems/ 

 Canadian MSP discloses data breach, failed ransomware attack 
https://www.bleepingcomputer.com/news/security/canadian-msp-discloses-data-breach-failed-ransomware-attack/ 

 Bypassing Windows 10 UAC with mock folders and DLL hijacking 
https://www.bleepingcomputer.com/news/security/bypassing-windows-10-uac-with-mock-folders-and-dll-hijacking/ 

 US government sites abused to redirect users to porn sites 
https://www.bleepingcomputer.com/news/security/us-government-sites-abused-to-redirect-users-to-porn-sites 

 GandCrab ransomware operator arrested in Belarus 
https://www.bleepingcomputer.com/news/security/gandcrab-ransomware-operator-arrested-in-belarus/ 

 NI Covid-19 app won't work on older iPhones 
https://www.bbc.co.uk/news/uk-northern-ireland-
53606967?intlink_from_url=https://www.bbc.co.uk/news/technology&link_location=live-reporting-story 

 Scotland developing its own contact-tracing app 
https://www.bbc.co.uk/news/technology-
53608111?intlink_from_url=https://www.bbc.co.uk/news/technology&link_location=live-reporting-story 

 'Hidden Property Abusing' Allows Attacks on Node.js Applications 
https://www.darkreading.com/vulnerabilities---threats/hidden-property-abusing-allows-attacks-on-nodejs-applications/d/d-
id/1338509  

 China arrests over 100 people suspected of involvement in PlusToken cryptocurrency scam 
https://www.zdnet.com/article/china-arrests-over-100-people-suspected-of-involvement-in-plustoken-cryptocurrency-
scam/ 

 Cyber crime on the rise during COVID-19 pandemic 
https://www.zdnet.com/video/cyber-crime-on-the-rise-during-covid-19-pandemic/ 

 US and UK cybersecurity agencies send a joint alert about QSnatch malware 
https://www.zdnet.com/video/us-and-uk-cybersecurity-agencies-send-a-joint-alert-about-qsnatch-malware/  
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 Anti-NATO Disinformation Campaign Leveraged CMS Compromises 
https://threatpost.com/anti-nato-disinformation-campaign-leveraged-cms-compromises/157901/ 

 Bognor Regis man charged over major Twitter hack 
https://www.bbc.co.uk/news/business-
53617198?intlink_from_url=https://www.bbc.co.uk/news/technology&link_location=live-reporting-story 

 CWT Travel Agency Faces $4.5M Ransom in Cyberattack, Report 
https://threatpost.com/cwt-travel-agency-ransom-cyberattack-report/157911/ 

 4 Unpatched Bugs Plague Grandstream ATAs for VoIP Users 
https://threatpost.com/4-unpatched-bugs-grandstream-atas-voip/157927/ 

 Media companies need to lock down content systems as fake news invades 
https://www.scmagazine.com/website-web-server-security/spotlight-on-cms-security-after-fake-news-actors-compromise-
media-websites/  

 SAP, Deutsche Telekom to build corona app gateway for European Commission 
https://uk.reuters.com/article/us-health-coronavirus-europe-tech/sap-deutsche-telekom-to-build-corona-app-gateway-for-
european-commission-idUKKCN24W277  

 Huawei asks Germany not to shut it out of building 5G networks - Der Spiegel 
https://uk.reuters.com/article/us-germany-usa-huawei/huawei-asks-germany-not-to-shut-it-out-of-building-5g-networks-
der-spiegel-idUKKCN24W1OZ  

 What are script-based attacks and what can be done to prevent them? 
https://www.helpnetsecurity.com/2020/07/31/what-are-script-based-attacks/   

 Many Second Hand Phones Are Sold with Security Vulnerabilities 
https://www.infosecurity-magazine.com/news/second-hand-phones-security/  

 Malspam campaign caught using GuLoader after service relaunch 
https://blog.malwarebytes.com/threat-analysis/2020/07/malspam-campaign-caught-using-guloader-after-service-
relaunch/?&web_view=true  

 US prosecutors seek years in prison for Uber self-driving exec who stole Google trade secrets 
https://www.zdnet.com/article/us-prosecutors-want-ubers-ex-self-driving-chief-to-serve-years-in-prison-for-stealing-
google-trade-secrets/?&web_view=true  

 Researchers exploit HTTP/2, WPA3 protocols to stage highly efficient ‘timeless timing’ attacks 
https://portswigger.net/daily-swig/researchers-exploit-http-2-wpa3-protocols-to-stage-highly-efficient-timeless-timing-
attacks?&web_view=true  

 Secure by design: ClassNK updates maritime cybersecurity guidelines 
https://portswigger.net/daily-swig/secure-by-design-classnk-updates-maritime-cybersecurity-guidelines?&web_view=true 

 Theoretical technique to abuse EMV cards detected used in the real world 
https://www.zdnet.com/article/theoretical-technique-to-abuse-emv-cards-detected-used-in-the-real-
world/#ftag=RSSbaffb68?&web_view=true   

 DIY phishing kits dissected: Organizations urged to tackle the underground ecosystem that 
democratized cybercrime 
https://portswigger.net/daily-swig/diy-phishing-kits-dissected-organizations-urged-to-tackle-the-underground-ecosystem-
that-democratized-cybercrime?&web_view=true   

 IndieFlix streaming service leaves thousands of confidential agreements, filmmaker SSNs, videos 
exposed on public server 
https://cybernews.com/security/indieflix-leaks-thousands-of-filmmaker-ssns-confidential-agreements-
videos/?&web_view=true   

 1,050 data breaches reported to Australian commissioner in 12 months 
https://www.zdnet.com/article/1050-data-breaches-reported-to-australian-commissioner-in-12-months/?&web_view=true 

 Personal data of 24,000 students gets posted on GTU website 
https://ciso.economictimes.indiatimes.com/news/personal-data-of-24k-students-gets-posted-on-gtu-
website/77275259?&web_view=true   

 Athens ISD pays $50K for release of data in ransomware attack 
https://www.easttexasmatters.com/news/education/athens-isd-pays-50k-for-release-of-data-in-ransomware-
attack/?&web_view=true  

 Dark Web Travel Fraudsters Left Hurting From Lockdowns 
https://www.darkreading.com/threat-intelligence/dark-web-travel-fraudsters-left-hurting-from-lockdowns/d/d-
id/1338505?&web_view=true   

 Infosec researchers infiltrate 3D printers to cause self-immolation 
https://www.theregister.com/2020/07/31/3d_printer_fire_firmware_hacks/?&web_view=true  

 WastedLocker: A Technical Analysis 
https://securelist.com/wastedlocker-technical-analysis/97944/?&web_view=true   

 Phishing Email Uses Google Ad Redirect to Steal Microsoft Credentials 
https://www.tripwire.com/state-of-security/security-data-protection/phishing-email-uses-google-ad-redirect-to-steal-
microsoft-credentials/?&web_view=true  

 Beating the tax cheats: two arrests in Italy in fuel fraud raid 
https://www.europol.europa.eu/newsroom/news/beating-tax-cheats-two-arrests-in-italy-in-fuel-fraud-raid   
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 IndieFlix streaming service leaves thousands of confidential agreements, filmmaker SSNs, videos 
exposed on public server 
https://securityaffairs.co/wordpress/106590/data-breach/indieflix-streaming-data-leak.html?&web_view=true   
End] 
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