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COVID-19 RELATED CYBER NEWS 
Week 19: Saturday 1st August to Friday 7th August 
Compiled by Barry Gooch 
 

COVID-19 RELATED ARTICLES 
 

MAIN SOURCES 
Bleeping Computer https://www.bleepingcomputer.com  
Bloomberg https://www.bloomberg.com/europe  
BBC i-player technology news https://www.bbc.co.uk/news/technology  
Business Insider https://www.businessinsider.com/international?r=US&IR=T  
CNET https://www.cnet.com/news/  
Cyware https://cyware.com/cyber-security-news-articles  
Dark Reading https://www.darkreading.com  
Fireye https://www.fireye.com  
Fraud Watch International https://fraudwatchinternational.com  
The Guardian https://www.theguardian.com/uk  
Hackmaggedon https://www.hackmageddon.com  
Help Net Security https://www.helpnetsecurity.com  
Info Security Magazine https://www.infosecurity-magazine.com  
Malwarebytes https://blog.malwarebytes.com/category/malwarebytes-news/  
Naked Security (Sophos) https://nakedsecurity.sophos.com  
Reuters technology news https://uk.reuters.com/news/technology  
Risk IQ https://www.riskiq.com/blog/analyst/covid19-cybercrime-

update/?utm_source=homepage&utm_medium=carousel-covid19-cybercrime-blog  
Security Boulevard https://securityboulevard.com  
SC Magazine UK https://www.scmagazineuk.com  
SC Magazine US https://www.scmagazine.com  
Sky News https://news.sky.com/uk  
Threatpost https://threatpost.com  
Wall Street Journal https://www.wsj.com/news/technology  
We Live Security https://www.welivesecurity.com 
ZDnet https://www.zdnet.com/2/  

 
SATURDAY 1st August 2020 
 COVID-19 demands vigilance on cyber security measures 

https://www.themandarin.com.au/136630-kpmg-covid-demands-vigilance-cyber-measures/  
 An analysis of international cyber risks faced by Indian businesses and risk management strategies 

https://www.nortonrosefulbright.com/en/knowledge/publications/b5de1c26/an-analysis-of-international-cyber-risks-faced-
by-indian-businesses  

 COVID-19: The Cybercrime Gold Rush of 2020 
https://www.net-ctrl.com/covid-19-the-cybercrime-gold-rush-of-2020/  

 The most dangerous cyber security mistakes 
https://www.hcamag.com/nz/specialisation/hr-technology/the-most-dangerous-cyber-security-mistakes/229500 

 LinkedIn spy scandal shines spotlight on China’s online espionage 
https://www.ft.com/content/0a0e62a9-65ba-494c-a7bb-86f5f66d627f 

 Cyber-Criminals Continue to Exploit #COVID19 During Q2 
https://www.cybercureme.com/cyber-criminals-continue-to-exploit-covid19-during-q2/   

 California Hilton and Marriott hotels use robots to cut staff-to-guest interaction 
https://www.eturbonews.com/578145/california-hilton-and-marriott-hotels-use-robots-to-cut-staff-to-guest-interaction/ 

 Claims Iran hacked Israeli railways are false - 'Post' learns 
https://www.jpost.com/israel-news/israeli-railways-fall-victim-to-alleged-iranian-cyberattack-637046  

 As COVID-19 Vaccine Research Advances, So Do Cyber Threats from China 
https://www.cbiz.com/insights-resources/details/articleid/8595/as-covid-19-vaccine-research-advances-so-do-cyber-
threats-from-china  

 China-Backed Hackers ‘Targeted’ COVID-19 Vaccine Firm Moderna, Reuters Reports 
https://www.insurancejournal.com/news/national/2020/07/31/577636.htm   

 Cyber claims analysis report 
https://www.willistowerswatson.com/en-GB/Insights/2020/07/cyber-claims-analysis-report  

 China denies hacking attempts on COVID-19 vaccine maker Moderna 
https://www.theweek.in/news/world/2020/07/31/china-denies-hacking-attempts-on-covid-19-vaccine-maker-moderna.html 

 Corruption complicates South Africa’s struggle with coronavirus 
https://www.centralfifetimes.com/news/national-news/18619563.corruption-complicates-south-africas-struggle-
coronavirus/  
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 Iran group claim attacks on 28 Israeli railway stations 
https://www.middleeastmonitor.com/20200731-iran-group-claim-attacks-on-28-israeli-railway-stations/ 

 Bolstering Cybersecurity Capabilities during Covid-19 and Beyond 
https://www.bain.com/insights/bolstering-cybersecurity-capabilities-during-covid-19-and-beyond/ 

 Report: Covid-19 hampers Zimbabwean billionaire's plan to sell Liquid Telecom stake 
https://www.datacenterdynamics.com/en/news/report-covid-19-hampers-zimbabwe-billionaires-plan-sell-liquid-telecom-
stake/  

 FastPOS Malware Creator Pleads Guilty 
https://www.databreachtoday.in/fastpos-malware-creator-pleads-guilty-a-14751 

 Heart and Stroke Foundation Warns of Privacy Breach at Third Party Company 
https://vocm.com/2020/08/01/privacy-breach-heart-and-stroke-foundation/ 

 Bus-sharing service users data hit by security breach 
https://www.dawn.com/news/1572237   

 ICANVAS DATA BREACH 
https://www.justice4you.com/blog/icanvas-data-breach.html   

 MAXLINEAR DATA BREACH 
https://www.justice4you.com/blog/maxlinear-data-breach.html  

 Confirmed: Garmin received decryptor for WastedLocker ransomware 
https://www.bleepingcomputer.com/news/security/confirmed-garmin-received-decryptor-for-wastedlocker-ransomware/ 

 Phishing campaigns, from first to last victim, take 21h on average 
https://www.zdnet.com/article/phishing-campaigns-from-first-to-last-victim-take-21h-on-average/  

 Media companies need to lock down content systems as fake news invades 
https://www.scmagazine.com/website-web-server-security/spotlight-on-cms-security-after-fake-news-actors-compromise-
media-websites/   

 Emerging Products: Breach and attack simulation technologies 
https://www.scmagazine.com/home/reviews/emerging-products-breach-and-attack-simulation-technologies-2/ 

 How COVID-19 is impacting jobs in the tech industry 
https://www.cnet.com/health/how-covid-19-is-impacting-jobs-in-the-tech-industry/ 

 Google, Apple COVID-19 contact tracing apps to roll out in 'coming weeks' in US 
https://www.cnet.com/news/google-apple-contact-tracing-apps-for-covid-19-to-roll-out-in-us-in-coming-weeks/  

 Hacker was paid ransom after NUI Galway alumni data targeted in worldwide cyber attack 
https://anticorruptiondigest.com/home/cyber-risk/#ixzz6UnyGEkBS  

 Why remote working isn’t a cyber security risk 
https://anticorruptiondigest.com/home/cyber-risk/#ixzz6Unz3jd4W 

 In Latin America, Corruption Is Resurgent at the Worst Possible Time 
https://anticorruptiondigest.com/home/anti-corruption/#ixzz6Uo0goVAo 

 Spike in Cybercrime Amid Pandemic Accelerates Convergence of Physical & Cybersecurity 
https://anticorruptiondigest.com/home/security-risks/#ixzz6Uo3BhAQL  

 Ransomware: How clicking on one email left a whole business in big trouble 
https://anticorruptiondigest.com/home/security-risks/#ixzz6Uo3or281  

 U.S. experts claim China-linked hackers have infiltrated Vatican networks 
https://securityaffairs.co/wordpress/106533/hacking/china-hackers-vatican.html  

 IndieFlix streaming service leaves thousands of confidential agreements, filmmaker SSNs, videos 
exposed on public server 
https://securityaffairs.co/wordpress/106590/data-breach/indieflix-streaming-data-leak.html  

 Expert discloses details of 3 Tor zero-day flaws … new ones to come 
https://securityaffairs.co/wordpress/106567/hacking/tor-zero-day-flaws.html  

 Hacking IoT & RF Devices with BürtleinaBoard 
https://securityaffairs.co/wordpress/106477/hacking/hacking-iot-rf-devices-burtleinaboard.html  
 

SUNDAY 2nd August 2020 
 Thousands of Australians are left without internet as Telstra blames major outage on a 'malicious' cyber 

attack – before backing away from hacker claim 
https://www.dailymail.co.uk/news/article-8584665/Telstra-cyber-attack-leaves-thousands-without-internet.html 

 Cyber Risk in Focus – NZ Privacy Act 2020 
https://www.marsh.com/nz/insights/research/nz-privacy-act-2020.html   

 Are we secure from cyber attacks? 
https://www.deccanherald.com/opinion/are-we-secure-from-cyber-attacks-868588.html 

 Israel’s balancing China and its Best Friend 
https://www.beltandroad.news/2020/08/02/israels-balancing-china-and-its-best-friend/  

 Why Attacks on Critical Infrastructure are Increasing and How to Protect Against Them 
https://www.skyboxsecurity.com/blog/why-attacks-on-critical-infrastructure-are-increasing-and-how-to-protect-against-
them/   
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 Data breaches cost ASEAN businesses $2.71M 
https://www.channelasia.tech/article/681831/data-breaches-cost-asean-businesses-minimum-2-71m/   

 VHD Ransomware Linked to North Korea’s Lazarus APT Group: Report 
https://www.msspalert.com/cybersecurity-news/vhd-lazarus-apt-group/   

 COVID-19 Fraud Schemes 
https://www.ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/covid-19-fraud-schemes 

 Havenly discloses data breach after 1.3M accounts leaked online 
https://www.bleepingcomputer.com/news/security/havenly-discloses-data-breach-after-13m-accounts-leaked-online/ 

 Hackers can make good money selling your Facebook login, Gmail password, or credit card number 
on underground sites. Here's the breakdown of how much. 
https://www.businessinsider.com/how-much-hackers-pay-for-stolen-facebook-login-2020-8  

 Ransomware: Five reasons why your biggest security headache refuses to go away 
https://www.zdnet.com/article/ransomware-why-the-internets-biggest-headache-refuses-to-go-away/   

 Coronavirus (Covid-19) Scams – some Examples 
https://www.independentage.org/get-advice/money/scams/different-types-of-scam?gclid=EAIaIQobChMIk-
mp2JiO6wIVWOvtCh2XYwtKEAAYASAAEgLWH_D_BwE  

 Ransomware feared as possible saboteur for November election 
https://apnews.com/b39a09fc9a1334e9ef78bd46a40db253?&web_view=true  

 A critical flaw in wpDiscuz WordPress plugin lets hackers take over hosting account 
https://securityaffairs.co/wordpress/106638/hacking/wpdiscuz-wordpress-plugin-bug.html  
 

MONDAY 3rd August 2020 
 What is the ongoing impact of COVID-19 on cyber-security? 

https://www.roberthalf.com.au/blog/employers/what-ongoing-impact-covid-19-cyber-security 
 Australia’s Defence Strategic Update: It’s All About China 

https://rusi.org/commentary/australias-defence-strategic-update-it’s-all-about-china   
 Cyber Security Cloud releases Cyber-attack Detection Report for the first half of 2020 – 20% more 

cyber-attacks during the state of emergency in Japan due to Coronavirus 
https://www.wafcharm.com/en/news/cyber-security-cloud-releases-cyber-attack-detection-report-for-the-first-half-of-
2020-20-more-cyber-attacks-during-the-state-of-emergency-in-japan-due-to-coronavirus/  

 Aged care operator's sensitive data stolen in foreign cyber attack 
https://www.smh.com.au/business/companies/aged-care-operator-s-sensitive-data-stolen-in-foreign-cyberattack-
20200803-p55hxl.html  

 Cybersecurity becomes top priority for APAC business leaders in 2020 
https://techwireasia.com/2020/08/cybersecurity-becomes-top-priority-for-apac-business-leaders-in-2020/ 

 Covid-19 Leading to a Surge in Cyber Attacks 
https://www.middleeastbusiness.org/2020/08/02/covid-19-leading-to-a-surge-in-cyber-attacks 

 Telecom sector in the midst of Covid-19 
https://voip.review/2020/08/03/telecom-sector-midst-covid-19/  

 List of data breaches and cyber attacks in July 2020 – 77 million records breached 
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-july-2020-77-million-records-breached 

 Building Resilience Post a Cyber Incident 
https://www.fticonsulting.com/insights/articles/building-resilience-post-cyber-incident  

 How are Mobile Operators Helping SMBs Tackle COVID-19? 
http://neom2m.co.uk/iot-news/how-are-mobile-operators-helping-smbs-tackle-covid-19/  

 UK Finance Reveals Top 10 Covid-19 Scams to be on the Lookout For 
https://securityboulevard.com/2020/08/uk-finance-reveals-top-10-covid-19-scams-to-be-on-the-lookout-for/ 

 New method to defend against smart home cyber attacks developed by Ben-Gurion University 
researchers 
https://eurekalert.org/pub_releases/2020-08/aabu-nmt080320.php  

 More data breaches from ransomware attacks in Australia 
https://www.computerweekly.com/news/252487052/More-data-breaches-from-ransomware-attacks-in-Australia 

 Twitter looking at $250M FTC fine over data breach 
https://www.teletrader.com/twitter-looking-at-250m-ftc-fine-over-data-breach/news/details/52865291  

 EU-US Privacy Shield Invalidated With Immediate Effect 
https://www.cpomagazine.com/data-privacy/eu-us-privacy-shield-invalidated-with-immediate-effect/  

 NHS Trusts must step up cyber security ahead of Data Protection and Security Toolkit deadline 
https://www.openaccessgovernment.org/nhs-trusts-must-step-up-cyber-security-ahead-of-data-protection-and-security-
toolkit-deadline/91698/   

 APOLLO TYRES ALLEGEDLY BREACHED BY NETWALKER 
https://cybleinc.com/2020/08/03/apollo-tyres-allegedly-breached-by-netwalker/   

 BA allots £20m for GDPR fine but may not pay a penny 
https://www.decisionmarketing.co.uk/news/ba-allots-20m-for-gdpr-fine-but-may-not-pay-a-penny  
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 199 WEBSITES BREACHED, CYBLE’S DATA BREACH ALERTS AS OF AUGUST 3, 2020 – 4.1 
MILLION ACCOUNTS AT RISK 
https://cybleinc.com/2020/08/03/199-websites-breached-cybles-data-breach-alerts-as-of-august-3-2020-4-1-million-
accounts-at-risk/   

 How much is your personal data worth on the dark web? 
https://www.welivesecurity.com/2020/08/03/how-much-is-your-personal-data-worth-dark-web/  

 HALF OF UK UNIVERSITIES HAVE REPORTED DATA BREACHES TO THE ICO 
https://education-forum.co.uk/briefing/half-of-uk-universities-have-reported-data-breaches-to-the-ico/ 

 HMRC publish guidance on reporting Covid-19 fraud 
https://www.accountancydaily.co/cch_uk/tat/news_012108_hmrc_reporting_covid19_fraud   

 Interior Design Platform Confirms Data Breach after Data of 1.3 Million Users is Posted Online 
https://hotforsecurity.bitdefender.com/blog/interior-design-platform-confirms-data-breach-after-data-of-1-3-million-users-
is-posted-online-23868.html 

 How to spot a fake Covid-19 text 
https://www.telegraph.co.uk/money/consumer-affairs/spot-fake-covid-19-text/   

 How governments are combating Covid bailout fraud 
https://www.ftadviser.com/your-industry/2020/08/03/how-governments-are-combating-covid-bailout-fraud/  

 It’s All Hands on Deck in Prosecuting COVID-19 Fraud 
https://eaccny.com/news/member-news/troutman-pepper-its-all-hands-on-deck-in-prosecuting-covid-19-fraud/ 

 Beware of Robocalls, Texts and Emails Promising COVID-19 Cures or Fast Stimulus Payments 
https://www.aarp.org/money/scams-fraud/info-2020/coronavirus.html   

 South Africa's double blow: Corruption and the coronavirus 
https://www.dw.com/en/south-africas-double-blow-corruption-and-the-coronavirus/a-54423065  

 Hackers could have stolen PayPal funds from Meetup users 
https://www.bleepingcomputer.com/news/security/hackers-could-have-stolen-paypal-funds-from-meetup-users/  

 US govt exposes Chinese espionage malware secretly used since 2008 
https://www.bleepingcomputer.com/news/security/us-govt-exposes-chinese-espionage-malware-secretly-used-since-
2008/  

 Netwalker ransomware earned $25 million in just five months 
https://www.bleepingcomputer.com/news/security/netwalker-ransomware-earned-25-million-in-just-five-months/ 

 FBI sees surge in online shopping scams, FTC says most reports ever 
https://www.bleepingcomputer.com/news/security/fbi-sees-surge-in-online-shopping-scams-ftc-says-most-reports-ever/ 

 Newsletter plugin bugs let hackers inject backdoors on 300K sites 
https://www.bleepingcomputer.com/news/security/newsletter-plugin-bugs-let-hackers-inject-backdoors-on-300k-sites/ 

 Windows 10: HOSTS file blocking telemetry is now flagged as a risk 
https://www.bleepingcomputer.com/news/microsoft/windows-10-hosts-file-blocking-telemetry-is-now-flagged-as-a-risk 

 The 17-year-old 'mastermind' behind the massive Twitter hack reportedly has a history of running 
online scams using Minecraft and Bitcoin 
https://www.businessinsider.com/twitter-hacker-florida-teen-past-minecraft-bitcoin-scams-2020-8  

 2gether hacked: €1.2m in cryptocurrency stolen, native tokens offered in exchange 
https://www.zdnet.com/article/2gether-crypto-market-platform-hacked-eur1-3m-in-cryptocurrency-stolen/ 

 5 Common Digital Threats – How to Mitigate, Defend & Prevent 
https://fraudwatchinternational.com/expert-explanations/5-common-digital-threats-how-to-mitigate-defend-prevent/  

 DHS Urges 'Highest Priority' Attention on Old Chinese Malware Threat 
https://www.darkreading.com/attacks-breaches/dhs-urges-highest-priority-attention-on-old-chinese-malware-threat/d/d-
id/1338528  

 Foreseeing cyber vulnerabilities of nuclear facilities in South Asia 
https://anticorruptiondigest.com/home/cyber-risk/#ixzz6UnzUIdAl 

 Who is ahead in cybersecurity in LatAm? 
https://anticorruptiondigest.com/2020/08/03/who-is-ahead-in-cybersecurity-in-latam-2/ 

 Understanding the DOD’s ban on some China-made telecom gear 
https://anticorruptiondigest.com/home/anti-corruption/#ixzz6Uo1NXuYf   

 Covid-19 and the epidemic of corrupt governments: ‘A heart-wrenching, unscrupulous and filthy 
feeding frenzy’ 
https://anticorruptiondigest.com/home/anti-corruption/#ixzz6Uo1nzb9c  

 Maritime Cybersecurity-The Challenges, Best Practices and Risk Mitigation 
https://www.tripwire.com/state-of-security/security-data-protection/biggest-challenges-best-practices-mitigate-risks-
maritime-cybersecurity/?&web_view=true  

 Prototype pollution bug in popular Node.js library leaves web apps open to DoS, remote shell attacks 
https://portswigger.net/daily-swig/prototype-pollution-bug-in-popular-node-js-library-leaves-web-apps-open-to-dos-
remote-shell-attacks?&web_view=true  

 Hundreds Targeted By Free TV License Scam 
https://www.infosecurity-magazine.com/news/hundreds-targeted-tv-license-scam?&web_view=true  
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TUESDAY 4th August 2020 
 Covid-19 Disinformation & Social Media Manipulation 

https://www.aspi.org.au/report/covid-19-disinformation  
 US agencies publicly link Taidoor malware to Chinese government 

https://www.computing.co.uk/news/4018569/us-agencies-taidoor-malware-chinese-government 
 Egypt seeks enhanced cooperation with Pakistan in cyber security 

https://www.dawn.com/news/1572448  
 PTA warns public of cyber attacks and scams 

https://www.digitalrightsmonitor.pk/pta-warns-public-of-cyber-attacks-and-scams/   
 INTERPOL report shows alarming rate of cyberattacks during COVID-19 

https://www.interpol.int/en/News-and-Events/News/2020/INTERPOL-report-shows-alarming-rate-of-cyberattacks-during-
COVID-19 

 Kerala witnesses most cyber-attacks during Covid-19 
https://www.thehindubusinessline.com/Visually/kerala-witnesses-most-cyber-attacks-during-covid-
19/article32267885.ece  

 India’s cyberthreat challenges include malware, ransomware and drive-by download attacks, Microsoft 
says 
https://www.thehindu.com/sci-tech/technology/indias-cyberthreat-challenges-include-malware-ransomware-and-drive-by-
download-attacks-microsoft-says/article32263547.ece  

 Fake medicines, supplies among major COVID-19 cybercrimes in Asia: Interpol 
https://www.nationalheraldindia.com/international/fake-medicines-supplies-among-major-covid-19-cybercrimes-in-asia-
interpol  

 Brutal increase in cyber attacks on the coronavirus' target 
https://atalayar.com/en/content/brutal-increase-cyber-attacks-coronavirus-target 

 UAE: More than 120,038 cyberattacks foiled in July 
https://www.gulf-insider.com/uae-more-than-120038-cyberattacks-foiled-in-july/ 

 The COVID-19 pandemic will accelerate businesses’ move to the cloud 
https://www.analysysmason.com/research/content/comments/business-cloud-migration-ren03/   

 Network intelligence is stopping a wave of DDoS misdiagnosis 
https://securitybrief.eu/story/network-intelligence-is-stopping-a-wave-of-ddos-misdiagnosis 

 Three quarters of large businesses believe remote working makes them more vulnerable to cyber 
attacks: report 
https://www.israeldefense.co.il/en/node/44517  

 Report: Hezbollah is using cyber army to ‘sow instability’ across Middle East 
https://www.middleeastmonitor.com/20200804-report-hezbollah-is-using-cyber-army-to-sow-instability-across-middle-
east/  

 Indian mission in Israel extends essential support to communities amid COVID-19 movement 
restrictions 
http://www.english.metrovaartha.com/news/25087/indian-mission-in-israel-extends-essential-support-to-communities-
amid-covid-19-movement-restrictions  

 China Attacks Surge as Cyber Criminals Capitalize on COVID-19 
https://securityledger.com/2020/08/china-attacks-surge-as-cyber-criminals-capitalize-on-covid-19/  

 Regulator finds its teeth: Australian supermarket giant issued with record fine for spam breaches 
https://www.twobirds.com/en/news/articles/2020/australia/australian-supermarket-giant-issued-with-record-fine-for-spam-
breaches  

 Alleged GandCrab Distributor Arrested in Belarus 
https://www.databreachtoday.in/alleged-gandcrab-distributor-arrested-in-belarus-a-14764  

 Why Flash Player Removal Should Be a Priority 
https://www.databreachtoday.in/flash-player-removal-should-be-priority-a-14743   

 Consumer Data Exposed in Telemarketing Adviser Breach 
https://www.databreachtoday.in/consumer-data-exposed-in-telemarketing-adviser-breach-a-14735  

 The Postbank Master Key Breach in South Africa: Using Strong Key Management in a Banking 
Environment is a Necessity 
https://www.cryptomathic.com/news-events/blog/the-postbank-breach-in-south-africa-using-strong-key-management-in-
a-banking-environment-is-a-necessity   

 SECURING VIDEO STREAMING IN SUB-SAHARAN AFRICA 
https://www.hackerone.com/blog/securing-video-streaming-sub-saharan-africa   

 Second Data Breach at Kentucky Unemployment System 
https://www.cybercureme.com/second-data-breach-at-kentucky-unemployment-system/  

 Justice Ministry expected to fine Likud for massive data breach — report 
https://www.timesofisrael.com/liveblog_entry/justice-ministry-expected-to-fine-likud-for-massive-data-breach-report/ 

 Zello impacted by Data Breach: Resets user passwords 
https://www.cybersafe.news/zello-impacted-by-data-breach-resets-user-passwords/  
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 Government is losing the war against cybercrime 
https://www.govtechreview.com.au/content/gov-security/article/government-is-losing-the-war-against-cybercrime-
600759900   

 TRACK AND TRACE – HOW SAFE IS OUR PERSONAL DATA? 
https://www.hja.net/track-and-trace-how-safe-is-our-personal-data/ 

 The cybersecurity challenges for the auto industry 
https://cybernews.com/security/the-cybersecurity-challenges-for-the-auto-industry/  

 Number of charities reporting cyber incidents doubles 
https://www.thornewidgery.co.uk/blog/lisa-weaver/number-charities-reporting-cyber-incidents-doubles/  

 Five signs you’re about to get hit with ransomware 
https://www.computerweekly.com/news/252487147/Five-signs-youre-about-to-get-hit-with-ransomware   

 Tsunami of Fraud Predicted Due to COVID-19 
https://businessnewswales.com/tsunami-of-fraud-predicted-due-to-covid-19/  

 Fraud Barometer: Regional highlights 
https://home.kpmg/uk/en/home/insights/2020/07/fraud-barometer-january-2019--uk-regions.html 

 No ‘high-value’ fraud prosecutions in Scotland amid coronavirus pandemic 
https://www.eveningexpress.co.uk/news/scotland/no-high-value-fraud-prosecutions-in-scotland-amid-coronavirus-
pandemic 

 Cambridgeshire police warn of rise in Covid-related scams 
https://www.peterboroughmatters.co.uk/local-news/peterborough-residents-warned-of-coronavirus-scams-15749  

 Courts expect ‘tsunami’ of Covid-driven fraud cases 
https://dailybusinessgroup.co.uk/2020/08/courts-expect-tsunami-of-covid-driven-fraud-cases/  

 Assessing the legacy of COVID-19 on the catastrophic injury sector 
https://davies-group.com/knowledge/assessing-the-legacy-of-covid-19-on-the-catastrophic-injury-sector/ 

 WastedLocker ransomware abuses Windows feature to evade detection 
https://www.bleepingcomputer.com/news/security/wastedlocker-ransomware-abuses-windows-feature-to-evade-
detection/ 

 Interpol: Lockbit ransomware attacks affecting American SMBs 
https://www.bleepingcomputer.com/news/security/interpol-lockbit-ransomware-attacks-affecting-american-smbs/ 

 NodeJS module downloaded 7M times lets hackers inject code 
https://www.bleepingcomputer.com/news/security/nodejs-module-downloaded-7m-times-lets-hackers-inject-code/ 

 Microsoft paid almost $14M in bounties over the last 12 months 
https://www.bleepingcomputer.com/news/security/microsoft-paid-almost-14m-in-bounties-over-the-last-12-months/ 

 Vulnerable perimeter devices: a huge attack surface 
https://www.bleepingcomputer.com/news/security/vulnerable-perimeter-devices-a-huge-attack-surface/  

 NSA offers advice on how to reduce location tracking risks 
https://www.bleepingcomputer.com/news/security/nsa-offers-advice-on-how-to-reduce-location-tracking-risks/ 

 FBI: Networks exposed to attacks due to Windows 7 end of life 
https://www.bleepingcomputer.com/news/security/fbi-networks-exposed-to-attacks-due-to-windows-7-end-of-life/ 

 Facebook plugin bug lets hackers hijack WordPress sites’ chat 
https://www.bleepingcomputer.com/news/security/facebook-plugin-bug-lets-hackers-hijack-wordpress-sites-chat/ 

 Financial Firms’ Cybersecurity Spending Jumps 15%, Survey Finds 
https://www.bloomberg.com/news/articles/2020-08-04/financial-firms-cybersecurity-spending-jumps-15-survey-
finds?srnd=technology-vp   

 Victoria ditched COVIDSafe app but is using it again 
https://www.zdnet.com/article/victoria-ditched-covidsafe-app-but-is-using-it-again/  

 Ransomware gang publishes tens of GBs of internal data from LG and Xerox 
https://www.zdnet.com/article/ransomware-gang-publishes-tens-of-gbs-of-internal-data-from-lg-and-xerox/ 

 Cyber insurance: The moral quandary of paying criminals who stole your data 
https://www.zdnet.com/article/cyber-insurance-the-moral-quandary-of-paying-criminals-who-stole-your-data/   

 Soon, your brain will be connected to a computer. Can we stop hackers breaking in? 
https://www.zdnet.com/article/soon-your-brain-will-be-connected-to-a-computer-can-we-stop-hackers-breaking-in/ 

 Ransomware: The tricks used by WastedLocker to make it one of the most dangerous cyber threats 
https://www.zdnet.com/article/ransomware-the-tricks-used-by-wastedlocker-to-make-it-one-of-the-most-dangerous-
cyber-threats/   

 North Korean group behind phishing attack against US defense and aerospace firms 
https://www.zdnet.com/video/north-korean-group-behind-phishing-attack-against-us-defense-and-aerospace-industry/ 

 Iranian hacker group becomes first known APT to weaponize DNS-over-HTTPS (DoH) 
https://www.zdnet.com/article/iranian-hacker-group-becomes-first-known-apt-to-weaponize-dns-over-https-doh/  

 Hacker leaks passwords for 900+ enterprise VPN servers 
https://www.zdnet.com/article/hacker-leaks-passwords-for-900-enterprise-vpn-servers/   

 Apple Knocked Off Perch as Most Imitated Brand for Phishing Attacks 
https://threatpost.com/apple-most-imitated-brand-phishing-attacks/158006/  
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 Robots Running the Industrial World Are Open to Cyber Attacks 
https://www.bloomberg.com/news/articles/2020-08-04/robots-running-the-industrial-world-are-open-to-cyber-
attacks?srnd=technology-vp   

 Twitter Could Face $250M FTC Fine Over Improper Data Use 
https://threatpost.com/twitter-could-face-250m-ftc-fine-over-improper-data-use/158014  

 Retooling the SOC for a Post-COVID World 
https://www.darkreading.com/operations/retooling-the-soc-for-a-post-covid-world/a/d-id/1338483  

 Securing IoT as a Remote Workforce Strategy 
https://www.darkreading.com/iot/securing-iot-as-a-remote-workforce-strategy/a/d-id/1338494 

 Google & Amazon Replace Apple as Phishers' Favorite Brands 
https://www.darkreading.com/vulnerabilities---threats/google-and-amazon-replace-apple-as-phishers-favorite-brands/d/d-
id/1338572 

 How Ransomware Threats Are Evolving & How to Spot Them 
https://www.darkreading.com/threat-intelligence/how-ransomware-threats-are-evolving-and-how-to-spot-them/d/d-
id/1338578  

 Now What: Why we're trading cash for contactless 
https://www.cnet.com/videos/now-what-why-were-trading-cash-for-contactless/  

 9 ideas to help you virtually date while social distancing 
https://www.cnet.com/news/9-ideas-to-help-you-virtually-date-while-social-distancing/  

 British Dental Association members targeted by hackers 
https://www.bbc.co.uk/news/technology-
53652254?intlink_from_url=https://www.bbc.co.uk/news/technology&link_location=live-reporting-story 

 Leaky S3 buckets have gotten so common that they're being found by the thousands now, with lots of 
buried secrets 
https://www.theregister.com/2020/08/03/leaky_s3_buckets/?&web_view=true  

 New defense method enables telecoms, ISPs to protect consumer IoT devices 
https://www.helpnetsecurity.com/2020/08/04/new-defense-method-enables-telecoms-isps-to-protect-consumer-iot-
devices/?&web_view=true  

 The Cerberus Banking Trojan Is Up For Sale 
https://cyware.com/news/the-cerberus-banking-trojan-is-up-for-sale-eb65cb39  

 Chinese hackers claim Apple's Secure Enclave chip has a new 'unfixable vulnerability' 
https://www.businessinsider.in/tech/news/chinese-hackers-claim-apples-secure-enclave-chip-has-a-new-unfixable-
vulnerability/articleshow/77329420.cms?&web_view=true   

 Religious, political leaders in Togo allegedly targeted with NSO Group spyware 
https://www.cyberscoop.com/religious-politicians-togo-surveillance-nso-group/?&web_view=true 

 How the FBI Identified Twitter Hackers 
https://www.securityweek.com/bitcoin-transactions-led-fbi-twitter-hackers?&web_view=true  

 UK government investigates email hack responsible for trade document leak 
https://www.theregister.com/2020/08/04/russians_hack_fox/?&web_view=true  

 F.T.C. Investigating Twitter for Potential Privacy Violations 
https://www.nytimes.com/2020/08/03/technology/ftc-twitter-privacy-violations.html?&web_view=true  

 Reading the 2020 Cost of a Data Breach Report 
https://securityaffairs.co/wordpress/106710/reports/2020-cost-of-a-data-breach-report.html?&web_view=true 

 Fake Zoom meeting invitation phishing scam harvests Microsoft credentials 
https://www.hackread.com/fake-zoom-meeting-invitation-phishing-scam-microsoft-credentials/?&web_view=true  
 

WEDNESDAY 5th August 2020 
 Australia’s 2020 Cyber Security Strategy 

https://blog.paloaltonetworks.com/2020/08/policy-australia-2020-cyber-security-strategy/ 
 Building cyber security capability through collaboration 

https://uk.leonardocompany.com/en/news-and-stories-detail/-/detail/leonardo-dewc-australia-soio-collaboration 
 Second wave of Covid-19 cyber attacks locked in 

https://www.computerweekly.com/news/252487194/Second-wave-of-Covid-19-cyber-attacks-locked-in 
 What cybersecurity risks family enterprises and offices face during COVID-19 

https://www.ey.com/en_uk/family-enterprise/what-cybersecurity-risks-family-enterprises-and-offices-face-during-covid-19 
 Defence in a post-Covid world 

https://rusi.org/in-the-news/defence-post-covid-world  
 Keep Your Eyes Peeled For Cybersecurity Threats During Covid-19 

https://www.forbes.com/sites/mikekappel/2020/08/05/cybersecurity-threats-during-covid-19/#15520d38113c 
 Trade minister hack led to trade secrets leak before U.K. election 

https://www.scmagazine.com/home/security-news/trade-minister-hack-led-to-trade-secrets-leak-before-u-k-election/ 
 China targets networks with new Taidoor malware attacks 

https://www.scmagazine.com/home/security-news/new-taidoor-malware-variants-used-in-chinese-espionage-campaigns/ 
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 Morrison to increase cybersecurity spending to $1.6bn and push for expanded police powers 
https://www.theguardian.com/australia-news/2020/aug/06/morrison-to-increase-cybersecurity-spending-to-16bn-and-
push-for-expanded-police-powers  

 Revealed: COVID-19's impact on internet disruptions 
https://datacentrenews.eu/story/revealed-covid-19-s-impact-on-internet-disruptions   

 How are organised crime groups involved in sports corruption? 
https://www.europol.europa.eu/newsroom/news/how-are-organised-crime-groups-involved-in-sports-corruption 

 Euro counterfeit ring that circulated fake banknotes from Italy to Spain busted 
https://www.europol.europa.eu/newsroom/news/euro-counterfeit-ring-circulated-fake-banknotes-italy-to-spain-busted 

 Fake medicines, supplies among major Covid cybercrimes in Asia: Interpol 
https://indianarrative.com/india/fake-medicines-supplies-among-major-covid-cybercrimes-in-asia-interpol-8397.html 

 42% more plaintext HTTP servers than HTTPS counterparts - report 
https://securitybrief.eu/story/42-more-plaintext-http-servers-than-https-counterparts-report  

 China and the Middle East: Friends in Need and Deed? 
https://rusi.org/commentary/china-and-middle-east-friends-need-and-deed  

 Almost Half of Businesses Hit By COVID-Related “Business Impacting Cyber-Attack” in 2020 
https://www.infosecurity-magazine.com/news/businesses-covid-attack/  

 Why a data security sting lurks in COVID-19’s long tail 
https://www.healthcareitnews.com/news/europe/why-data-security-sting-lurks-covid-19-s-long-tail   

 Announcing the Expansion of the Clean Network to Safeguard America’s Assets 
https://www.state.gov/announcing-the-expansion-of-the-clean-network-to-safeguard-americas-assets   

 Are your remote employees enforcing cyber security? 
https://www.bizcommunity.com/Article/196/661/207004.html  

 COVID-19 Impacts: Automated Software Quality Market will Accelerate at a CAGR of about 5% through 
2020-2024|Adoption of Automated Software Quality for Mobile Application to Boost Growth|Technavio 
https://wire19.com/covid-19-impacts-automated-software-quality-market-will-accelerate-at-a-cagr-of-about-5-through-
2020-2024adoption-of-automated-software-quality-for-mobile-application-to-boost-growthtechnavio/  

 VPN server credentials compromised. Interpol reports on cybercrime trends. Oilrig gets stealthy. 
NSA's privacy advice. 
https://thecyberwire.com/newsletters/daily-briefing/9/151  

 Rent in Covid – 19: How will Landlords and Tenants agree to get back to doing business together? 
https://www.clydeco.com/en/insights/2020/08/rent-in-covid-19-how-will-landlords-and-tenant-1 

 Major privacy breach sees hundreds of celebrants' addresses published online 
https://www.tvnz.co.nz/one-news/new-zealand/major-privacy-breach-sees-hundreds-celebrants-addresses-published-
online   

 New Zealand: OPCNZ announces inquiry into Coronavirus data breach 
https://www.dataguidance.com/news/new-zealand-opcnz-announces-inquiry-coronavirus-data-breach  

 Data breaches costing companies millions - could incident response help? 
https://securitybrief.co.nz/story/data-breaches-costing-companies-millions-could-incident-response-help 

 Indonesia: Kominfo asks KreditPlus to submit clarification in response to alleged data breach 
https://www.dataguidance.com/news/indonesia-kominfo-asks-kreditplus-submit-clarification-response-alleged-data-
breach  

 Cost of data breaches in Saudi Arabia and UAE climbed 9.4% in 2019 
https://www.thenational.ae/business/cost-of-data-breaches-in-saudi-arabia-and-uae-climbed-9-4-in-2019-1.1059508 

 Enforcing Competition Law and Consumer Protection During the COVID-19 Pandemic in Africa: The 
Competition Authority of Kenya 
https://www.competitionpolicyinternational.com/enforcing-competition-law-and-consumer-protection-during-the-covid-19-
pandemic-in-africa-the-competition-authority-of-kenya/  

 A Flaw Used by Stuxnet Wasn't Fully Fixed 
https://www.databreachtoday.in/flaw-used-by-stuxnet-wasnt-fully-fixed-a-14767   

 Pandemic Impact: How Will Data Breaches Evolve? 
https://www.databreachtoday.in/pandemic-impact-how-will-data-breaches-evolve-a-14741  

 How WastedLocker Evades Anti-Ransomware Tools 
https://www.databreachtoday.in/how-wastedlocker-evades-anti-ransomware-tools-a-14772  

 Garmin Reportedly Paid a Ransom 
https://www.databreachtoday.in/garmin-reportedly-paid-ransom-a-14773  

 Data breach cost in Middle East higher than global average 
https://iapp.org/news/a/data-breach-cost-in-middle-east-higher-than-global-average/  

 FWD Singapore warned over data breach 
https://insuranceasia.com/insurance/more-news/fwd-singapore-warned-over-data-breach  

 UK Data Breach Class Actions - Are The Barbarian UK Plaintiff Bar At Insurers' Gates? 
https://www.mondaq.com/uk/data-protection/972792/data-breach-class-actions--are-the-barbarian-uk-plaintiff-bar-at-
insurers39-gates   
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 Notice of Data Breach 
https://www.jfedstl.org/2020/08/05/data-breach/   

 Researchers Name State with Fewest Data Breaches 
https://www.infosecurity-magazine.com/news/researchers-name-state-with-fewest/  

 Data breach discovered 
https://www.basingstokegazette.co.uk/news/18631200.paper-preview-data-breach-discovered/  

 Claire’s Jewelry Store Customer Challenges Data Breach Response 
https://topclassactions.com/lawsuit-settlements/privacy/data-breach/claires-jewelry-store-customer-challenges-data-
breach-response/   

 Hope House Children's Hospice subject to data breach 
https://www.shropshirestar.com/news/crime/2020/08/05/hope-house-childrens-hospice-attacked-by-cyber-criminals/ 

 U.S. coronavirus fraud losses near $100 million as COVID scams double 
https://uk.reuters.com/article/us-health-coronavirus-usa-fraud/u-s-coronavirus-fraud-losses-near-100-million-as-covid-
scams-double-idUKKCN251025  

 Fraud attacks double as COVID-19 transforms the digital economy, reveals Arkose Labs 
https://thepaypers.com/digital-identity-security-online-fraud/fraud-attacks-double-as-covid-19-transforms-the-digital-
economy-reveals-arkose-labs--1243939   

 Second man allegedly buys Lamborghini with coronavirus loans 
https://www.theguardian.com/us-news/2020/aug/05/lamborghini-coronavirus-fraud-second-case 

 Fraud, Imposter Scams and Money Mule Schemes Proliferate During COVID-19 
https://www.law.com/dailybusinessreview/2020/08/05/fraud-imposter-scams-and-money-mule-schemes-proliferate-
during-covid-19/?slreturn=20200709091259   

 Furlough fraud soars as job retention bonus details released 
https://www.personneltoday.com/hr/furlough-fraud-job-retention-bonus/ 

 Nearly half of coronavirus financial scams are not reported 
https://www.asiainsurancereview.com/News/View-NewsLetter-Article/id/72971/type/ARM/Nearly-half-of-coronavirus-
financial-scams-are-not-reported   

 Losses from Covid-19 scams ‘pass £5m mark’ in UK 
https://news.stv.tv/scotland/losses-from-covid-19-scams-pass-5m-mark-in-uk?top  

 COVID-19 Fraud Concerns Across Latin America 
https://www.latinvex.com/app/article.aspx?id=4756    

 How fleets can avoid ‘crash-for-cash’ scams 
https://fleetworld.co.uk/how-fleets-can-avoid-crash-for-cash-scams/  

 Hackers can abuse Microsoft Teams updater to install malware 
https://www.bleepingcomputer.com/news/security/hackers-can-abuse-microsoft-teams-updater-to-install-malware/ 

 Twitter for Android vulnerability gave access to direct messages 
https://www.bleepingcomputer.com/news/security/twitter-for-android-vulnerability-gave-access-to-direct-messages/ 

 Google to pay $7.5M in class action settlement. That's $5 a victim. 
https://www.bleepingcomputer.com/news/google/google-to-pay-75m-in-class-action-settlement-thats-5-a-victim 

 Teen Accused in Twitter Hack Sees Hearing Hacked With Porn 
https://www.bloomberg.com/news/articles/2020-08-05/twitter-hacker-s-virtual-bail-hearing-is-hacked-by-porn-
bombs?srnd=technology-vp   

 Redcar cyber-attack 'cost council £10.4m' 
https://www.bbc.co.uk/news/uk-england-tees-
53662187?intlink_from_url=https://www.bbc.co.uk/news/topics/cz4pr2gd85qt/cyber-security&link_location=live-reporting-
story   

 Black Hat: How your pacemaker could become an insider threat to national security 
https://www.zdnet.com/article/black-hat-how-your-pacemaker-becomes-an-unintended-insider-threat-in-secure-spaces/ 

 US offers $10 million reward for hackers meddling in US elections 
https://www.zdnet.com/article/us-offers-10-million-reward-for-hackers-meddling-in-us-elections/  

 Black Hat: When penetration testing earns you a felony arrest record 
https://www.zdnet.com/article/black-hat-when-penetration-testing-earns-you-a-felony-record/  

 DDoS Attacks Doubled in Q2 Compared with Prior Quarter 
https://www.darkreading.com/attacks-breaches/ddos-attacks-doubled-in-q2-compared-with-prior-quarter/d/d-id/1338579 

 Russian Election Interference: What’s Next? 
https://www.darkreading.com/threat-intelligence/russian-election-interference-whats-next-/d/d-id/1338524  

 The first round of coronavirus benefits has ended. What happens now? 
https://www.cnet.com/personal-finance/the-first-round-of-coronavirus-benefits-has-ended-what-happens-now/  
Decades-Old Email Flaws Could Let Attackers Mask Their Identities 
https://www.wired.com/story/decades-old-email-flaws-could-let-attackers-mask-identities/?&web_view=true 

 German regulator examines auditor EY over Wirecard accounts 
https://uk.reuters.com/article/uk-wirecard-accounts-ey/german-regulator-examines-auditor-ey-over-wirecard-accounts-
idUKKBN24Z1QV   
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 Two vulnerabilities in SoftPerfect RAM Disk 
https://blog.talosintelligence.com/2020/08/softperfect-file-deletion-vuln-spotlight-aug-2020.html?&web_view=true 

 Black Hat 2020: Linux Spyware Stack Ties Together 5 Chinese APTs 
https://threatpost.com/black-hat-linux-spyware-stack-chinese-apts/158092/  

 China targets networks with new Taidoor malware attacks 
https://www.scmagazine.com/home/security-news/new-taidoor-malware-variants-used-in-chinese-espionage-campaigns/ 

 Thai minister threatens Facebook with legal action over restriction requests 
https://uk.reuters.com/article/us-thailand-facebook/thai-minister-threatens-facebook-with-legal-action-over-restriction-
requests-idUKKBN24Z1RA  

 Explainer: Europe's coronavirus smartphone contact tracing apps 
https://uk.reuters.com/article/us-health-coronavirus-europe-tech-explai/explainer-europes-coronavirus-smartphone-
contact-tracing-apps-idUKKCN2510MX   

 U.S. Justice Department asks court to block California net neutrality law 
https://uk.reuters.com/article/us-usa-internet/u-s-justice-department-asks-court-to-block-california-net-neutrality-law-
idUKKCN2512WM  

 Virginia touts nation's first contact tracing app with Apple-Google tech 
https://uk.reuters.com/article/us-health-coronavirus-apps-virginia/virginia-touts-nations-first-contact-tracing-app-with-
apple-google-tech-idUKKCN2512UU   

 Michigan's Largest Healthcare Provider Phished Again 
https://www.infosecurity-magazine.com/news/michigan-healthcare-provider/?&web_view=true  

 Hackers Could Use IoT Botnets to Manipulate Energy Markets 
https://www.wired.com/story/hackers-iot-botnets-manipulate-energy-markets/?&web_view=true  

 UberEats data leaked on the dark web 
https://securityaffairs.co/wordpress/106770/deep-web/ubereats-data-leaked-dark-web.html?&web_view=true   

 Apple Touch ID Flaw Could Have Let Attackers Hijack iCloud Accounts 
https://thehackernews.com/2020/08/apple-touchid-sign-in.html?&web_view=true  

 Federal Program Offers New Cybersecurity Tool for Elections 
https://www.securityweek.com/federal-program-offers-new-cybersecurity-tool-elections?&web_view=true 

 Summit Medical Associates Discloses Ransomware Attack; Patient and Affiliate Information 
Potentially Impacted 
https://hotforsecurity.bitdefender.com/blog/summit-medical-associates-discloses-ransomware-attack-patient-and-affiliate-
information-potentially-impacted-23874.html?&web_view=true  

 Defending the Oil and Gas Industry Against Cyber Threats 
https://securityintelligence.com/posts/oil-gas-security/?&web_view=true  

 Serious bug found in official Facebook WordPress chat plugin allows attackers to intercept messages 
https://www.itsecurityguru.org/2020/08/05/serious-bug-found-in-official-facebook-wordpress-chat-plugin-allows-attackers-
to-intercept-messages/?&web_view=true   
 

THURSDAY 6th August 2020 
 Peter Dutton confirms Australia could spy on its own citizens under cybersecurity plan 

https://www.theguardian.com/australia-news/2020/aug/06/peter-dutton-confirms-australia-could-spy-on-its-own-citizens-
under-cybersecurity-plan   

 New Australian cybersecurity strategy will see Canberra get offensive 
https://www.zdnet.com/article/new-australian-cyber-security-strategy-will-see-canberra-get-offensive/ 

 U.K. and Japan stand together on Hong Kong and pandemic, British foreign secretary says 
https://www.japantimes.co.jp/news/2020/08/06/national/u-k-japan-hong-kong-coronavirus/  

 Ballots and bots: the threats to democratic elections 
https://observatoryihr.org/blog/ballots-and-bots-the-threats-to-democratic-elections/ 

 Federal Judge Grants Temporary Restraining Order Against New Braunfels Business for Promoting 
and Conducting Fraudulent Coronavirus Testing 
https://www.fbi.gov/contact-us/field-offices/sanantonio/news/press-releases/federal-judge-grants-temporary-restraining-
order-against-new-braunfels-business-for-promoting-and-conducting-fraudulent-coronavirus-testing  

 Nine Charged in $24 Million COVID-Relief Fraud Scheme 
https://www.fbi.gov/contact-us/field-offices/cleveland/news/press-releases/nine-charged-in-24-million-covid-relief-fraud-
scheme   

 We've got you covered: experts produce first-ever technical advice on cyber insurance 
https://www.ncsc.gov.uk/news/experts-first-advice-on-cyber-insurance  

 Travelex strikes rescue deal but 1,300 UK jobs go 
https://www.bbc.co.uk/news/business-53684484   

 1.1 billion fraud attacks detected since the beginning of 2020 
https://www.securitymagazine.com/articles/93008-1-billion-fraud-attacks-detected-since-the-beginning-of-2020 

 Is COVID-19 a National Security Emergency? 
https://www.rand.org/blog/2020/08/is-covid-19-a-national-security-emergency.html  
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 Pakistan cyber-crime unit is investigating hundreds of complaints against online Eid animal sellers 
https://pk.mashable.com/coronavirus/4455/pakistan-cybercrime-unit-is-investigating-hundreds-of-complaints-against-
online-eid-animal-sellers 

 Online Exam Tool Suffers Data Breach 
https://www.infosecurity-magazine.com/news/online-exam-tool-suffers-data/  

 Destruction of Iranian Nuclear Facility Should Remind Democrats of Israel’s Unique Value as an Ally 
https://www.fdd.org/analysis/2020/08/06/destruction-of-iranian-nuclear-facility/ 

 Bullring centre owner plans to raise £825m to survive Covid-19 crisis 
https://www.theguardian.com/business/2020/aug/06/bullring-shopping-centre-owner-hammerson-reveals-plans-raise-
money-covid-19-retail-crisis   

 AirmicFest | COVID-19 creates a new dynamic in commercial insurance 
https://www.locktoninternational.com/gb/articles/airmicfest-covid-19-creates-new-dynamic-commercial-insurance 

 Smishing, Phishing and Vishing: cyber security for remote working 
https://www.howdengroup.com/uk-en/smishing-phishing-vishing-cyber-security   

 Munich Re adds €700m of COVID-19 losses in Q2 as profit falls to €579m 
https://www.reinsurancene.ws/munich-re-adds-e700m-of-covid-19-losses-in-q2-as-profit-falls-to-e579m/ 

 Australian universities investigate online exam tool data breach 
https://www.itnews.com.au/news/australian-universities-investigate-online-exam-tool-data-breach-551373  

 Capital One Fined $80 Million in Data Breach 
https://www.nytimes.com/aponline/2020/08/06/business/ap-us-capital-one-breach-fine.html 

 ComCom takes responsibility for external provider breach 
https://bizedge.co.nz/story/comcom-takes-responsibility-for-external-provider-breach  

 USA: Walgreens notifies OCR of data security incident 
https://www.dataguidance.com/news/usa-walgreens-notifies-ocr-data-security-incident  

 Banking on Uncertainty - The Future of Financial Crime and Compliance 
https://www.databreachtoday.in/blogs/banking-on-uncertainty-future-financial-crime-compliance-p-2925  

 Building a Stronger Security Infrastructure 
https://www.databreachtoday.in/building-stronger-security-infrastructure-a-14775     

 Screams, Porn Interrupt Virtual Hearing for Twitter Suspect 
https://www.databreachtoday.in/screams-porn-interrupt-virtual-hearing-for-twitter-suspect-a-14774 

 Twitter Rushes to Fix Flaw in Android Version 
https://www.databreachtoday.in/twitter-rushes-to-fix-flaw-in-android-version-a-14776  

 DESJARDINS DATA BREACH 
https://www.cbj.ca/desjardins-data-breach/  

 Friends of the St. Paul Public Library alerts donors to data breach suffered by vendor 
https://www.twincities.com/2020/08/06/friends-of-the-st-paul-public-library-alerts-donors-to-data-breach-suffered-by-
vendor/   

 Security bugs let these car hackers remotely control a Mercedes-Benz 
https://news.hitb.org/content/security-bugs-let-these-car-hackers-remotely-control-mercedes-benz 

 Canon in ransomware attack, 10TB of data stolen 
http://www.worldpronews.com/80853/1170/290/e9ee832ad7b122c112ea85d4960ed2f1c7cf1749 

 Security agencies made right call in not banning TikTok 
https://www.theage.com.au/technology/security-agencies-made-the-right-call-in-not-banning-tiktok-20200806-
p55jbp.html 

 Interpol reveals ‘alarming rate’ of cyberattacks during Covid-19 
https://www.riskscreen.com/kyc360/news/interpol-reveals-alarming-rate-of-cyberattacks-during-covid-19/  

 Five key trends for insurers fighting fraud 
https://www.baesystems.com/en-financialservices/insights/blog/five-key-trends-for-insurers-fighting-fraud 

 Major hotel group may make 60% of staff redundant 
https://www.personneltoday.com/hr/major-hotel-group-may-make-60-of-staff-redundant/  

 Car insurance scam: Fraudsters are intent on ‘cashing in’ crash for cash claims 
https://www.express.co.uk/life-style/cars/1319345/car-insurance-uk-scam-crash-for-cash-fraud-axa  

 Google Home erroneous update reveals the $450 million ADT deal 
https://www.bleepingcomputer.com/news/google/google-home-erroneous-update-reveals-the-450-million-adt-deal/ 

 Google banned 2500+ Chinese YouTube channels for disinformation 
https://www.bleepingcomputer.com/news/google/google-banned-2500-chinese-youtube-channels-for-disinformation/ 

 Hackers abuse lookalike domains and favicons for credit card theft 
https://www.bleepingcomputer.com/news/security/hackers-abuse-lookalike-domains-and-favicons-for-credit-card-theft/ 

 Unpatched bug in Windows print spooler lets malware run as admin 
https://www.bleepingcomputer.com/news/security/unpatched-bug-in-windows-print-spooler-lets-malware-run-as-admin/ 

 Nearly 50% of all smartphones affected by Qualcomm Snapdragon bugs 
https://www.bleepingcomputer.com/news/security/nearly-50-percent-of-all-smartphones-affected-by-qualcomm-
snapdragon-bugs/   
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 Canon confirms ransomware attack in internal memo 
https://www.bleepingcomputer.com/news/security/canon-confirms-ransomware-attack-in-internal-memo/   

 KrØØk attack variants impact Qualcomm, MediaTek Wi-Fi chips 
https://www.bleepingcomputer.com/news/security/kr-k-attack-variants-impact-qualcomm-mediatek-wi-fi-chips/ 

 NSW government trials QR code scanner for COVID-19 contact tracing 
https://www.zdnet.com/article/nsw-government-trials-qr-code-scanner-for-covid-19-contact-tracing/  

 Open Source Code: Trojan Horse for Attacks? 
https://securityboulevard.com/2020/08/open-source-code-trojan-horse-for-attacks/  

 High-Severity Cisco DoS Flaw Plagues Small-Business Switches 
https://threatpost.com/high-severity-cisco-dos-flaw-small-business-switches/158124/  

 New TransUnion Research Finds Identity Fraud at Center of Many Digital COVID-19 Scams 
http://www.globenewswire.com/news-release/2020/08/06/2073979/0/en/New-TransUnion-Research-Finds-Identity-
Fraud-at-Center-of-Many-Digital-COVID-19-Scams.html   

 Black Hat 2020: Satellite Comms Globally Open to $300 Eavesdropping Hack 
https://threatpost.com/black-hat-satellite-comms-eavesdropping-hack/158146/  

 Canon Admits Ransomware Attack in Employee Note, Report 
https://threatpost.com/canon-ransomware-attack-employee-note/158157/  

 Black Hat 2020: Influence Campaigns Are a Cybersecurity Problem 
https://threatpost.com/black-hat-hacking-public-opinion/158167/ 

 Exclusive: Italy ups the ante in plan to create single broadband network, sources say 
https://uk.reuters.com/article/us-italy-broadband-telecom-italia-enel-e/exclusive-italy-ups-the-ante-in-plan-to-create-
single-broadband-network-sources-say-idUKKCN2520M1 

 Two U.S. senators seek ban on collecting customer biometric data without consent 
https://uk.reuters.com/article/us-usa-congress-facial-recognition/two-u-s-senators-seek-ban-on-collecting-customer-
biometric-data-without-consent-idUKKCN2520CN  

 U.S. steps up campaign to purge 'untrusted' Chinese apps 
https://uk.reuters.com/article/us-usa-china-apps-pompeo/u-s-steps-up-campaign-to-purge-untrusted-chinese-apps-
idUKKCN2512YO   

 Iranians, Russians receive text messages seeking U.S. election hacking info 
https://uk.reuters.com/article/us-cyber-iran-text-messages/iranians-russians-receive-text-messages-seeking-u-s-election-
hacking-info-idUKKCN2522Z0   

 Four Rules and Three Tools to Protect Against Fake SaaS Apps 
https://www.darkreading.com/attacks-breaches/four-rules-and-three-tools-to-protect-against-fake-saas-apps/a/d-
id/1338511   

 The Long Shadow of Stuxnet: New Microsoft Print Spooler Vulns Revealed 
https://www.darkreading.com/iot/the-long-shadow-of-stuxnet-new-microsoft-print-spooler-vulns-revealed/d/d-id/1338561 

 On 'Invisible Salamanders' and Insecure Messages 
https://www.darkreading.com/application-security/on-invisible-salamanders-and-insecure-messages/d/d-id/1338568 

 Remotely Hacking Operations Technology Systems 
https://www.darkreading.com/iot/remotely-hacking-operations-technology-systems/d/d-id/1338560  

 Counting for Good: Hardware Counters Un-mask Malware 
https://www.darkreading.com/vulnerabilities---threats/counting-for-good-hardware-counters-un-mask-malware/d/d-
id/1338558   

 Google faces EU probe over the data implications of its Fitbit buy 
https://anticorruptiondigest.com/featured-articles/#ixzz6Uo2TQXc9  

 OilRig APT Back in Business With New Backdoor 
https://cyware.com/news/oilrig-apt-back-in-business-with-new-backdoor-b09dfc5f   

 Ensiko: Another Addition to the Ransomware Lineup 
https://cyware.com/news/ensiko-another-addition-to-the-ransomware-lineup-2b2cf3fc   

 What’s Up With ProLock Ransomware? 
https://cyware.com/news/whats-up-with-prolock-ransomware-d1bff1f7  

 How WastedLocker Evades Anti-Ransomware Tools 
https://www.govinfosecurity.com/how-wastedlocker-evades-anti-ransomware-tools-a-14772?&web_view=true   

 Dutch Hackers Found a Simple Way to Mess With Traffic Lights 
https://www.wired.com/story/hacking-traffic-lights-netherlands/?&web_view=true   

 Malware attacks abusing machine identities grew 8x over the last 10 years 
https://www.helpnetsecurity.com/2020/08/06/malware-attacks-abusing-machine-identities/?&web_view=true   

 Netwalker ransomware operators claim to have stolen data from Forsee Power 
https://securityaffairs.co/wordpress/106833/malware/forsee-power-netwalker-ransomware.html?&web_view=true  

 Researchers found another way to hack Android cellphones via Bluetooth 
https://www.cyberscoop.com/bluetooth-vulnerability-android-dbappsecurity-black-hat-2020/?&web_view=true 

 Cybercriminals are developing and boosting their attacks 
https://www.helpnetsecurity.com/2020/08/06/cybercriminals-attacks-covid-19/?&web_view=true  
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 New EtherOops attack takes advantage of faulty Ethernet cables 
https://www.zdnet.com/article/new-etheroops-attack-takes-advantage-of-faulty-ethernet-cables/?&web_view=true 

 Update: Drone Maker DJI Says Claims About Security of Pilot App 'Misleading' 
https://www.securityweek.com/drone-maker-dji-says-claims-about-security-pilot-app-misleading?&web_view=true  

 Smart locks can be opened with nothing more than a MAC address 
https://www.zdnet.com/article/smart-locks-can-be-opened-with-nothing-more-than-a-mac-address/?&web_view=true 

 Researcher Demonstrates 4 New Variants of HTTP Request Smuggling Attack 
https://thehackernews.com/2020/08/http-request-smuggling.html?&web_view=true  

 TeamViewer flaw could be exploited to crack users’ password 
https://www.helpnetsecurity.com/2020/08/06/cve-2020-13699/?&web_view=true  

 How hackers gain root access to SAP enterprise servers through SolMan 
https://www.zdnet.com/article/black-hat-solman-how-hackers-could-gain-root-access-to-sap-enterprise-
servers/?&web_view=true  

 Australian universities investigate online exam tool data breach 
https://www.itnews.com.au/news/australian-universities-investigate-online-exam-tool-data-breach-
551373?&web_view=true  

 Tales from the Trenches Show Security Issues Endemic to Healthcare 
https://www.darkreading.com/operations/tales-from-the-trenches-show-security-issues-endemic-to-healthcare/d/d-
id/1338592?&web_view=true   

 Vulnerabilities in Protocol Gateways Can Facilitate Attacks on Industrial Systems 
https://www.securityweek.com/vulnerabilities-protocol-gateways-can-facilitate-attacks-industrial-
systems?&web_view=true  

 Colorado City Pays $45,000 Ransom After Cyber-Attack 
https://www.securityweek.com/colorado-city-pays-45000-ransom-after-cyber-attack?&web_view=true 

 Phishing Campaign Leads Users to Site Disguised as Email Scanner 
https://www.tripwire.com/state-of-security/security-data-protection/phishing-campaign-leads-users-to-site-disguised-as-
email-scanner/?&web_view=true  

 How hackers could spy on satellite internet traffic with just $300 of home TV equipment 
https://www.zdnet.com/article/how-hackers-could-spy-on-satellite-internet-traffic-with-just-300-of-home-tv-
equipment/?&web_view=true  

 More Magic Out of Its Hat - Emotet Found Using Stolen Email Attachments 
https://cyware.com/news/more-magic-out-of-its-hat-emotet-found-using-stolen-email-attachments-6a49a0d7 

 Prometei Botnet Exploits Windows SMB to Mine for Cryptocurrency and Steal Data 
https://cyware.com/news/prometei-botnet-exploits-windows-smb-to-mine-for-cryptocurrency-and-steal-data-32f435a8 

 Shadow Attacks: Creating a Shadow of One’s Own PDF Document 
https://cyware.com/news/shadow-attacks-creating-a-shadow-of-ones-own-pdf-document-824730ea 

 Sharepoint Exploitation Details and PoC Published Before Patch Release 
https://cyware.com/news/sharepoint-exploitation-details-and-poc-published-before-patch-release-2a7c87c2  

 Chartreuse Blur Campaign Used Fraudulent Photo Apps 
https://cyware.com/news/chartreuse-blur-campaign-used-fraudulent-photo-apps-f4c02a36  
 

FRIDAY 7th August 2020 
 Moving NZ into cyber space 

https://www.newsroom.co.nz/technology/moving-nz-into-cyber-space   
 India:Cyber insurance queries spike 

https://www.asiainsurancereview.com/News/View-NewsLetter-Article/id/73013/Type/eDaily/India-Cyber-insurance-
queries-spike  

 EU data watchdog calls for pan-European coronavirus tracking app 
https://www.itpro.co.uk/policy-legislation/general-data-protection-regulation-gdpr/355246/european-data-protection 

 Fighting a Covid-19 surge in cybercrime 
https://oxfordbusinessgroup.com/news/fighting-covid-19-surge-cybercrime  

 Covid-19 forces rethink on partnerships, office life and digitalisation 
https://www.ft.com/content/269fce94-c138-11ea-9b66-39ae33ea12cb 

 Why organisations are playing catch-up with security and ethics 
https://idm.net.au/article/0013042-why-organisations-are-playing-catch-security-and-ethics   

 Trump Signs Executive Orders Banning TikTok, WeChat 
https://www.databreachtoday.in/trump-signs-executive-orders-banning-tiktok-wechat-a-14786   

 N26 outed for 2019 data breach, employees ask for works council 
https://www.fintechfutures.com/2020/08/n26-outed-for-2019-data-breach-employees-ask-for-works-council/  

 Data breaches cost SA companies R40.2-m per incident 
https://itweb.africa/content/rW1xLv59emYvRk6m  

 Turkey: KVKK publicly announces data breach from ransomware attack 
https://www.dataguidance.com/news/turkey-kvkk-publicly-announces-data-breach-ransomware-attack  
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 Intel Suffers Data Breach, 20GB of Confidential Information Leaked Online: Report 
https://365khabar.com/?p=21536  

 India’s software industry calls for cuts to red tape 
https://www.computerweekly.com/news/252487332/Indias-software-industry-calls-for-cuts-to-red-tape  

 Six of the Largest App-Related Data Breaches 
https://www.intertrust.com/blog/six-of-the-largest-app-related-data-breaches/  

 Addressing Payment Fraud and Bank Accounts in the new COVID 19 world 
https://www.finextra.com/blogposting/19190/addressing-payment-fraud-and-bank-accounts-in-the-new-covid-19-world 

 Facebook takes down DR Congo misinformation network 
https://www.bbc.co.uk/news/technology  

 Canada: Data Breaches And Anti-Money Laundering Consequences – An Overview 
http://www.mondaq.com/canada/money-laundering/974176/data-breaches-and-anti-money-laundering-consequences-
an-overview?country_id=Japan  

 Coronavirus (Covid-19 - Consumer support) 
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwic7dThkY7rAhX0
weYKHX6GAcwQFjAIegQIBxAB&url=https%3A%2F%2Fwww.fca.org.uk%2Fcoronavirus-
support&usg=AOvVaw04AmNeZykzCSeWiugeeZ0O 

 Chinese Government-Paid Scientists Plead Guilty to Stealing Research From an American Children’s 
Hospital 
https://thediplomat.com/2020/08/chinese-government-paid-scientists-plead-guilty-to-stealing-research-from-an-american-
childrens-hospital/ 

 Payments fraudsters spy Covid-19 opportunity in strained supply chains 
https://www.euromoney.com/article/b1mv0r7q58t3cj/payments-fraudsters-spy-covid-19-opportunity-in-strained-supply-
chains?copyrightInfo=true 

 Cargo theft and migration incidents increase risk to supply chains as impact of COVID-19 pandemic 
remains strong 
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiYoJi
lyY7rAhWjSxUIHfkoCy4QxfQBMAJ6BAgHEAM&url=https%3A%2F%2Fwww.fsmatters.com%2FBSI-reports-
on-increased-risk-to-supply-chains&usg=AOvVaw37WVAR7xO6bKlwL2MwE91O  

 Reddit hit by coordinated hack promoting Trump's reelection 
https://www.bleepingcomputer.com/news/security/reddit-hit-by-coordinated-hack-promoting-trumps-reelection/ 

 US shares info on election interference tied to Russia, China, Iran 
https://www.bleepingcomputer.com/news/security/us-shares-info-on-election-interference-tied-to-russia-china-iran/ 

 'I won a holiday but it turned out to be a big scam' 
https://www.bbc.co.uk/news/business-
53690501?intlink_from_url=https://www.bbc.co.uk/news/technology&link_location=live-reporting-story  

 Use of High-Risk Apps and Websites Increased 161% Amid Work-from-Home Shift, New Research 
Shows 
https://securityboulevard.com/2020/08/use-of-high-risk-apps-and-websites-increased-161-amid-work-from-home-shift-
new-research-shows/ 

 Logistics Firms Fast-Track Cloud, AI Projects After Covid-19 Lays Bare Supply-Chain Gaps 
https://www.wsj.com/articles/logistics-firms-fast-track-cloud-ai-projects-after-covid-19-lays-bare-supply-chain-gaps-
11596757388  

 U.S. Government Contractor Embedded Software in Apps to Track Phones 
https://www.wsj.com/articles/u-s-government-contractor-embedded-software-in-apps-to-track-phones-
11596808801?mod=tech_listb_pos2  

 Attackers Horn in on MFA Bypass Options for Account Takeovers 
https://threatpost.com/attackers-mfa-bypass-account-takeovers/158189/   

 Singapore charges Citadelle director with falsifying letters related to Wirecard 
https://uk.reuters.com/article/us-singapore-wirecard/singapore-charges-citadelle-director-with-falsifying-letters-related-to-
wirecard-idUKKCN25307I  

 Self-Sovereign Identities to Protect Future Social Media Platforms from Hacking 
https://www.infosecurity-magazine.com/next-gen-infosec/self-sovereign-identities/  

 Substantial Rise in Attacks on Orgs’ Web Apps Last Year 
https://www.infosecurity-magazine.com/news/rise-attacks-orgs-applications/  

 #BHUSA: Researchers Reveal Attacks Against Email Sender Authentication 
https://www.infosecurity-magazine.com/news/attacks-email-sender-authentication/  

 #BHUSA: How Nation States Hack Public Opinion 
https://www.infosecurity-magazine.com/news/nation-states-public-opinion/  

 #BHUSA: Lack of Electronic Medical Record Security Amplified Opioid Crisis 
https://www.infosecurity-magazine.com/news/electronic-medical-security-opioid/  

 Major Retailer at Risk of Attack Due to VPN Vulnerabilities 
https://www.infosecurity-magazine.com/news/retailer-risk-ransomware-vpn/  
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 How Much Bigger is Your Locked Down Digital Footprint 
https://www.infosecurity-magazine.com/news-features/locked-down-digital-footprint/  

 IoT Security During COVID-19: What We've Learned & Where We're Going 
https://www.darkreading.com/iot/iot-security-during-covid-19-what-weve-learned-and-where-were-going/a/d-id/1338501 

 Reddit Attack Defaces Dozens of Channels 
https://www.darkreading.com/attacks-breaches/reddit-attack-defaces-dozens-of-channels/d/d-id/1338614  

 Researcher Finds New Office Macro Attacks for MacOS 
https://www.darkreading.com/endpoint/researcher-finds-new-office-macro-attacks-for-macos/d/d-id/1338610  

 Hospitals leaked personal details of COVID-19 patients on unencrypted system 
https://www.cnet.com/news/hospitals-leaked-personal-details-of-covid-19-patients-on-unencrypted-system/  

 US Cybersecurity Firms Partner to Protect Healthcare 
https://www.infosecurity-magazine.com/news/cynergistek-partners-awake-security/?&web_view=true  

 Water Nue Phishing Campaign Targets C-Suite’s Office 365 Accounts 
https://blog.trendmicro.com/trendlabs-security-intelligence/water-nue-campaign-targets-c-suites-office-365-
accounts/?&web_view=true  

 DEF CON’s aerospace village looks to satellite hacking to improve security in space 
https://www.cyberscoop.com/aerospace-satellite-hacking-village-def-con-2020-pentagon/?&web_view=true   

 Hackers can still steal wads of cash from ATMs. Here's the vulnerabilities that could let them in. 
https://www.cyberscoop.com/atm-vulnerabilities-cash-red-balloon-def-con-2020/?&web_view=true  

 When it comes to hacking societies, Russia remains the master at sowing discord and disinformation 
online 
https://www.theregister.com/2020/08/06/china_russia_disinformation_black_hat/?&web_view=true  

 Ripple20 vulnerabilities still plaguing IoT devices 
https://searchsecurity.techtarget.com/news/252487285/Ripple20-vulnerabilities-still-plaguing-IoT-
devices?&web_view=true  

 Half of Orgs Regularly Push Vulnerable Code in App Security Programs 
https://www.infosecurity-magazine.com/news/vulnerable-code-app-security/?&web_view=true  

 US Senate Votes to Ban TikTok on Government Phones 
https://www.securityweek.com/us-senate-votes-ban-tiktok-government-phones?&web_view=true   

 Inter skimming kit used in homoglyph attacks 
https://blog.malwarebytes.com/threat-analysis/2020/08/inter-skimming-kit-used-in-homoglyph-attacks/?&web_view=true 

 Intel, ARM, IBM, AMD Processors Vulnerable to New Side-Channel Attacks 
https://thehackernews.com/2020/08/foreshadow-processor-vulnerability.html?&web_view=true  

 Firefox gets fix for evil cursor attack 
https://www.zdnet.com/article/firefox-gets-fix-for-evil-cursor-attack/?&web_view=true   

 Hacked Data Broker Accounts Fueled Phony COVID Loans, Unemployment Claims 
https://krebsonsecurity.com/2020/08/hacked-data-broker-accounts-fueled-phony-covid-loans-unemployment-
claims/?&web_view=true   

 COVID-19-related scams cost Americans more than $98 million since the start of 2020 
https://www.techrepublic.com/article/covid-19-related-scams-cost-americans-more-than-98-million-since-the-start-of-
2020/?&web_view=true   

 Android phones could spy on users via flaws in Qualcomm chip 
https://www.techrepublic.com/article/android-phones-could-spy-on-users-via-flaws-in-qualcomm-chip/?&web_view=true 

 Emotet Strikes Again After Five-Month Absence 
https://blog.checkpoint.com/2020/08/07/julys-most-wanted-malware-emotet-strikes-again-after-five-month-
absence/?&web_view=true  

 Google Threat Analysis Group took down ten influence operations 
https://securityaffairs.co/wordpress/106853/hacking/google-threat-analysis-group-report.html?&web_view=true  

 More Chinese phone makers could lose US apps under Trump administration’s Clean Network 
https://techcrunch.com/2020/08/06/trump-clean-network-china/?&web_view=true   

 Beyond KrØØk: Even more Wi-Fi chips vulnerable to eavesdropping 
https://www.welivesecurity.com/2020/08/06/beyond-kr00k-even-more-wifi-chips-vulnerable-
eavesdropping/?&web_view=true   

 Chinese Hackers Have Pillaged Taiwan's Semiconductor Industry 
https://www.wired.com/story/chinese-hackers-taiwan-semiconductor-industry-skeleton-key/?&web_view=true 

 Researchers Create New Framework to Evaluate User Security Awareness 
https://www.darkreading.com/endpoint/researchers-create-new-framework-to-evaluate-user-security-awareness/d/d-
id/1338603?&web_view=true   

 The Expanding Extent of the Blackbaud Ransomware Attack 
https://cyware.com/news/the-expanding-extent-of-the-blackbaud-ransomware-attack-ceff2c7d   

 Maze Rains Havoc With its Non-stop Attacks, Rocks Thailand Lately 
https://cyware.com/news/maze-rains-havoc-with-its-non-stop-attacks-rocks-thailand-lately-19f92e36  
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 Critical Vulnerabilities Spotted in Schneider Electric Triconex TriStation and Tricon Communication 
Module 
https://cyware.com/news/critical-vulnerabilities-spotted-in-schneider-electric-triconex-tristation-and-tricon-communication-
module-c98a5a97  

 Source Code of Companies Dished Out Like Dirt 
https://cyware.com/news/source-code-of-companies-dished-out-like-dirt-c5a4bef8  

 Cisco Network Security Flaw - Patch It Before Attackers Get To It 
https://cyware.com/news/cisco-network-security-flaw-patch-it-before-attackers-get-to-it-0f98a2be  

 Mirai Botnet Downloader Module Scans For Most Recent Critical Vulnerabilities 
https://cyware.com/news/mirai-botnet-downloader-module-scans-for-most-recent-critical-vulnerabilities-2060213f  

 FBI Warns Against Netwalker Ransomware 
https://cyware.com/news/fbi-warns-against-netwalker-ransomware-b9c2c833  

 FBI warns of Iran-linked hackers attempting to exploit F5 BIG-IP flaw 
https://securityaffairs.co/wordpress/106898/apt/iranian-hackers-f5-big-ip-flaw.html  
[End] 
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