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SATURDAY 4th July 2020 
 Viewpoint: Hackers Putting Global Supply Chain at Risk 

https://www.nationaldefensemagazine.org/articles/2020/7/2/hackers-putting-global-supply-chain-at-risk 
 Medfin Australia Reports Targeted Cyberattack 

https://cisomag.eccouncil.org/medfin-australia-cyberattack/ 
 Australia to keep working with US, China, like-minded countries like India: Defence Minister 

https://theprint.in/diplomacy/australia-to-keep-working-with-us-china-like-minded-countries-like-india-defence-
minister/454089/  

 Iran prepared to retaliate after 'possible cyber-attack' on nuclear site 
https://www.middleeasteye.net/news/iran-prepared-retaliate-after-suspected-cyberattack-causes-nuclear-facility-fire  

 Iran Hints At Cyber Attacks By Israel or US at Natanz Nuclear Facility; Vows Retaliation 
https://eurasiantimes.com/iran-hints-at-cyber-attacks-by-israel-or-us-at-natanz-nuclear-facility-vows-retaliation/ 

 Ban on power equipment imports from China, Pakistan: Power Minister R K Singh 
https://economictimes.indiatimes.com/industry/energy/power/ban-on-power-equipment-imports-from-china-pakistan-
power-minister-r-k-
singh/articleshow/76765037.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst 

 CRYPTOCURRENCY MALWARE: AN EXPLOSIVE MIX! 
https://www.buguroo.com/en/labs/cryptocurrency-malware-an-explosive-mix 

 Hackers Spreading CryCryptor Ransomware Disguised as Canada’s COVID-19 App 
https://cyware.com/news/hackers-spreading-crycryptor-ransomware-disguised-as-canadas-covid-19-app-1b1bba67 

 COVID-19 Has Exposed a Chink in China’s Cyber-Suppression Armour 
https://www.thequint.com/voices/blogs/china-freedom-of-expression-coronavirus-cyber-suppression  

 V Shred Exposes Pics and PII on 100,000 Customers 
https://www.infosecurity-magazine.com/news/v-shred-exposes-pics-pii-100k/  

 GoldenSpy Uninstaller Appears Out of Nowhere 
https://www.infosecurity-magazine.com/news/goldenspy-uninstaller-appears-out/  

 Global Dating App Users Exposed in Multiple Security Snafus 
https://www.infosecurity-magazine.com/news/global-dating-app-users-exposed/  

 Moose Remain Unaware of Lottery Privacy Breach 
https://www.infosecurity-magazine.com/news/moose-unaware-lottery-privacy/  
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 Record Number Enrol in Online NCSC CyberFirst Courses 
https://www.infosecurity-magazine.com/news/record-ncsc-cyberfirst-courses/  

 Avaddon Ransomware Still Using Excel 4.0 Macros 
https://www.infosecurity-magazine.com/news/avaddon-ransomware-still-using/  

 NSA Issues VPN Security Guidance 
https://www.infosecurity-magazine.com/news/nsa-issues-vpn-security-guidance/  

 US Schools and Colleges Have Leaked 24.5 Million Records Since 2005 
https://www.infosecurity-magazine.com/news/us-education-leaked-records-since/?&web_view=true 

 BMW customer database for sale on dark web 
https://www.scmagazine.com/home/security-news/bmw-customer-database-for-sale-on-dark-web/?&web_view=true 

 Sodinokibi Ransomware Operators hit electrical energy company Light S.A. 
https://securityaffairs.co/wordpress/105477/cyber-crime/sodinokibi-ransomware-light-s-a.html?&web_view=true 

 ‘State-backed’ group spying on Indians: Report 
https://ciso.economictimes.indiatimes.com/news/state-backed-group-spying-on-indians-
report/76780228?&web_view=true  

 
SUNDAY 5th July 2020 
 Time to ramp up Australian cyber-security 

https://www.openforum.com.au/time-to-ramp-up-australian-cyber-security/ 
 Cyber attacks are on the rise, but you can protect yourself from hackers. Here’s how 

https://www.financialexpress.com/industry/technology/cyber-attacks-are-on-the-rise-but-you-can-protect-yourself-from-
hackers-heres-how/2013296/  

 Over 100,000 cyber-attacks foiled in June says UAE’s Telecommunications Regulatory Authority 
https://gulfnews.com/uae/government/over-100000-cyber-attacks-foiled-in-june-says-uaes-telecommunications-
regulatory-authority-1.72427260 

 How can regional companies secure data through an endpoint data protection strategy 
https://gulfbusiness.com/how-can-regional-companies-secure-data-through-an-endpoint-data-protection-strategy/ 

 Report: Iran behind hack of Israeli Water Authority sites 
https://www.ynetnews.com/article/By2gZO1198 

 Israel says 'not necessarily' behind all Iran nuclear site incidents 
https://www.reuters.com/article/us-iran-nuclear-natantz-israel/israel-says-not-necessarily-behind-all-iran-nuclear-site-
incidents-idUSKBN246089  

 Israel Should Brace for Iranian Attack, Says Former Intel Chief 
https://www.israeltoday.co.il/read/israel-should-brace-for-iranian-attack-says-former-intel-chief/  

 CYBER ATTACKS IN INDIA SURGE SINCE LOCKDOWN 
https://lawsisto.com/legalnewsread/NjM5Mg==/CYBER-ATTACKS-IN-INDIA-SURGE-SINCE-LOCKDOWN 

 Europe and China’s systemic rivalry beyond the pandemic 
https://encompass-europe.com/comment/europe-and-chinas-systemic-rivalry-beyond-the-pandemic  

 The "Telecommunications Regulatory Authority" thwarted 312,000 electronic attacks during the first 
half 
https://www.tellerreport.com/business/2020-07-05-the-"telecommunications-regulatory-authority"-thwarted-312-000-
electronic-attacks-during-the-first-half.r1XBuJ0yyP.html 

 Discerning payment patterns in Bitcoin from ransomware attacks 
https://www.emerald.com/insight/content/doi/10.1108/JMLC-02-2020-0012/full/html 

 New Research finds Middle East and Africa Insurance, Finance and Retail Sectors Most at Threat of 
COVID-19 Linked Cybercrime 
https://www.globalsecuritymag.com/New-Research-finds-Middle-East-and,20200707,100374.html 

 The most malicious ramsomware attacks require cryptocurrency payments 
https://www.europeworldnews.com/the-most-malicious-ramsomware-attacks-require-cryptocurrency-payments/  

 Foreign cyber criminals take aim at Americans working from home 
https://thehill.com/policy/cybersecurity/505743-foreign-cyber-criminals-take-aim-at-americans-working-from-home  

 U.K. Set to Start Huawei 5G Phase-Out as Soon as This Year 
https://www.bloomberg.com/news/articles/2020-07-05/u-k-prepares-to-start-huawei-5g-phase-out-as-soon-as-this-year  
 

MONDAY 6th July 2020 
 Australian cyber-attacks advisory 

https://www.catalyst.net.nz/news/australian-cyber-attacks-advisory 
 Cybersecurity in Australia needs much more money than the Morrison government committed 

https://www.newcastleherald.com.au/story/6818050/massive-money-needed-for-cyber-battleground/ 
 Mossad said to foil Iranian attacks on Israeli embassies in Europe, elsewhere 

https://www.timesofisrael.com/mossad-said-to-foil-iranian-attacks-on-israeli-embassies-in-europe-elsewhere/ 
 Car cybersecurity companies move up a gear in preparation for new era 

https://www.calcalistech.com/ctech/articles/0,7340,L-3838282,00.html 
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 Australian companies have been too ‘trusting’ of potential cyber threats, but that’s starting to change 
https://stockhead.com.au/news/australian-companies-have-been-too-trusting-of-potential-cyber-threats-but-thats-starting-
to-change/ 

 200% increase in cyber incidents in last two months, says top PMO official 
https://www.financialexpress.com/india-news/200-increase-in-cyber-incidents-in-two-months-but-not-attributable-to-
china-says-top-pmo-official/2015247/ 

 The Rising Significance Of Cybersecurity For Logistics 
https://www.entrepreneur.com/article/352836 

 Cyber Made Simple: A Guide to Offshore Cyber Risk Management 
https://www.hartenergy.com/exclusives/cyber-made-simple-guide-offshore-cyber-risk-management-188469 

 China's cyber attack on India: How lndia deals with hacking attempts 
https://www.businesstoday.in/videos/news-reel/chinas-cyber-attack-on-india-how-lndia-deals-with-hacking-
attempts/409073.html 

 Covid-19: Demand soars for cyber insurance 
https://cio.economictimes.indiatimes.com/news/digital-security/covid-19-demand-soars-for-cyber-insurance/76811807 

 Just one click away from disaster: Risks and threats to data in the new post-Covid “normality” 
https://www.sealpath.com/risks-threats-data-new-post-covid-normality/ 

 The importance of cybersecurity as we navigate the pandemic 
https://www.telegraph.co.uk/business/ready-and-enabled/security/importance-of-cybersecurity-as-we-navigate-the-
pandemic  

 Flaw Fixed in Hotels.com Generator as Tesco Clubcard Users Impacted 
https://www.infosecurity-magazine.com/news/hotelscom-voucher-flaw/  

 UK CYBERCRIME HAS DOUBLED IN LAST FIVE YEARS – COSTING BUSINESSES £87BN SINCE 2015 
https://www.businessleader.co.uk/uk-cybercrime-has-doubled-in-last-five-years-costing-businesses-87bn-since-
2015/93746/  

 Automotive cyber incidents doubled in 2019, reaching 188 vulnerabilities 
https://www.globalsecuritymag.com/Automotive-cyber-incidents-doubled,20200706,100370.html  

 Cyber attacks on automotive sector picking up speed 
https://www.hornetsecurity.com/en/security-information/cyber-attacks-on-automotive-sector-picking-up-speed/  

 ISO/SAE 21434: It’s time to put the brakes on connected car cyber-threats 
https://blog.trendmicro.com/iso-sae-21434-its-time-to-put-the-brakes-on-connected-car-cyber-threats/  

 What’s behind the huge rise in healthcare data breaches 
https://www.idagent.com/blog/whats-behind-the-huge-rise-in-healthcare-data-breaches/  

 New research reveals privacy risks of home security cameras 
https://techxplore.com/news/2020-07-reveals-privacy-home-cameras.html 

 Snake Ransomware isolates infected Systems before encrypting files 
https://www.terabitweb.com/2020/07/06/snake-ransomware-isolates-systems-html/ 

 Malware Steals Facebook Credentials from African Mobile Users 
https://www.itnewsafrica.com/2020/07/new-malware-steals-facebook-credentials-from-african-mobile-users/  

 CEO of Alleged $16M Cryptocurrency Scam Declared Bankrupt 
https://cointelegraph.com/news/ceo-of-alleged-16m-cryptocurrency-scam-declared-bankrupt  

 Try2Cry Ransomware Spreads via USB Drives 
https://www.securityweek.com/try2cry-ransomware-spreads-usb-drives 

 How do we beat COVID-19 cybercrime? By working together 
https://www.weforum.org/agenda/2020/07/alliance-tackling-covid-19-cybercrime/  

 Early Covid-19 tracking apps easy prey for hackers, and it might get worse before it gets better 
https://www.politico.com/news/2020/07/06/coronavirus-tracking-app-hacking-348601 

 How to protect yourself from COVID-19 scams and improve cyber hygiene 
https://www.truenorthnetworks.com/blog/how-to-protect-yourself-from-covid-19-scams-and-improve-cyber-hygiene 

 Unsecured satellite communications present a gateway to hackers 
https://www.securityinfowatch.com/cybersecurity/article/21144996/unsecured-satellite-communications-present-a-
gateway-to-hackers  

 COVID-19: What healthcare IoT cyber security learned from the first wave 
https://www.iot-now.com/2020/07/06/103739-covid-19-what-healthcare-iot-cyber-security-learned-from-the-first-wave/ 

 Autonomous Vehicle Security Market Market – Impact Of Covid-19 And Benchmarking 2023 
https://3wnews.org/uncategorised/2165398/autonomous-vehicle-security-market-market-impact-of-covid-19-and-
benchmarking-2023/ 

 Attackers are breaching F5 BIG-IP devices, check whether you’ve been hit 
https://www.helpnetsecurity.com/2020/07/06/exploit-cve-2020-5902/  

 North Korean Hackers Behind Magecart Attacks 
https://www.infosecurity-magazine.com/news/north-korean-hackers-behind/  

 Ransomware attack on insurance MSP Xchanging affects clients 
https://www.bleepingcomputer.com/news/security/ransomware-attack-on-insurance-msp-xchanging-affects-clients/ 
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 Report: Criminals infiltrating Africa’s booming mobile money industry 
https://www.interpol.int/en/News-and-Events/News/2020/Report-Criminals-infiltrating-Africa-s-booming-mobile-money-
industry 

 Credit-Card Skimmer Seeks Websites Running Microsoft's ASP.NET 
https://www.darkreading.com/vulnerabilities---threats/credit-card-skimmer-seeks-websites-running-microsofts-aspnet/d/d-
id/1338279  

 Android Adware Tied to Undeletable Malware 
https://www.darkreading.com/attacks-breaches/android-adware-tied-to-undeletable-malware/d/d-id/1338278  

 BEC Busts Take Down Multimillion-Dollar Operations 
https://www.darkreading.com/attacks-breaches/bec-busts-take-down-multimillion-dollar-operations/d/d-id/1338282 

 Corporate Cybercrime Victims Double in Five Years 
https://www.infosecurity-magazine.com/news/corporate-cybercrime-victims/  

 Volume and Size of Fines for Data Breaches Expected to Rise 
https://www.infosecurity-magazine.com/news/volume-size-data-breaches-rise/  

 Account-Snooping Yahoo Engineer Escapes Jail Time 
https://www.infosecurity-magazine.com/news/accountsnooping-yahoo-engineer/  

 Purple Fox Exploit Kit Adds Two Microsoft Vulnerabilities 
https://www.infosecurity-magazine.com/news/purple-fox-exploit-kit-microsoft/  

 Home Routers Are All Broken, Finds Security Study 
https://www.infosecurity-magazine.com/news/home-routers-are-all-broken-finds/  

 Zero-day XSS vulnerability found in Cisco small business routers 
https://www.scmagazine.com/home/security-news/vulnerabilities/zero-day-xss-vulnerability-found-in-cisco-small-
business-routers/  

 Frequency, size of fines for failing to secure data will grow by 2025, report 
https://www.scmagazine.com/home/security-news/frequency-size-of-fines-for-failing-to-secure-data-will-grow-by-2025-
report/  

 Foreign cyber criminals take aim at Americans working from home 
https://thehill.com/policy/cybersecurity/505743-foreign-cyber-criminals-take-aim-at-americans-working-from-
home?&web_view=true  

 .NET Core vulnerability lets attackers evade malware detection 
https://www.bleepingcomputer.com/news/security/net-core-vulnerability-lets-attackers-evade-malware-
detection/?&web_view=true 

 New Behave! extension warns of website port scans, local attacks 
https://www.bleepingcomputer.com/news/security/new-behave-extension-warns-of-website-port-scans-local-
attacks/?&web_view=true  

 Gmail users flooded with spam messages, company says issue fixed 
https://ciso.economictimes.indiatimes.com/news/gmail-users-flooded-with-spam-messages-company-says-issue-
fixed/76802924?&web_view=true 

 The key to stopping cyberattacks? Understanding your own systems before the hackers strike 
https://www.zdnet.com/article/the-key-to-stopping-cyberattacks-understanding-your-own-systems-before-the-hackers-
strike/?&web_view=true  

 France won't ban Huawei, but encouraging 5G telcos to avoid it: report 
https://www.reuters.com/article/us-france-huawei-5g/france-wont-ban-huawei-but-encouraging-5g-telcos-to-avoid-it-
report-idUSKBN2460TT?&web_view=true  
 

TUESDAY 7th July 2020 
 Cyber attacks: is it legal to pay a ransom in Australia? 

https://www.kwm.com/en/au/knowledge/insights/cyber-attacks-is-it-legal-to-pay-a-ransom-in-australia-20200707 
 Australians ignoring cybersecurity policies in favour of productivity 

https://securitybrief.com.au/story/australians-ignoring-cybersecurity-policies-in-favour-of-productivity 
 Cyber threat intelligence reaching maturity in organisations worldwide 

https://securitybrief.eu/story/cyber-threat-intelligence-reaching-maturity-in-organisations-worldwide 
 The threat of Chinese cyber-attack is looming over India 

https://myvoice.opindia.com/2020/07/the-threat-of-chinese-cyber-attack-is-looming-over-india/ 
 FBI chief slams Chinese cyberattacks on U.S., calls it ‘one of the largest transfers of wealth in human 

history’ 
https://www.cnbc.com/2020/07/07/fbi-chief-slams-chinese-cyberattacks-against-us-hudson-institute.html  

 Egypt hackers attack Ethiopian sites as Nile dam talks falter 
https://www.al-monitor.com/pulse/originals/2020/06/egypt-cyber-attack-ethiopia-nile-dam-dispute.html#ixzz6RnbCc2ot 

 Keeping data protected 
https://securitymiddleeast.com/keeping-data-protected/ 

 The Japanese Automobile Industry Is Taking Next Steps for Cybersecurity Collaboration 
https://www.lawfareblog.com/japanese-automobile-industry-taking-next-steps-cybersecurity-collaboration 
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 Ransomware Attack on DXC Subsidiary Knocks Out Services Downstream 
https://www.cbronline.com/news/dxc-ransomware-xchanging 

 Adapting to the 'New Normal': Managing cyber risks to the utilities sector beyond COVID-19 
https://uk.leonardocompany.com/en/news-and-stories-detail/-/detail/managing-cyber-risks-utilities-sector-beyond-covid19 

 North Korea-affiliated hackers linked to credit card skimming sites: report 
https://www.nknews.org/2020/07/north-korea-affiliated-hackers-linked-to-credit-card-skimming-sites-report/ 

 Understanding the silent war 
https://neweasterneurope.eu/2020/07/07/understanding-the-silent-war/ 

 Two years on from GDPR: Has it driven growth in cyber security insurance? 
https://www.ifsecglobal.com/cyber-security/two-years-on-from-gdpr-has-it-driven-growth-in-cyber-security-insurance/ 

 Cyber security experts commit to ‘protecting the people who protect our health’ 
https://www.healthtechdigital.com/cyber-security-experts-commit-to-protecting-the-people-who-protect-our-health/ 

 Four Canadian military schools affected by cyberattack 
https://www.theglobeandmail.com/canada/article-four-canadian-military-schools-affected-by-cyberattack/ 

 Vast Phishing Campaign Hits Microsoft Users in 62 Countries 
https://ca.finance.yahoo.com/news/vast-phishing-campaign-hits-microsoft-160000735.html 

 Latin America Healthcare Cybersecurity Market Research Report 
https://www.marketdataforecast.com/market-reports/latin-america-healthcare-cybersecurity-market  

 Energy company EDP confirms cyberattack, Ragnar Locker ransomware blamed 
https://www.zdnet.com/article/edp-energy-confirms-cyberattack-ragnar-locker-ransomware-blamed/ 

 Cybercriminals Are Taking Advantage Of COVID-19 With New Attack Methods 
https://www.scoop.co.nz/stories/BU2007/S00118/cybercriminals-are-taking-advantage-of-covid-19-with-new-attack-
methods.htm  

 Sophos finds paying ransom doubles the cost of recovery from ransomware attack 
https://www.ec-mea.com/sophos-finds-paying-ransom-doubles-the-cost-of-recovery-from-ransomware-attack/ 

 How To Avoid Ransomware Payments 
https://cybersecurityventures.com/how-to-avoid-ransomware-payments/  

 Digital contact tracing's mixed record abroad spells trouble for US efforts to rein in COVID-19 
https://techxplore.com/news/2020-07-digital-contact-efforts-rein-covid-.html 

 Manufacturing Sector Paid Out 62% of Total Ransomware Payments in 2019 
https://www.infosecurity-magazine.com/news/manufacturing-ransomware-payments/ 

 Sangfor Cyber Security Incident Response Service: Be Prepared for Anything! 
https://wire19.com/sangfor-cyber-security-incident-response-service-be-prepared-for-anything/ 

 Europe Police catch COVID 19 ransomware spreading gang 
https://cert.bournemouth.ac.uk/europe-police-catch-covid-19-ransomware-spreading-gang/ 

 The cyber-threat landscape amid Covid-19 
https://www.itproportal.com/features/the-cyber-threat-landscape-amid-covid-19/  

 Thousands of Brits feared to be victims of £350m cyber-scam ‘masterminded by Instagram star 
Hushpuppi’ 
https://www.thesun.co.uk/news/12049593/hushpuppi-brits-victims-350m-cyber-scam-instagram/ 

 COVID-19 Cybercrime Capitalizing on Brazil’s Government Assistance Program 
https://securityintelligence.com/posts/covid-19-cybercrime-capitalizing-on-brazils-government-assistance-program/  

 THE BRAZILIAN BANKING TROJAN BASBANKE SPREADS TO OTHER COUNTRIES 
https://www.buguroo.com/en/labs/the-brazilian-banking-trojan-basbanke-spreads-to-other-countries 

 The risk of PC users finding cyber threats increased by 27% 
https://www.web24.news/u/2020/07/the-risk-of-pc-users-finding-cyber-threats-increased-by-27-2.html 

 What is next for cybersecurity during a pandemic 
https://indianexpress.com/article/technology/tech-news-technology/cybersecurity-during-covid-19-pandemic-6493844/ 

 Ten HR steps to get staff through the next stage of COVID-19 
https://sentinelcrisismanagement.blog/2020/07/07/ten-hr-steps-to-get-staff-through-the-next-stage-of-covid-19/ 

 Many have been unable to access financial services because of Covid-19 
https://member.fintech.global/2020/07/07/many-have-been-unable-to-access-financial-services-because-of-covid-19/ 

 Australia: New Coronavirus Lockdown Melbourne Amid Sex, Lies, Quarantine Hotel Scandal 
https://www.forbes.com/sites/tamarathiessen/2020/07/07/australia-coronavirus-melbourne-lockdown-hotel-sex-
scandal/#21837e02131d  

 ITALY AND ROMANIA TAKE DOWN CYBER FRAUD RING GENERATING €20 MILLION PER YEAR IN 
CRIMINAL PROFITS 
https://www.europol.europa.eu/newsroom/news/italy-and-romania-take-down-cyber-fraud-ring-generating-€20-million-
year-in-criminal-profits 

 Citrix fixes 11 flaws in ADC, Gateway, and SD-WAN WANOP appliances 
https://www.bleepingcomputer.com/news/security/citrix-fixes-11-flaws-in-adc-gateway-and-sd-wan-wanop-appliances/ 

 First reported Russian BEC scam gang targets Fortune 500 firms 
https://www.bleepingcomputer.com/news/security/first-reported-russian-bec-scam-gang-targets-fortune-500-firms/ 
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 US Treasury shares tips on spotting money mule and imposter scams 
https://www.bleepingcomputer.com/news/security/us-treasury-shares-tips-on-spotting-money-mule-and-imposter-scams/ 

 Mitigating critical F5 BIG-IP RCE flaw not enough, bypass found 
https://www.bleepingcomputer.com/news/security/mitigating-critical-f5-big-ip-rce-flaw-not-enough-bypass-found/ 

 DOJ indict Fxmsp hacker for selling access to hacked orgs, AV firms 
https://www.bleepingcomputer.com/news/security/doj-indict-fxmsp-hacker-for-selling-access-to-hacked-orgs-av-firms/ 

 Russian Cyber Gang 'Cosmic Lynx' Focuses on Email Fraud 
https://www.darkreading.com/attacks-breaches/russian-cyber-gang-cosmic-lynx-focuses-on-email-fraud/d/d-id/1338291 

 Drone Path Often Reveals Operator's Location 
https://www.darkreading.com/threat-intelligence/drone-path-often-reveals-operators-location/d/d-id/1338292 

 Framing the Security Story: The Simplest Threats Are the Most Dangerous 
https://www.darkreading.com/vulnerabilities---threats/framing-the-security-story-the-simplest-threats-are-the-most-
dangerous/a/d-id/1338222 

 Twitter suspends 16 accounts linked to Middle East propaganda campaign 
https://www.cnet.com/news/twitter-suspends-16-accounts-linked-to-middle-east-propaganda-campaign/ 

 TikTok plans to withdraw from Hong Kong, may face US ban 
https://www.cnet.com/news/tiktok-plans-to-withdraw-from-hong-kong-may-face-us-ban/ 

 Bankrupt Bitcoin Biz Founder Leaves $13m Hole 
https://www.infosecurity-magazine.com/news/bankrupt-bitcoin-founder-leaves-13/ 

 Microsoft Research Develops Invisible Cloud Malware Scanner 
https://www.infosecurity-magazine.com/news/microsoft-invisible-cloud-malware/ 

 Mounting IIoT cyber risks must be addressed now to prevent catastrophe: report 
https://www.scmagazine.com/home/security-news/mounting-iiot-cyber-risks-must-be-addressed-now-to-prevent-
catastrophe-report/ 

 Investigatory Powers Commissioner to oversee UK-US Data Access Agreement 
https://www.scmagazineuk.com/investigatory-powers-commissioner-oversee-uk-us-data-access-
agreement/article/1688772  

 Hackers Hide Magecart Script in Favicon Image's EXIF Metadata, Exfiltrate Credit Cards Details 
https://cyware.com/news/hackers-hide-magecart-script-in-favicon-images-exif-metadata-exfiltrate-credit-cards-details-
822f8515  

 Hack-for-Hire Group DarkCrewFriends Resurfaces 
https://cyware.com/news/hack-for-hire-group-darkcrewfriends-resurfaces-f1e3692d 

 The Blows Keep on Coming: Another Attack on Microsoft 365 
https://cyware.com/news/the-blows-keep-on-coming-another-attack-on-microsoft-365-bc9ed725 

 Credit Card Skimming Attacks on US Local Government Services 
https://cyware.com/news/credit-card-skimming-attacks-on-us-local-government-services-fc322873 

 Calendar Invitations Used to Launch Phishing Attacks 
https://cyware.com/news/calendar-invitations-used-to-launch-phishing-attacks-4b4e7bb4 

 Save Your Credit Card Details From Getting Stolen Via Google Analytics! 
https://cyware.com/news/save-your-credit-card-details-from-getting-stolen-via-google-analytics-209bce67 

 Attackers Leverage Sophisticated Flaw to Target Liquidity Provider 
https://cyware.com/news/attackers-leverage-sophisticated-flaw-to-target-liquidity-provider-91f508e5  

 US Secret Service reports an increase in hacked managed service providers (MSPs) 
https://www.zdnet.com/article/us-secret-service-reports-an-increase-in-hacked-managed-service-providers-
msps/?&web_view=true  

 Bitcoin’s Lightning Network Is Vulnerable to ‘Looting’: New Research Explains 
https://uk.finance.yahoo.com/news/bitcoin-lightning-network-vulnerable-looting-193410651.html?&web_view=true 

 Android malware Fakesky uses fake messages to spy on you 
https://tech.hindustantimes.com/tech/news/android-malware-fakesky-uses-fake-messages-to-spy-on-you-
71593976722029.html?&web_view=true 

 Premier League club targeted in $125 million BEC scam, accused extradited from Dubai 
https://www.scmagazineuk.com/premier-league-club-targeted-100-million-bec-scam-accused-extradited-
dubai/article/1688649?&web_view=true 

 New Malware Family Threatens Users' Account Credentials With Spam Emails 
https://securityintelligence.com/news/new-malware-crimson-ransomware/?&web_view=true 

 OnePlus Fixes Security Flaw in Repair Invoicing System for US Customers 
https://gadgets.ndtv.com/mobiles/news/oneplus-security-flaw-fix-us-customer-repairs-2258031?&web_view=true 

 WastedLocker Goes "Big-Game Hunting" in 2020 
https://blog.talosintelligence.com/2020/07/wastedlocker-emerges.html?&web_view=true 

 TikTok Pro Is Malware: Ignore Scam Messages Asking You To Download The App 
https://www.indiatimes.com/technology/news/tiktok-pro-download-malware-517316.html?&web_view=true 

 FAB Affected by Cyber Attack 
https://finance.yahoo.com/news/x-fab-affected-cyber-attack-063000400.html?&web_view=true  
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 Brazil's Hapvida discloses cyber breach, potential client data leak 
https://sports.yahoo.com/brazils-hapvida-discloses-cyber-breach-122722117.html?src=rss&web_view=true 

 Texas County Sheriff's Office Suffers Ransomware Attack 
https://www.govtech.com/security/Texas-County-Sheriffs-Office-Suffers-Ransomware-Attack.html?&web_view=true 

 Navigating the changing landscape of enterprise cybersecurity 
https://cio.economictimes.indiatimes.com/news/digital-security/navigating-the-changing-landscape-of-enterprise-
cybersecurity/76826048?&web_view=true 

 Texas Bicycle Sharing Company Breached by Malware 
https://www.govtech.com/security/Texas-Bicycle-Sharing-Company-Breached-by-Malware.html?&web_view=true 

 Lawsuit targets Apple iMessage, FaceTime flaw related to phone number recycling 
https://appleinsider.com/articles/20/07/06/lawsuit-targets-apple-imessage-facetime-flaw-related-to-phone-number-
recycling?&web_view=true  

 Home security cameras ‘could give away when homeowners are on holiday’, study warns 
https://ca.news.yahoo.com/security-cameras-burglar-tips-182513860.html?&web_view=true 

 Cerberus banking Trojan infiltrates Google Play 
https://www.zdnet.com/article/cerberus-banking-trojan-infiltrates-google-play/?&web_view=true 

 Managing the Cybersecurity Threat Landscape with a Standard Approach 
https://www.infosecurity-magazine.com/blogs/cybersecurity-threat-landscape/?&web_view=true  
 

WEDNESDAY 8th July 2020 
 Cybercriminals are taking advantage of COVID-19 with new attack methods: Microsoft Security 

Endpoint Threat report 
https://news.microsoft.com/en-nz/2020/07/08/cybercriminals-are-taking-advantage-of-covid-19-with-new-attack-methods-
microsoft-security-endpoint-threat-report/  

 Banks’ cyber risks rise as COVID spurs digital trends: Moody’s 
https://www.nationalheraldindia.com/international/banks-cyber-risks-rise-as-covid-spurs-digital-trends-moodys 

 China Is NATO’s New Problem 
https://foreignpolicy.com/2020/07/08/china-nato-hybrid-threats-europe-cyber/ 

 Financial firms could be more vulnerable to cybersecurity attacks 
https://www.techzine.eu/news/security/48016/financial-firms-could-be-more-vulnerable-to-cybersecurity-attacks/ 

 Banxico Under Cyber Attack 
https://mexicobusiness.news/tech/news/banxico-under-cyber-attack 

 How to remove a hacker from your smartphone 
https://www.kaspersky.com/resource-center/threats/how-to-stop-phone-hacking 

 EDP confirms hackers stole company data via a ransomware attack 
https://www.teiss.co.uk/edp-confirms-ransomware-attack/ 

 How to protect Windows networks from ransomware attacks 
https://www.csoonline.com/article/3564819/how-to-protect-windows-networks-from-ransomware-attacks.html 

 Cybercriminals send ransomware to users of out-of-date web browser in APAC 
https://malaya.com.ph/index.php/news_special_feature/cybercriminals-send-ransomware-to-users-of-out-of-date-web-
browser-in-apac/  

 Chilton County records system affected by Ransomware attack 
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiu_7PUxMXqAh
VPTcAKHRayDmcQFjACegQIAxAB&url=https%3A%2F%2Fwhnt.com%2Fnews%2Fchilton-county-records-system-
affected-by-ransomware-attack%2F&usg=AOvVaw2jgL-obZ3ZaPKoXBDHDDuF  

 Researchers find ways of securing 'internet of things' security problems in the smart home 
https://techxplore.com/news/2020-07-ways-internet-problems-smart-home.html  

 China could be using TikTok to spy on Australians, but banning it isn't a simple fix 
https://techxplore.com/news/2020-07-china-tiktok-spy-australians-isnt.html  

 Europe apparently top on security incidents 
https://www.iteuropa.com/news/europe-apparently-top-security-incidents  

 ThiefQuest ransomware found to be hiding a keylogger and more 
https://www.htxt.co.za/2020/07/08/thiefquest-ransomware-found-to-be-hiding-a-keylogger-and-more 

 Data leaks in sports 
https://www.mishcon.com/news/data-leaks-in-sports  

 'Whole companies have fallen flat' - Security experts reveal how cyberattackers have exploited the 
COVID-19 crisis 
https://www.channelpartnerinsight.com/event/4017535/whole-companies-fallen-flat-security-experts-reveal-
cyberattackers-exploited-covid-19-crisis  

 Our greatest challenge is not Covid-19, but the new Cold War with China 
https://www.telegraph.co.uk/politics/2020/07/08/greatest-challenge-not-covid-19-new-cold-war-china/ 

 Banks'' cyber risks rise as Covid spurs digital trends: Moody''s 
https://www.outlookindia.com/newsscroll/banks-cyber-risks-rise-as-covid-spurs-digital-trends-moodys/1889532 



8 
 

© PROFiT 2020  COVID-19 . OPEN SOURCE DATA . 
 

 We found yet another phone with pre-installed malware via the Lifeline Assistance program 
https://blog.malwarebytes.com/android/2020/07/we-found-yet-another-phone-with-pre-installed-malware-via-the-lifeline-
assistance-program/ 

 Automotive Cyber Incidents Doubled in 2019, Reaching 188 Vulnerabilities – HSToday 
http://tlo.org/cyber/automotive-cyber-incidents-doubled-in-2019-reaching-188-vulnerabilities-hstoday/  

 Arbitration and COVID-19: Cybersecurity and data protection 
https://www.ashurst.com/en/news-and-insights/legal-updates/arbitration-and-covid-19---cybersecurity-and-data-
protection/  

 Coronavirus – considerations for business interruption insurance 
https://www.cii.co.uk/news-insight/coronavirus-hub/articles/coronavirus-considerations-for-business-interruption-
insurance/94100 

 Rise in cyberattacks in the wake of COVID-19 explained 
https://www.cybersecasia.net/news/rise-in-cyberattacks-in-the-wake-of-covid-19-explained 

 Australian regulator checks up on fraud compliance 
https://www.capacitymedia.com/articles/3825904/australian-regulator-checks-up-on-fraud-compliance 

 COVID-19 – A racecourse for many a Trojan horse 
https://www.tatacommunications.com/blog/2020/07/covid-19-a-racecourse-for-many-a-trojan-horse/ 

 Darktrace’s cybercrime warning over compromised devices as offices reopen 
https://www.cambridgeindependent.co.uk/business/darktrace-s-cybercrime-warning-over-compromised-devices-as-
offices-reopen-9115162/  

 As More People Return to Travel Sites, So Do Malicious Bots 
https://www.darkreading.com/threat-intelligence/as-more-people-return-to-travel-sites-so-do-malicious-bots/d/d-
id/1338306  

 US Charges Kazakhstani Citizen With Hacking Into More Than 300 Orgs 
https://www.darkreading.com/attacks-breaches/us-charges-kazakhstani-citizen-with-hacking-into-more-than-300-
orgs/d/d-id/1338305  

 More Malware Found Preinstalled on Government Smartphones 
https://www.darkreading.com/application-security/more-malware-found-preinstalled-on-government-smartphones/d/d-
id/1338307  

 US reportedly investigating TikTok again over children's privacy 
https://www.cnet.com/news/us-reportedly-investigating-tiktok-again-over-childrens-privacy/ 

 Magecart Group 8 skimmed card info from 570+ online shops 
https://www.helpnetsecurity.com/2020/07/08/magecart-group-8/  

 Casino App Clubillion Leaks PII on “Millions” of Users 
https://www.infosecurity-magazine.com/news/casino-app-clubillion-leaks-pii/  

 Organizations’ Security Measures Failing to Keep Pace with BYOD Use 
https://www.infosecurity-magazine.com/news/security-measures-pace-byod/  

 UK Stalkerware Usage Soars During Lockdown 
https://www.infosecurity-magazine.com/news/uk-stalkerware-soars-lockdown/ 

 Russian Fraudsters Test Stolen Credit Cards Using Ecommerce Sites 
https://www.infosecurity-magazine.com/news/russian-fraudsters-stolen-credit/ 

 How to Embed a Positive Security Culture in the COVID-19 Remote Working ‘New Normal’ 
https://securityboulevard.com/2020/07/how-to-embed-a-positive-security-culture-in-the-covid-19-remote-working-new-
normal/  

 Mutation Cross-Site Scripting (mXSS) Vulnerabilities Discovered in Mozilla-Bleach 
https://securityboulevard.com/2020/07/mutation-cross-site-scripting-mxss-vulnerabilities-discovered-in-mozilla-bleach/ 

 Hidden purpose of Mac ‘ransomware’ EvilQuest is data exfiltration, say researchers 
https://www.scmagazine.com/home/security-news/hidden-purpose-of-mac-ransomware-evilquest-is-data-exfiltration-say-
researchers/  

 A Massive Increase in RDP Brute-Force Attacks Reported During Pandemic Lockdown 
https://cyware.com/news/a-massive-increase-in-rdp-brute-force-attacks-reported-during-pandemic-lockdown-85c6495c 

 'Cl0ud SecuritY' Hacker Gang Is Wiping LenovoEMC NAS Devices and Asking for Ransom 
https://cyware.com/news/cl0ud-security-hacker-gang-is-wiping-lenovoemc-nas-devices-and-asking-for-ransom-c931b27c 

 Casting Light on Ongoing Social Media Attack Trends 
https://cyware.com/news/casting-light-on-ongoing-social-media-attack-trends-791be883 

 Promethium APT Working its Way Up With New Targeted Countries and Malware 
https://cyware.com/news/promethium-apt-working-its-way-up-with-new-targeted-countries-and-malware-5585cd09 

 New Bitcoin Scam Uses Celebrity Endorsement Lure to Trick 250,000 Users 
https://cyware.com/news/new-bitcoin-scam-uses-celebrity-endorsement-lure-to-trick-250000-users-faa19bea 

 Researchers discover the source code of ArisLocker ransomware 
https://cybleinc.com/2020/07/06/source-code-of-ransomwares-freely-available-on-dark-web-2/?&web_view=true 

 New release of Lampion trojan spreads in Portugal with some improvements on the VBS downloader 
https://securityaffairs.co/wordpress/105634/malware/new-release-lampion-trojan.html?&web_view=true 
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 The Japanese Automobile Industry Is Taking Next Steps for Cybersecurity Collaboration 
https://www.lawfareblog.com/japanese-automobile-industry-taking-next-steps-cybersecurity-
collaboration?&web_view=true  

 Sodinokibi Gang Starts a New Trend Among Ransomware Operators by Launching an Auction Site 
https://cyware.com/news/sodinokibi-gang-starts-a-new-trend-among-ransomware-operators-by-launching-an-auction-
site-5eaa352c  

 Intellectual Property Breaches Illustrate New Generation Of Security Threats 
https://www.forbes.com/sites/forbestechcouncil/2020/07/07/intellectual-property-breaches-illustrate-new-generation-of-
security-threats/#2b7bd07d2ca1?&web_view=true 

 'Keeper' hacking group behind hacks at 570 online stores 
https://www.zdnet.com/article/keeper-hacking-group-behind-hacks-at-570-online-stores/?&web_view=true  

 MongoDB is subject to continual attacks when exposed to the internet 
https://www.helpnetsecurity.com/2020/07/08/mongodb-is-subject-to-continual-attacks-when-exposed-to-the-
internet/?&web_view=true 

 Cyber resilience is critical for organizations' survival. Thoughtful reporting can help build it. 
https://www.weforum.org/agenda/2020/07/cyber-resilience-reporting-cyberattacks-risks-digitalization/?&web_view=true 

 Far North council scammed out of $100,000 after supplier's email hacked 
https://www.nzherald.co.nz/northern-advocate/news/article.cfm?c_id=1503450&objectid=12346127&web_view=true 

 Hundreds of subdomains of mega-corp websites fall into the hands of spammers and malware slingers 
https://www.theregister.com/2020/07/07/microsoft_azure_takeovers/?&web_view=true 

 House's DHS funding bill would create public-private cyber center 
https://fcw.com/articles/2020/07/08/johnson-fy20-appropriations-cisa-dhs-cyber.aspx?&web_view=true  

 Addressing the Impact of New-Age Cybercrime Ecosystem 
https://saudigazette.com.sa/article/594561/Opinion/Voices/Addressing-the-Impact-of-New-Age-Cybercrime-
Ecosystem?&web_view=true  

 As Cyber Attacks Soar U.S. State and Local Government Entities Struggle to Keep Up 
https://finance.yahoo.com/news/knowbe4-finds-cyber-attacks-soar-120010994.html?&web_view=true 

 An Unfortunate Reality for Virtualized Systems 
https://www.infosecurity-magazine.com/opinions/unfortunate-reality-virtualized/?&web_view=true 

 Eurofins Digital Testing acquires Commissum to expand cybersecurity portfolio 
https://www.helpnetsecurity.com/2020/07/08/eurofins-digital-testing-commissum/?&web_view=true  
 

THURSDAY 9th July 2020 
 Social engineering hacks weaken cyber security during the pandemic 

https://www.reseller.co.nz/article/681214/social-engineering-hacks-weaken-cyber-security-during-
pandemic/?utm_medium=rss&utm_source=taxonomyfeed  

 LogMeIn report outlines identity management's role in creating business trust 
https://securitybrief.eu/story/logmein-report-outlines-identity-management-s-role-in-creating-business-trust 

 Maritime Data For Sale On the Dark Web 
https://www.cybersecurityintelligence.com/blog/maritime-data-for-sale-on-the-dark-web-5063.html 

 Covid-19 set to boost demand for cyber security in healthcare, says analyst 
https://www.nsmedicaldevices.com/news/cyber-security-industry-covid-19 

 Australian organisations ‘plagued’ by cybercriminal attacks 
https://www.itwire.com/security/australian-organisations-‘plagued’-by-cybercriminal-attacks.html  

 Ransomware attacks on US public sector fell in 1H2020, but rising again: study 
https://www.itwire.com/security/ransomware-attacks-on-us-public-sector-fell-in-1h2020,-but-rising-again-study.html 

 Majority of firms concerned about public cloud security, most have suffered breach 
https://www.zdnet.com/article/majority-of-firms-concerned-about-public-cloud-security-most-have-suffered-breach 

 Avoiding malware on the move 
https://techxplore.com/news/2020-07-malware.html  

 Germany seizes server hosting pilfered US police files 
 https://techxplore.com/news/2020-07-germany-seizes-server-hosting-pilfered.html 
 UK, Australia investigate Clearview facial recognition firm 

https://techxplore.com/news/2020-07-uk-australia-clearview-facial-recognition.html 
 Surge in Cyberattacks Leaves Economic Impact on U.S. State and Local Governments 

https://cisomag.eccouncil.org/economic-impact-of-cyberattacks/  
 Phishing, ransomware on the rise in SA due to lockdown 

https://www.itweb.co.za/content/P3gQ2qGxkyzvnRD1  
 Fake TikTok links spreading malware on WhatsApp - this how to spot them 

https://www.leeds-live.co.uk/news/uk-world-news/fake-tiktok-links-spreading-malware-18567408 
 Microsoft goes after app-based consent phishing attacks in Cloud 

https://cio.economictimes.indiatimes.com/news/digital-security/microsoft-goes-after-app-based-consent-phishing-attacks-
in-cloud/76872225  
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 CONTI RANSOMWARE USES 32 SIMULTANEOUS CPU THREADS FOR BLAZING-FAST ENCRYPTION 
https://flixwor.com/conti-ransomware-uses-32-simultaneous-cpu-threads-for-blazing-fast-encryption/ 

 Health Care Providers Continue to Be Hit with Ransomware and Phishing 
https://www.jdsupra.com/legalnews/health-care-providers-continue-to-be-94896/  

 Coronavirus has been a boon for cybercriminals 
https://www.publictechnology.net/articles/features/coronavirus-has-been-boon-cybercriminals  

 China Exploiting COVID For Nationalistic Gains, Want Probe: US Leaders 
https://www.ndtv.com/world-news/coronavirus-pandemic-china-exploiting-covid-for-nationalistic-gains-want-probe-us-
leaders-2259561  

 COVID-19: Flattening the cybersecurity curve 
https://www.capgemini.com/gb-en/2020/07/covid-19-flattening-the-cybersecurity-curve/ 

 How has COVID-19 influenced the telecoms industry so far? 
https://telecoms.com/505454/how-has-covid-19-influenced-the-telecoms-industry-so-far/ 

 U.N. Rules Require Cybersecurity Guarantees for Connected Cars 
https://www.wsj.com/articles/u-n-rules-require-cybersecurity-guarantees-for-connected-cars-11594287001 

 Over 15 billion credentials in circulation on hacker forums 
https://www.bleepingcomputer.com/news/security/over-15-billion-credentials-in-circulation-on-hacker-forums/ 

 Joker Android malware keeps evading Google Play Store defenses 
https://www.bleepingcomputer.com/news/security/joker-android-malware-keeps-evading-google-play-store-defenses/ 

 Evilnum hackers use the same malware supplier as FIN6, Cobalt 
https://www.bleepingcomputer.com/news/security/evilnum-hackers-use-the-same-malware-supplier-as-fin6-cobalt/ 

 Persuasive Office 365 phishing uses fake Zoom suspension alerts 
https://www.bleepingcomputer.com/news/security/persuasive-office-365-phishing-uses-fake-zoom-suspension-alerts/ 

 Google will ban ads for stalkerware starting August 11 
https://www.bleepingcomputer.com/news/security/google-will-ban-ads-for-stalkerware-starting-august-11/ 

 Conti ransomware shows signs of being Ryuk's successor 
https://www.bleepingcomputer.com/news/security/conti-ransomware-shows-signs-of-being-ryuks-successor/  

 IBM Settles With Pentagon on Long-Disputed Hacking Allegation 
https://www.bloomberg.com/news/articles/2020-07-09/ibm-settles-with-pentagon-on-long-disputed-hacking-allegation 

 Smartwatch hack could send fake pill reminders 
https://www.bbc.co.uk/news/technology-
53333633?intlink_from_url=https://www.bbc.co.uk/news/topics/cz4pr2gd85qt/cyber-security&link_location=live-reporting-
story  

 DDoS Attack Launched Against Cloudflare in Late June 
https://www.darkreading.com/attacks-breaches/huge-ddos-attack-launched-against-cloudflare-in-late-june/d/d-
id/1338323  

 Up Close with Evilnum, the APT Group Behind the Malware 
https://www.darkreading.com/attacks-breaches/up-close-with-evilnum-the-apt-group-behind-the-malware/d/d-id/1338321 

 When WAFs Go Wrong 
https://www.darkreading.com/cloud/when-wafs-go-wrong/d/d-id/1338319  

 In the age of disruption, comprehensive network visibility is key 
https://www.helpnetsecurity.com/2020/07/09/comprehensive-network-visibility/ 

 70% of organizations experienced a public cloud security incident in the last year 
https://www.helpnetsecurity.com/2020/07/09/public-cloud-security-incident/  

 Three major gaps in the Cyberspace Solarium Commission’s report that need to be addressed 
https://www.helpnetsecurity.com/2020/07/09/cyberspace-solarium-commissions-report/ 

 Zoom zero-day flaw allows code execution on victim’s Windows machine 
https://www.helpnetsecurity.com/2020/07/09/zoom-zero-day-windows/  

 Cyber-Attack Downs Alabama County’s Network 
https://www.infosecurity-magazine.com/news/cyberattack-downs-alabama-countys/  

 Fraudsters Conducting Malvertising Campaign Via Inactive Domains 
https://www.infosecurity-magazine.com/news/fraudsters-malvertising-inactive/  

 SurveyMonkey Phishers Go Hunting for Office 365 Credentials 
https://www.infosecurity-magazine.com/news/surveymonkey-phishers-office-365/  

 HSBC SMS Phishing Scam Targets UK Victims 
https://www.infosecurity-magazine.com/news/hsbc-phishing-scam-targets-victims/  

 Alert Fatigue and Overload an Issue for Majority of Security Analysts 
https://www.infosecurity-magazine.com/news/alert-fatigue-overload-issue/  

 95% of Brits Unable to Consistently Identify Phishing Messages 
https://www.infosecurity-magazine.com/news/unable-identify-phishing-messages/  

 Teen Murdered After Confronting Cyber-Bullies 
https://www.infosecurity-magazine.com/news/teen-murdered-after-confronting/  

 Brits Desire Greater Regulation of AI 
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https://www.infosecurity-magazine.com/news/brits-desire-more-regulation-of-ai/  
 Are your fleet’s vehicles leaking your data secrets? 

https://www.scmagazine.com/home/security-news/privacy-compliance/are-your-fleets-vehicles-leaking-your-data-secrets/ 
 Ethical hackers predict more attacks coming against government sites 

https://mexiconewsdaily.com/news/ethical-hackers-predict-more-attacks-coming-against-government-
sites/?&web_view=true  

 New Mirai Variant Expands Arsenal, Exploits CVE-2020-10173 
https://blog.trendmicro.com/trendlabs-security-intelligence/new-mirai-variant-expands-arsenal-exploits-cve-2020-
10173/?&web_view=true 

 A new company-level unit to support information warfare 
https://www.c4isrnet.com/information-warfare/2020/07/08/heres-what-tactical-army-cyber-units-will-use-to-conduct-
operations/?&web_view=true  

 Nvidia fixes code execution vulnerability in GeForce Experience 
https://www.zdnet.com/article/nvidia-fixes-code-execution-vulnerability-in-geforce-experience/?&web_view=true 

 Advertising Plugin for WordPress Threatens Full Site Takeovers 
https://threatpost.com/advertising-plugin-wordpress-full-site-takeovers/157283/?&web_view=true 

 2020 is on Track to Hit a New Data Breach Record 
https://hotforsecurity.bitdefender.com/blog/2020-is-on-track-to-hit-a-new-data-breach-record-
23681.html?&web_view=true  

 Factors to Consider When Building a Data Encryption Strategy 
https://securityintelligence.com/posts/future-proofing-protection-data-encryption-playbook/?&web_view=true  

 DHS Alerts Healthcare Sector of Flaws in Ultrasound, Open-Source Hospital Systems 
https://www.inforisktoday.com/alerts-flaws-in-ultrasound-open-source-hospital-systems-a-14585?&web_view=true 

 SecurityScorecard and Craft Partner to Help Protect Customer Supply Chains 
https://finance.yahoo.com/news/securityscorecard-craft-partner-help-protect-130000785.html?&web_view=true 

 Microsoft's new KDP tech blocks malware by making parts of the Windows kernel read-only 
https://www.zdnet.com/article/microsofts-new-kdp-tech-blocks-malware-by-making-parts-of-the-windows-kernel-read-
only/?&web_view=true  

 Risky blogspot.in domain for sale after Google fails to renew it 
https://www.bleepingcomputer.com/news/google/risky-blogspotin-domain-for-sale-after-google-fails-to-renew-
it/?&web_view=true  

 Deep Analysis of a QBot Campaign 
https://www.fortinet.com/blog/threat-research/deep-analysis-qbot-campaign?&web_view=true 

 Where CISA’s Plan for Securing Industrial Control Systems Intersects with Private-Sector Liability 
Protections 
https://www.nextgov.com/cybersecurity/2020/07/where-cisas-plan-securing-industrial-control-systems-intersects-private-
sector-liability-protections/166739/?&web_view=true 

 Florida lawsuit offers glimpse into estimated $1.4B ransomware toll on US businesses 
https://www.washingtonexaminer.com/politics/florida-lawsuit-offers-glimpse-into-estimated-1-4b-ransomware-toll-on-us-
businesses?&web_view=true  

 Palo Alto Networks fixes another severe flaw in PAN-OS devices 
https://www.bleepingcomputer.com/news/security/palo-alto-networks-fixes-another-severe-flaw-in-pan-os-
devices/?&web_view=true  

 Google Tsunami vulnerability scanner is now open-source 
https://securityaffairs.co/wordpress/105686/hacking/google-tsunami-open-source.html?&web_view=true 

 Vulnerabilities found in Indian video streaming app MX Player 
https://www.techradar.com/news/vulnerabilities-found-in-indian-video-streaming-app-mx-player?&web_view=true 

 Data Exchange and Collaboration Can Bring Digital Forensics Down to Size 
https://www.infosecurity-magazine.com/opinions/exchange-collaboration-forensics/?&web_view=true  
 

FRIDAY 10th July 2020 
 Australia's cyber security watch room is monitoring threats 24/7. Here's what it's like inside 

https://www.abc.net.au/news/science/2020-07-10/inside-the-australian-cyber-security-centre-watch-room/12430904 
 Trojans, Backdoors and Droppers are 3 top malware globally 

https://www.outlookindia.com/newsscroll/trojans-backdoors-and-droppers-are-3-top-malware-globally/1891337 
 German Intelligence Warns of Iranian Cyber Spying 

https://english.aawsat.com/home/article/2381616/german-intelligence-warns-iranian-cyber-spying 
 Cybercriminals are now targeting critical electricity infrastructure 

https://www.teiss.co.uk/cybercriminals-are-now-targeting-critical-electricity-infrastructure/ 
 Software isn’t Static – Preparing for Audits after COVID-19 

https://www.cbronline.com/opinion/preparing-for-software-audits 
 COVID-19 cyber-attacks: cybersecurity in the healthcare sector 

https://www.innovationnewsnetwork.com/covid-19-cyber-attacks-cybersecurity-in-the-healthcare-sector/6088/ 
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 Europe Needs a Hybrid Response to Hybrid Threats 
https://www.globsec.org/2020/07/10/europe-needs-a-hybrid-response-to-hybrid-threats/ 

 Did a Chinese hack kill Canada’s greatest tech company? 
https://www.afr.com/technology/did-a-chinese-hack-kill-canada-s-greatest-tech-company-20200706-p559gu 

 Guide: Why coronavirus pandemic means you need to be investigating potential fraud in your car dealership 
https://cardealermagazine.co.uk/publish/guide-coronavirus-pandemix-means-need-investigating-potential-fraud-car-
dealership/197375  

 More Joker malware apps chucked off Google Play Store 
http://www.worldpronews.com/81612/1166/290/f45e1b24df6012c24964672c6d93982a9e5888af 

 Magnitude EK attacks APAC region with ransomware arsenal 
https://www.thehindubusinessline.com/info-tech/magnitude-ek-attacks-apac-region-with-ransomware-
arsenal/article32050682.ece  

 Facial recognition technology is expanding rapidly across Australia. Are our laws keeping pace? 
https://techxplore.com/news/2020-07-facial-recognition-technology-rapidly-australia.html  

 New ransomware attacking APAC nations via malvertising: Report 
https://menafn.com/1100466217/New-ransomware-attacking-APAC-nations-via-malvertising-Report 

 Ransomware suspected in attack on Canada Defence Academy 
https://www.itwire.com/security/ransomware-suspected-in-attack-on-canada-defence-academy.html  

 The importance of staying up-to-date. Conti ransomware gains as Ryuk fades. Germany warns of 
Chinese companies’ data collection. Huawei’s fortunes in Canada and UK. Hushpuppi update. 
https://thecyberwire.com/podcasts/daily-podcast/1127/notes  

 How South African SMEs can survive and thrive post COVID-19 
https://www.mckinsey.com/featured-insights/middle-east-and-africa/how-south-african-smes-can-survive-and-thrive-post-
covid-19  

 Ministers fear China could launch devastating ‘cyber-9/11’ online attack on UK 
https://www.dailystar.co.uk/news/latest-news/ministersfearchina-could-launch-devastating-cyber-22341913 

 Trump confronts Putin: President confirms US launched cyberattack on Russian ‘troll farm’ 
https://www.express.co.uk/news/world/1308039/Donald-Trump-cyberattack-Russia-putin-news-world-war-3 

 Fourth Plutus tax fraud conspirator sentenced to jail 
https://www.afr.com/work-and-careers/workplace/fourth-plutus-tax-fraud-conspirator-sentenced-to-jail-20200710-p55axt 

 Frustration as Redcar and Cleveland Council continues to wait on cyber attack costs 
https://www.gazettelive.co.uk/news/teesside-news/frustration-redcar-cleveland-council-continues-18578477 

 CROSS-BORDER VAT FRAUDSTERS BUSTED IN PORTUGAL: 6 ARRESTS AND 32 INDICTMENTS 
https://www.europol.europa.eu/newsroom/news/cross-border-vat-fraudsters-busted-in-portugal-6-arrests-and-32-
indictments  

 Over 1,300 phishing kits for sale on hacker forum 
https://www.bleepingcomputer.com/news/security/over-1-300-phishing-kits-for-sale-on-hacker-forum/ 

 Mozilla reduces TLS certificate lifespan to 1 year in September 
https://www.bleepingcomputer.com/news/security/mozilla-reduces-tls-certificate-lifespan-to-1-year-in-september/ 

 US Secret Service creates new Cyber Fraud Task Force 
https://www.bleepingcomputer.com/news/security/us-secret-service-creates-new-cyber-fraud-task-force/ 

 eToro accounts peddled by the thousands on cybercrime forums 
https://www.bleepingcomputer.com/news/security/etoro-accounts-peddled-by-the-thousands-on-cybercrime-forums/ 

 Uber Eats outage in multiple countries, 'Internal Server Error" reports 
https://www.bleepingcomputer.com/news/technology/uber-eats-outage-in-multiple-countries-internal-server-error-reports/ 

 How to protect your Verizon number from SIM swapping attacks 
https://www.bleepingcomputer.com/news/security/how-to-protect-your-verizon-number-from-sim-swapping-attacks/ 

 Mobile App Fraud Jumped in Q1 as Attackers Pivot from Browsers 
https://www.darkreading.com/attacks-breaches.asp  

 As Offices Reopen, Hardware from Home Threatens Security 
https://www.darkreading.com/edge/theedge/as-offices-reopen-hardware-from-home-threatens-security/b/d-id/1338330 

 Google reportedly under antitrust investigation in California 
https://www.cnet.com/news/google-reportedly-under-antitrust-investigation-in-california/ 

 Facebook reportedly considers political ad ban ahead of US election 
https://www.cnet.com/news/facebook-reportedly-considers-ban-on-political-ads-ahead-of-us-election/ 

 USB storage devices: Convenient security nightmares 
https://www.helpnetsecurity.com/2020/07/10/usb-storage-devices-convenient-security-nightmares/ 

 Attackers are probing Citrix controllers and gateways through recently patched flaws 
https://www.helpnetsecurity.com/2020/07/10/probing-citrix-adc-gateway/ 

 Pub-Goers at Risk of Cyber-Attacks as Lockdown Eases 
https://www.infosecurity-magazine.com/news/pubgoers-risk-cyberattacks/  

 Cloud Adoption Held Back by Data Loss and Compliance Fears 
https://www.infosecurity-magazine.com/news/cloud-adoption-held-back-data-loss/ 
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 Google to Restrict Ads for Tracking Technology, Spyware 
https://www.bloomberg.com/news/articles/2020-07-10/google-to-restrict-advertising-of-tracking-technology-
spyware?srnd=technology-vp  

 Vulnerability Found in Kasa Camera 
https://www.infosecurity-magazine.com/news/vulnerability-found-in-kasa-camera/ 

 Californian Jailed Over Identity Theft Scheme Targeting Military 
https://www.infosecurity-magazine.com/news/californian-jailed-over-identity/ 

 EU assessing supervisors' responsibilities over Wirecard scandal: Dombrovskis 
https://www.reuters.com/article/us-wirecard-accounts-probe-eu/eu-assessing-supervisors-responsibilities-over-wirecard-
scandal-dombrovskis-idUSKBN24B1JH  

 Police Buy Hacked Data, to Fish for Evidence—Is That Even Legal? 
https://securityboulevard.com/2020/07/police-buy-hacked-data-to-fish-for-evidence-is-that-even-legal/ 

 Report: Digital Transformation Increases Cyber Risk 
https://securityboulevard.com/2020/07/report-digital-transformation-increases-cyber-risk/  

 More than half of Canadians admit to have been a victim of cybercriminals 
https://securityboulevard.com/2020/07/more-than-half-of-canadians-admit-to-have-been-a-victim-of-cybercriminals/ 

 U.S. universities at risk of back-to-school and Covid-19 email fraud 
https://www.scmagazine.com/home/email-security/u-s-universities-at-risk-of-back-to-school-and-covid-19-email-fraud/ 

 Citrix, Juniper and VMware patch array of vulnerabilities 
https://www.scmagazine.com/home/security-news/citrix-juniper-and-vmware-patch-array-of-vulnerabilities/  

 Flaws in SETracker watch app posed danger to dementia patients 
https://www.scmagazine.com/home/security-news/flaws-in-setracker-watch-app-posed-danger-to-dementia-patients/ 

 Cyber investment up 940% during pandemic - but falls for seed startups 
https://www.scmagazineuk.com/cyber-investment-940-during-pandemic-falls-seed-startups/article/1689143 

 Hackers attack ride hailing app SWVL, access user information 
https://nairobinews.nation.co.ke/editors-picks/hackers-attack-ride-hailing-app-swvl-access-user-
information?&web_view=true 

 New Fraud Ring "Bargain Bear" Brings Sophistication to Online Crime 
https://www.darkreading.com/vulnerabilities---threats/new-fraud-ring--bargain-bear--brings-sophistication-to-online-
crime/d/d-id/1338303?&web_view=true 

 More pre-installed malware has been found in budget US smartphones 
https://www.zdnet.com/article/more-pre-installed-malware-has-been-found-in-budget-us-smartphones/?&web_view=true 

 Secure Legacy Systems to Protect Against Cybersecurity Threats 
https://securityintelligence.com/posts/secure-legacy-systems-cybersecurity/?&web_view=true 

 Zoom zero-day flaw allows code execution on victim’s Windows machine 
https://www.helpnetsecurity.com/2020/07/09/zoom-zero-day-windows/?&web_view=true 

 Pirated WordPress Plugins Bundled with Backdoors 
https://blog.sucuri.net/2020/07/pirated-wordpress-plugins-bundled-with-backdoors.html?&web_view=true 

 Strong cybersecurity strategy is no longer a luxury for small businesses 
https://www.cnbc.com/2020/07/09/op-ed-strong-cybersecurity-strategy-is-no-longer-a-luxury-for-small-
businesses.html?&web_view=true  

 Smartwatch vulnerability allowed hackers to overdose dementia patients 
https://www.hackread.com/smartwatch-vulnerability-hackers-overdose-dementia-patients/?&web_view=true 

 Cyber-Attack Downs Alabama County’s Network 
https://www.infosecurity-magazine.com/news/cyberattack-downs-alabama-countys/?&web_view=true 

 Fake Outlook Credential Upgrade Campaign Phishes for Employee Credentials 
https://hotforsecurity.bitdefender.com/blog/fake-outlook-credential-upgrade-campaign-phishes-for-employee-credentials-
23694.html?&web_view=true 

 Virginia Tech launches online coding, cybersecurity bootcamps 
https://edscoop.com/virginia-tech-launches-online-coding-cybersecurity-bootcamps/?&web_view=true  

 Honeywell Sees Rise in USB-Borne Malware That Can Cause Major ICS Disruption 
https://www.securityweek.com/honeywell-sees-rise-usb-borne-malware-can-cause-major-ics-disruption?&web_view=true 

 Using Adversarial Machine Learning, Researchers Look to Foil Facial Recognition 
https://www.darkreading.com/threat-intelligence/using-adversarial-machine-learning-researchers-look-to-foil-facial-
recognition/d/d-id/1338326?&web_view=true  

 Hackers claimed $158 million in fake unemployment checks by stealing taxpayers’ identities 
https://www.yahoo.com/lifestyle/system-mechanic-unemployment-check-scam-223350971.html?&web_view=true 

 Secret Service merging electronic and financial crime task forces to combat cybercrime 
https://www.cyberscoop.com/secret-service-reorganization-task-force-cybercrime-financial-crime/?&web_view=true 

 'Don't click': ATO warns of new tax scam 
https://au.finance.yahoo.com/news/ato-scam-230424282.html?&web_view=true 

 DIU looks to automate cyberthreat detection for military IT networks 
https://www.fedscoop.com/cybersecurity-automation-tool-diu/?&web_view=true  
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 Backdoor accounts discovered in 29 FTTH devices from Chinese vendor C-Data 
https://www.zdnet.com/article/backdoor-accounts-discovered-in-29-ftth-devices-from-chinese-vendor-c-
data/?&web_view=true 

 Notorious Phorpiex Botnet Rises Again, Doubling Its Global Impact On Organizations 
https://finance.yahoo.com/news/june-2020-most-wanted-malware-100010951.html?&web_view=true 

 Decoding the Impact of Ransomware Attacks on Cities 
https://cyware.com/news/decoding-the-impact-of-ransomware-attacks-on-cities-d7bc33e7  

 Signal’s New PIN Feature Worries Cybersecurity Experts 
https://www.vice.com/en_us/article/pkyzek/signal-new-pin-feature-worries-cybersecurity-experts?&web_view=true 

 FakeSpy Android Malware Targets Legitimate Postal snd Transportation Services 
https://cyware.com/news/fakespy-android-malware-targets-legitimate-postal-snd-transportation-services-8c521b35  

 Maze Ransomware Claims Attack on Xerox Corporation 
https://cyware.com/news/maze-ransomware-claims-attack-on-xerox-corporation-c30b59e0  

 POS Malware Leverages DNS for Secret Communications 
https://cyware.com/news/pos-malware-leverages-dns-for-secret-communications-49a90b99 

 Hacker Left Ransom Notes on 22,900 Exposed MongoDB Databases 
https://cyware.com/news/hacker-left-ransom-notes-on-22900-exposed-mongodb-databases-2c0cbd01  

 TrickBot Uses Screen Resolution as Anti-VM Checks to Evade Analysis 
https://cyware.com/news/trickbot-uses-screen-resolution-as-anti-vm-checks-to-evade-analysis-6466fd84  
[End] 
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