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SATURDAY 11t July 2020

¢ National cyber resilience strategy needed to protect Australia’s small businesses
https://www.aspistrategist.org.au/national-cyber-resilience-strategy-needed-to-protect-australias-small-businesses/

¢ Social engineering hacks weaken cyber security during the pandemic
https://www.reseller.co.nz/article/681214/social-engineering-hacks-weaken-cyber-security-during-pandemic/

¢ Japan Threat Report: Extended Enterprise Under Threat
https://www.carbonblack.com/resources/global-threat-report-extended-enterprise-under-attack-japan/

e Service Providers Under Attack — US Secret Service Describes Ransomware Threat To MSPs
https://www.cybernewsgroup.co.uk/service-providers-under-attack-us-secret-service-describes-ransomware-threat-to-
msps/

¢ India’s power grids under threat of cyber attacks
https://www.sundayguardianlive.com/news/indias-power-grids-threat-cyber-attacks

e China's Cyber Warfare Capabilities
http://www.indiandefencereview.com/news/chinas-cyber-warfare-capabilities/

¢ Does India have offensive cyber capabilities?
https://www.medianama.com/2020/07/223-does-india-have-offensive-cyber-capabilities/

o Dubai presses right keys on cyber security
https://www.qgulftoday.ae/opinion/2020/07/09/dubai-presses-right-keys-on-cyber-security

¢ Long-Planned and Bigger Than Thought: Strike on Iran’s Nuclear Program
https://www.nytimes.com/2020/07/10/world/middleeast/iran-nuclear-trump.html

o Ex-cyber officials: Iran may change aggressive policies until licks wounds
https://www.jpost.com/middle-east/a-one-two-or-six-punch-634593

o Targeted Digital Threats in the Middle East and North Africa
https://timep.org/commentary/analysis/targeted-digital-threats-in-the-middle-east-and-north-africa/

¢ Risk of USB threats to industrials doubled in the past year: Honeywell Research
https://www.refiningandpetrochemicalsme.com/products-services/28850-risk-of-usb-threats-to-industrials-doubled-in-the-
past-year-honeywell-research

o Citing thwarted cyber attack in Israel, Solarium member urges stronger controls for water sector
https://insidecybersecurity.com/daily-news/citing-thwarted-cyber-attack-israel-solarium-member-urges-stronger-controls-
water-sector
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Ca: Four military schools in Canada suffer cyberattacks
https://www.databreaches.net/ca-four-military-schools-in-canada-suffer-cyberattacks/

[South Africa] Vodacom Business partners with Cloudflare to enhance cyber resilience
https://africabusinesscommunities.com/tech/tech-news/south-africa-vodacom-business-partners-with-cloudflare-to-
enhance-cyber-resilience/

The Epidemic of Scam Phone-Calls in Nigeria

https://www.africabusinessradio.com/content/623

More pre-installed malware has been found in budget US smartphones
https://www.cybersecurity-review.com/news-july-2020/more-pre-installed-malware-has-been-found-in-budget-us-
smartphones/

Romania: ANSPDCP fines Proleasing Motors €15,000 for inadequate data security measures
https://www.dataguidance.com/news/romania-anspdcp-fines-proleasing-motors-€15000-inadequate-data-security-
measures

India in US-Russia rivalry over cybersecurity
https://www.tribuneindia.com/news/nation/india-in-us-russia-rivalry-over-cybersecurity-111556

Tony Blair tells Russian infosec conference that cross-border infosec policies need more gov
intervention

https://www.theregister.com/2020/07/10/tony_blair_speech_cyber_polygon conference/

Chilton County records system affected by Ransomware attack
https://www.newsbreak.com/news/OPYfL G3G/chilton-county-records-system-affected-by-ransomware-attack
South Africa inadequately prepared for digital age: Tebele Luthuli
https://www.sabcnews.com/sabcnews/south-africa-inadequately-prepared-for-digital-age-tebele-luthuli/

Slack vulnerability allowed attackers to smuggle malicious files onto victims’ devices
https://portswigger.net/daily-swig/slack-vulnerability-allowed-attackers-to-smuggle-malicious-files-onto-victims-devices
US Secret Service Forms Cyber Fraud Task Force
https://www.govinfosecurity.com/us-secret-service-forms-cyber-fraud-task-force-a-14602

5 Billion Unique Credentials Circulating on Darknet
https://www.govinfosecurity.com/5-billion-unique-credentials-circulating-on-darknet-a-14596

Over 1,300 phishing kits for sale'on hacker forum
https://www.bleepingcomputer.com/news/security/over-1-300-phishing-kits-for-sale-on-hacker-forum/

Mozilla reduces TLS certificate lifespan to 1 year in September
https://www.bleepingcomputer.com/news/security/mozilla-reduces-tls-certificate-lifespan-to-1-year-in-september/
eToro accounts peddled by the thousands on cybercrime forums
https://www.bleepingcomputer.com/news/security/etoro-accounts-peddled-by-the-thousands-on-cybercrime-forums/
Uber Eats outage in multiple countries, ‘Internal Server Error" reports
https://www.bleepingcomputer.com/news/technology/uber-eats-outage-in-multiple-countries-internal-server-error-reports/
TrickBot malware mistakenly warns victims that they are infected
https://www.bleepingcomputer.com/news/security/trickbot-malware-mistakenly-warns-victims-that-they-are-infected/
Zoom fixes zero-day RCE bug affecting Windows 7, more updates soon
https://www.bleepingcomputer.com/news/security/zoom-fixes-zero-day-rce-bug-affecting-windows-7-more-updates-soon/
Russian hacker found guilty for Dropbox, LinkedIn, and Formspring breaches
https://www.zdnet.com/article/russian-hacker-found-guilty-for-dropbox-linkedin-and-formspring-breaches/
Researchers create magstripe versions from EMV and contactless cards
https://www.zdnet.com/article/researchers-create-magstripe-versions-of-emv-and-contactless-cards/

Backdoor accounts discovered in 29 FTTH devices from Chinese vendor C-Data
https://www.zdnet.com/article/backdoor-accounts-discovered-in-29-ftth-devices-from-chinese-vendor-c-data/
Cyber investment up 940% during pandemic - but falls for seed startups
https://www.scmagazineuk.com/cyber-investment-940-during-pandemic-falls-seed-startups/article/1689143

POS Malware Leverages DNS for Secret Communications
https://cyware.com/news/pos-malware-leverages-dns-for-secret-communications-49a90b99

SUNDAY 12t July 2020

UK 'on alert for China cyber attack’ in retaliation for Hong Kong
https://metro.co.uk/2020/07/12/ministers-fear-cyber-attack-uk-relations-worsen-china-12978970/
Indonesia beefs up cyber security after data breaches
https://www.straitstimes.com/asia/se-asia/indonesia-beefs-up-cyber-security-after-data-breaches
The threat of Chinese cyber-attack is looming over India
https://www.newdelhitimes.com/the-threat-of-chines-cyber-attack-is-looming-over-india/

Series of mystery blasts in Iran: what we know so far
https://indianexpress.com/article/explained/iran-blasts-natanz-nuclear-facility-explained-6501967/
Cyber experts urge Australia to develop local capability to defend against hackers
https://www.smh.com.au/politics/federal/cyber-experts-urge-australia-to-develop-local-capability-to-defend-against-
hackers-20200710-p55b1t.ntmI?&web view=true
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How North Korea’s army of hackers stole $2bn through cyber bank heists
https://www.telegraph.co.uk/technology/2020/07/12/north-koreas-army-hackers-stole-2bn-cyber-bank-heists/

Former MI6 chief claims there is ‘close linkage' between Huawei and Chinese military
https://www.telegraph.co.uk/politics/2020/07/12/former-mi6-chief-claims-close-linkage-huawei-chinese-military/
Cyberwarfare statistics: A decade of geopolitical attacks

https://www.privacyaffairs.com/geopolitical-attacks/

Germany proposes first-ever use of EU cyber sanctions over Russia hacking
https://www.dw.com/en/germany-proposes-first-ever-use-of-eu-cyber-sanctions-over-russia-hacking/a-54144559

NCC warns telecom operators on ‘ransomware’ cyber-attack
https://www.premiumtimesng.com/business/business-news/231423-ncc-warns-telecom-operators-on-ransomware-cyber-
attack.html

Jump in cyber attacks during Covid-19 confinement - SWI swissinfo.ch
https://menafn.com/1100470838/Jump-in-cyber-attacks-during-Covid-19-confinement-SWI-swissinfoch

Patient data was potentially compromised after ransomware attack on St. Mary’s Health Care
contractor
https://www.newsbreak.com/georgia/athens/news/0PZYrht3/patient-data-was-potentially-compromised-after-
ransomware-attack-on-st-marys-health-care-contractor

Cybercriminals send ransomware to users of out-of-date web browser in APAC
https://pia.gov.ph/press-releases/releases/1047385

Video: Be Cyber Aware At Sea

https://www.maritime-executive.com/article/video-be-cyber-aware-at-sea

India bank fraud: Teenager opens fake State Bank Of India branch to make money
https://qulfnews.com/world/asia/india/india-bank-fraud-teenager-opens-fake-state-bank-of-india-branch-to-make-money-
1.1594548777663

Malware adds online sandbox detection to evade analysis
https://www.bleepingcomputer.com/news/security/malware-adds-online-sandbox-detection-to-evade-analysis/

DNC issues fresh warning on TikTok, citing data security risks
https://www.cyberscoop.com/tiktok-dnc-security-concerns/

MONDAY 13 July 2020

Major cyber attack would be worse than COVID-19
https://www.afr.com/politics/federal/major-cyber-attack-would-be-worse-than-covid-19-202007 12-p55ba9
Investment needed to secure digital safety
https://www.wellingtontimes.com.au/story/6829792/investment-needed-to-secure-digital-safety/

Not enough being done to combat email fraud in A/NZ - report
https://securitybrief.com.au/story/not-enough-being-done-to-combat-email-fraud-in-a-nz-report

Dunzo, Elyments apps suffer cyber attack
https://www.deccanherald.com/specials/dunzo-elyments-apps-suffer-cyber-attack-860556.html

Report: UAE repelled over 100,000 cyber-attacks in June

https://www.middleeastmonitor.com/202007 13-report-uae-repelled-over-100000-cyber-attacks-in-june/

How the UAE faces its national security challenges
https://gulfnews.com/opinion/op-eds/how-the-uae-faces-its-national-security-challenges-1.72568169

Report: US, UK, India Among Countries Experiencing Most ‘Significant’ Cyber-attacks
https://www.israeldefense.co.il/en/node/44090

BGU researchers find it's easy to get personal data from Zoom screenshot
https://www.jpost.com/cybertech/bgu-researchers-find-its-easy-to-get-personal-data-from-zoom-screenshots-634917
Israel, US developing shared strategy to counter Iran nuclear program, US officials reveal
https://www.middleeastmonitor.com/20200713-israel-us-developing-shared-strategy-to-counter-iran-nuclear-program-us-
officials-reveal/

"China will certainly launch a cyber attack on the UK after Huawei's removal”
https://www.Ibc.co.uk/radio/presenters/tom-swarbrick/china-huawei-cyber-attack/

Trump taking responsibility for Russia cyber attack could backfire
https://tech.newstatesman.com/security/trump-russia-attack-backfire

EU Commissioner Mariya Gabriel highlights tech duopolies as a cybersecurity concern
https://www.medianama.com/2020/07/223-tech-duopolies-cybercrime-concern-eu-commissioner-marya-gabriel/

UK cyber security agency creates tool to test what would happen if you were hit by a cyber while
working from home
https://www.independent.co.uk/life-style/gadgets-and-tech/news/cyber-attack-online-working-from-home-security-ncsc-
national-council-a9616231.html

Cybercrime to cost global economy $6 trillion by 2021
https://www.strategic-risk-europe.com/home/cybercrime-to-cost-global-economy-6-trillion-by-2021/1433849.article
The UK wants the ‘Five Eyes’ to fund and procure Huawei alternatives
https://telecomstechnews.com/news/2020/jul/13/uk-five-eyes-fund-procure-huawei-alternatives/
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The Why, What, and When of Cybersecurity for Rail Networks
https://www.railwaygazette.com/sponsored-content/the-why-what-and-when-of-cybersecurity-for-rail-
networks/56938.article

Are we leaving our phones wide open to criminals?
https://www.ecclesiastical.com/media-centre/smartphone-cyber-risks/

Hacker breaches security firm in act of revenge
https://www.cybersecurity-review.com/news-july-2020/hacker-breaches-security-firm-in-act-of-revenge/

Cyber security threat as top government officials lose 316 mobile devices
http://www.thecommentator.com/article/7720/cyber security threat as top government officials lose 316 mobile devi
ces

COVID-19 — The role of security teams and the emerging cyber threats
https://www.teiss.co.uk/covid-19-the-role-of-security-teams-and-the-emerging-cyber-threats/

A game of 'cat and mouse': Hacking attacks on hospitals for patient data increase during coronavirus
pandemic
https://eu.usatoday.com/story/news/health/2020/07/12/hospitals-see-rise-patient-data-hacking-attacks-during-covid-
19/5403402002/

Digital contact tracing’s mixed record abroad spells trouble for US efforts to rein in COVID-19
https://www.teiss.co.uk/digital-contact-tracings-mixed-record-abroad-spells-trouble-for-us-efforts-to-rein-in-covid-19/
How COVID-19 impacts telecom operators’ economics
https://news.itu.int/how-covid-19-impacts-telecom-operators-economics/

EASA takes important step to increase cybersecurity of aircraft
https://www.easa.europa.eu/newsroom-and-events/news/easa-takes-important-step-increase-cybersecurity-aircraft
Ransomware Attacks on Manufacturing Yield an Average Payout of $271K
https://blog.knowbe4.com/ransomware-attacks-on-manufacturing-yield-an-average-payout-of-27 1k

KVKK, Swvl, Dunzo suffers data breach, 25,000 UAE police data on sale on dark web forum, and more
https://cloudsek.com/threatintel/kvkk-swvl-dunzo-suffers-data-breach-25000-uae-police-data-on-sale-on-dark-web-forum-
and-more/

Majority of UAE firms fall victim to public cloud cybersecurity incidents: Sophos
https://www.tahawultech.com/industry/technology/maijority-of-uae-firms-fall-victim-to-public-cloud-cybersecurity-incidents-
sophos/

Nigeria: Report - 86% of Organisations Fall Victim to Cybercrime
https://allafrica.com/stories/202007130376.html

Public cloud cybersecurity incidents hit 60% of SA organisations
https://itweb.africa/content/xnklOvzL3ppM4Ymz

Ukraine government arrests database hack suspect
https://portswigger.net/daily-swig/ukraine-arrests-government-database-hack-suspect

Wells Fargo Bans TikTok App on Company Devices
https://www.govinfosecurity.com/wells-fargo-bans-tiktok-app-on=company-devices-a-14606

Billing Vendor Breach Affects 275,000
https://www.govinfosecurity.com/billing-vendor-breach-affects-275000-a-14607

Coronavirus scams: How to protect yourself from identity theft during COVID-19
https://www.cnet.com/how-to/coronavirus-scams-how-to-protect-yourself-from-identity-theft-during-covid-19/
Australians report more than A$30m lost due to investment scams in H1 2020
https://financefeeds.com/australians-report-a30m-lost-due-investment-scams-h1-2020/

US swoop on UK Unaoil probe suspect risked rift in DOJ-SFO relations
https://mlexmarketinsight.com/insights-center/editors-picks/area-of-expertise/anti-bribery-and-corruption/us-swoop-on-uk-
unaoil-probe-suspect-risked-rift-in-doj-sfo-relations

UK retail investors fall victim to ‘impersonation fraud’
https://www.ft.com/content/7054eed5-990f-405e-a38e-a87615b322fb

COVID-19 Cybercrime Capitalizing on Brazil’s Government Assistance Program
https://anticorruptiondigest.com/2020/07/13/covid-19-cybercrime-capitalizing-on-brazils-government-assistance-
program/#ixzz6Sa9M9VRY

New AgeLocker Ransomware uses Googler's utility to encrypt files
https://www.bleepingcomputer.com/news/security/new-agelocker-ransomware-uses-googlers-utility-to-encrypt-files/
Critical SAP Recon flaw exposes thousands of customers to attacks
https://www.bleepingcomputer.com/news/security/critical-sap-recon-flaw-exposes-thousands-of-customers-to-attacks/
This botnet has surged back into action spreading a new ransomware campaign via phishing emails
https://www.zdnet.com/article/this-botnet-has-surged-back-into-action-spreading-a-new-ransomware-campaign-via-
phishing-emails/

Has your iPhone, iPad, or iPod touch been hacked? Here's how to find out
https://www.zdnet.com/article/has-your-iphone-ipad-or-ipod-touch-been-hacked-heres-how-to-find-out/

What is ransomware? Everything you need to know about one of the biggest menaces on the web
https://www.zdnet.com/article/ransomware-an-executive-guide-to-one-of-the-biggest-menaces-on-the-web/
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The real reason Apple is warning users about MacBook camera covers
https://www.zdnet.com/article/the-real-reason-apple-is-warning-users-about-macbook-camera-covers/

Google: Mitigating disinformation and foreign influence through social media a joint effort
https://www.zdnet.com/article/google-mitigating-disinformation-and-foreign-influence-through-social-media-a-joint-effort/
The Enemy Within: How Insider Threats Are Changing
https://threatpost.com/the-enemy-within-how-insider-threats-are-changing/157302/

Bitcoin Thieves Hit Cashaa

https://www.infosecurity-magazine.com/news/bitcoin-thieves-hit-cashaa/

Belgium Suffers First Jackpotting Attack
https://www.infosecurity-magazine.com/news/belgium-suffers-first-jackpotting/

Personal Data of the Average Brit Held by at Least 39 Different Organizations
https://www.infosecurity-magazine.com/news/organizations-personal-data-brit/

Major cyber attack would be worse than COVID-19
https://www.afr.com/politics/federal/major-cyber-attack-would-be-worse-than-covid-19-20200712-

p55ba9?&web view=true

India worst hit by public Cloud security incidents: Survey
https://ciso.economictimes.indiatimes.com/news/india-worst-hit-by-public-cloud-security-incidents-
survey/76936006?&web_view=true

Cyberwarfare: The changing role of force
https://www.helpnetsecurity.com/2020/07/13/cyber-conflict/?web_view=true

Records of 45 million+ travelers to Thailand and Malaysia surfaced in the darkweb
https://securityaffairs.co/wordpress/105812/data-breach/travelers-to-thailand-malaysia-darkweb.htm|?&web view=true
Go Phish: Cybercriminals Stick to Coronavirus and Financial Content to Fuel Phishing Schemes
https://hotforsecurity.bitdefender.com/blog/go-phish-cybercriminals-stick-to-coronavirus-and-financial-content-to-fuel-
phishing-schemes-23708.html?web view=true

Personal details and SSNs of 40,000 US citizens available for sale
https://securityaffairs.co/wordpress/105837/malware/40000-us-citizens-darkweb.html?&web view=true
Vulnerability Found in Kasa Camera
https://www.infosecurity-magazine.com/news/vulnerability-found-in-kasa-camera/?&web view=true

Spox Phishing Kit Harvests Chase Bank Credentials
https://blog.sucuri.net/2020/07/spox-phishing-kit-harvests-chase-bank-credentials.html?web_view=true

TUESDAY 14t July 2020

Cyber attacks: Australia the sixth most targeted country in world
https://www.9news.com.au/national/cyber-attacks-australia-sixth-most-hacked-country-in-world-new-data-
reveals/4a762e06-9342-4¢8a-a7af-1632a1d1042a

Australian enterprises facing more cyber attacks
https://www.computerweekly.com/news/252486091/Australian-enterprises-facing-more-cyber-attacks

Cyberattack could cost Australia $30b
https://ia.acs.org.au/article/2020/cyberattack-could-cost-australia--30b.html

Decoding Cyberattack on Australia
https://idsa.inlidsacomments/decoding-cyberattack-on-australia-kroy-140720

Attack volumes, breach levels and security investment all rise in Australia
https://securitybrief.com.au/story/attack-volumes-breach-levels-and-security-investment-all-rise-in-australia

Our cybersecurity isn’t just under attack from foreign states. There are holes in the government’s
approach
https://theconversation.com/our-cybersecurity-isnt-just-under-attack-from-foreign-states-there-are-holes-in-the-
governments-approach-137403

Labor calls for cyber security boost

https://www.skynews.com.au/details/ 6171422655001

Blaming employees for a cyber security attack is toxic
https://ciotechasia.com/blaming-employees-for-a-cyber-security-attack-is-toxic/

Remote working during coronavirus pandemic leads to rise in cyber-attacks, say security
professionals
https://portswigger.net/daily-swig/remote-working-during-coronavirus-pandemic-leads-to-rise-in-cyber-attacks-say-
security-professionals

DMARC solution coming to New Zealand

https://securitybrief.co.nz/story/dmarc-solution-coming-to-new-zealand

Waiting For A Cybersecurity disaster to happen
https://spoindia.org/waiting-for-a-cybersecurity-disaster-to-happen/

Spurt in cyber attacks on Indian firms and users in times of Covid-19
https://www.business-standard.com/article/technology/spurt-in-cyber-attacks-on-indian-firms-and-users-in-times-of-covid-
19-120071400919 1.html
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Middle East braces itself for cyber warfare
https://www.gtreview.com/magazine/volume-18-issue-3/middle-east-braces-cyber-warfare/

New ransomware targeting Asian nations using malvertising: Kaspersky
https://www.gadgetsnow.com/tech-news/new-ransomware-targeting-asian-nations-using-malvertising-
kaspersky/articleshow/76946175.cms?utm_source=contentofinterest&utm medium=text&utm campaign=cppst
US and Israel shift from sanctions to alleged sabotage against Iran
https://www.atlanticcouncil.org/blogs/iransource/us-and-israel-shift-from-sanctions-to-alleged-sabotage-against-iran/
Russia’s Basic Principles and the Cyber-Nuclear Nexus
https://www.europeanleadershipnetwork.org/commentary/russias-basic-principles-and-the-cyber-nuclear-nexus/
Covid-19 cyber security: the ultimate guide
https://www.thesmallbusinesssite.co.za/2020/07/14/covid-19-cyber-security-the-ultimate-guide-2/

Huawei 5G kit must be removed from UK by 2027

https://www.bbc.co.uk/news/technology-53403793

Huawei: Why is it being banned from the UK's 5G network?
https://www.bbc.co.uk/news/newsbeat-47041341

For Sale: Hacked Data On 142 Million MGM Hotel Guests
https://www.forbes.com/sites/leemathews/2020/07/14/mgm-142-million-guests-hacked/#66eea58c5294

Second Catalan politician says phone was targeted by spyware
https://www.cybersecurity-review.com/news-july-2020/second-catalan-politician-says-phone-was-targeted-by-spyware/
Why Your Cybersecurity Is At Risk: Google Detects 18M Covid-19-Related Malware Messages A
Day

https://www.gqg.com.au/entertainment/tech/why-your-cybersecurity-is-at-risk-google-detects-18m-covid 19related-
malware-messages-a-day/image-gallery/1293e01685¢c4be392d81b02675¢26f36

Ransomware warning: Now attacks are stealing data as well as encrypting it
https://www.zdnet.com/article/ransomware-warning-now-attacks-are-stealing-data-as-well-as-encrypting-it/
‘Name-and-shame’ ransomware attacks increasing in prevalence
https://www.computerweekly.com/news/252486094/Name-and-shame-ransomware-attacks-increasing-in-prevalence
Emsisoft predicts about 11% of ransomware attacks will result in data theft
https://www.itwire.com/security/emsisoft-predicts-about-11-of-ransomware-attacks-will-result-in-data-theft.html
Collabera hacked: IT staffing'n'services giant hit by ransomware, employee personal data stolen
https://www.theregister.com/2020/07/14/collabera_ransomware/

FBI warning schools to create a ransomware attack plan

https://youtu.be/riLts U9IKil

DXC Technology’s Subsidiary Becomes the Latest Victim of Ransomware Attackers
https://nearshoreamericas.com/dxc-technologys-subsidiary-victim-ransomware-attackers/

Public cloud services under cyber security threat in SA
https://www.itweb.co.za/content/JN1gPvOYkI3MjL6m/mraYAyModDqJ38Nb

Lakeland Community College hit by ransomware attack
https://www.newsbreak.com/news/0ONyfNJh3/lakeland-community-college-hit-by-ransomware-attack

ESET uncovers chat app malware spying and stealing user's data
https://securitybrief.eu/story/eset-uncovers-chat-app-malware-spying-and-stealing-user-s-data

Advice — ransomware attack
https://eastlancsceg.nhs.uk/covid-19-coronavirus/9-news/500-advice-ransomware-attack

Online Surveillance, Censorship, and Discrimination for LGBTQIA+ Community Worldwide
https://www.recordedfuture.com/Igbtgia-community-cyber-threats/

LiveAuctioneers Confirms Breach After Records Posted for Sale
https://www.govinfosecurity.com/liveauctioneers-confirms-breach-after-records-posted-for-sale-a-14619

Israeli Court Dismisses Complaint Against NSO Group
https://www.govinfosecurity.com/israeli-court-dismisses-complaint-against-nso-group-a-14616

Yet Again, Vulnerabilities Found in a Router
https://www.govinfosecurity.com/yet-again-vulnerabilities-found-in-router-a-14611

A Hacker is Attempting to Sell a Las Vegas Hotel Database for Crypto
http://news.leportale.com/doc?id=216626636

Fraudulent relief claims spread rapidly around the world during COVID-19 | South Africa
https://iclg.com/briefing/13924-fraudulent-relief-claims-spread-rapidly-around-the-world-during-covid-19-south-africa
Android chat app uses public code to spy, exposes user data
https://www.bleepingcomputer.com/news/security/android-chat-app-uses-public-code-to-spy-exposes-user-data/
New GoldenHelper malware found in official Chinese tax software
https://www.bleepingcomputer.com/news/security/new-goldenhelper-malware-found-in-official-chinese-tax-software/
Wattpad data breach exposes account info for millions of users
https://www.bleepingcomputer.com/news/security/wattpad-data-breach-exposes-account-info-for-millions-of-users/
WhatsApp is down, users reporting worldwide outage
https://www.bleepingcomputer.com/news/software/whatsapp-is-down-users-reporting-worldwide-outage/
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Cisco fixes critical pre-auth flaws allowing router takeover
https://www.bleepingcomputer.com/news/security/cisco-fixes-critical-pre-auth-flaws-allowing-router-takeover/
Latin America: Coronavirus quarantine put trans rights in spotlight
https://anticorruptiondigest.com/2020/07/14/latin-america-coronavirus-quarantine-put-trans-rights-in-
spotlight/#ixzz6Sa8jihWwQ

Microsoft patches critical wormable SigRed bug in Windows DNS Server
https://www.bleepingcomputer.com/news/security/microsoft-patches-critical-wormable-sigred-bug-in-windows-dns-
server/

99% of Websites at Risk of Attack Via JavaScript Plug-ins
https://www.darkreading.com/attacks-breaches/99--of-websites-at-risk-of-attack-via-javascript-plug-ins/d/d-id/1338344
Remote workers in Singapore aware of security rules, but still break them anyway
https://www.zdnet.com/article/remote-workers-in-singapore-aware-of-security-rules-but-still-break-them-anyway/
'Booyaaa’: Australian Federal Police use of Clearview Al detailed
https://www.zdnet.com/article/booyaaa-australian-federal-police-use-of-clearview-ai-detailed/

RECON bug lets hackers create admin accounts on SAP servers
https://www.zdnet.com/article/recon-bug-lets-hackers-create-admin-accounts-on-sap-servers/

Welcome Chat as a secure messaging app? Nothing could be further from the truth
https://www.welivesecurity.com/2020/07/14/welcome-chat-secure-messaging-app-nothing-further-truth/
TikTok, Bracing for Scrutiny in Australia, Seeks to Reassure Lawmakers
https://www.wsj.com/articles/tiktok-bracing-for-scrutiny-in-australia-seeks-to-reassure-lawmakers-11594729418
US Army Seeks Cryptocurrency Tracing Tools
https://www.infosecurity-magazine.com/news/us-army-seeks-cryptocurrency/

Millions of Logins from UK Ticket Site for Sale on Dark Web
https://www.infosecurity-magazine.com/news/millions-logins-uk-ticket-site/

RATicate malware gang goes commercial
https://nakedsecurity.sophos.com/2020/07/14/raticate-malware-gang-goes-commercial/

Digicert revokes a raft of web security certificates
https://nakedsecurity.sophos.com/2020/07/13/digicert-revokes-a-raft-of-web-security-certificates/
Cyberattackers Continue to Target Australian Organizations - MedFin is the Latest Target
https://cyware.com/news/cyberattackers-continue-to-target-australian-organizations-medfin-is-the-latest-target-df1bab80
Critical Industrial Control Systems on Target Again - Its Snake Ransomware This Time
https://cyware.com/news/critical-industrial-control-systems-on-target-again-its-snake-ransomware-this-time-90258081
Mac Ransomware OSX.ThiefQuest Using Pirated Software
https://cyware.com/news/mac-ransomware-osxthiefquest-using-pirated-software-fb1f65bb

Excel 4.0 Macro Tricks Still In Use By Avaddon Ransomware
https://cyware.com/news/excel-40-macro-tricks-still-in-use-by-avaddon-ransomware-0f51189f

With Malware like Try2Cry, USB-based Malware Propagation May Never Phase-Out
https://cyware.com/news/with-malware-like-try2cry-usb-based-malware-propagation-may-never-phase-out-887d8a1d
Government operated Trinity Metro under attack by NetWalker
https://cyware.com/news/government-operated-trinity-metro-under-attack-by-netwalker-13dc627¢c

Hackers Exploiting Critical Bug in F5 BIG-IP
https://cyware.com/news/hackers-exploiting-critical-bug-in-f5-big-ip-57193666

Thanos is Using RIPlace Technique to Hide Itself
https://cyware.com/news/thanos-is-using-riplace-technique-to-hide-itself-640bd5a9

U.S. Schools and Colleges Witness a Huge Rise in Number of Leaked Records
https://cyware.com/news/us-schools-and-colleges-witness-a-huge-rise-in-number-of-leaked-records-e2500b9a
Glupteba - Time to Blow Away the Cobwebs
https://cyware.com/news/glupteba-time-to-blow-away-the-cobwebs-02562b53

Ransomware Delivered via Phishing Emails in Vogue
https://cyware.com/news/ransomware-delivered-via-phishing-emails-in-vogue-ddc237a0

Flaws in the government's cybersecurity approach increases risks from foreign attackers
https://theconversation.com/our-cybersecurity-isnt-just-under-attack-from-foreign-states-there-are-holes-in-the-
governments-approach-137403?&web _view=true

Lost in Translation: Serious Flaws Found in ICS Protocol Gateways
https://www.darkreading.com/vulnerabilities---threats/lost-in-translation-serious-flaws-found-in-ics-protocol-gateways-
/d/d-id/1338341?&web_view=true

Researchers extract personal data from video conference screenshots
https://www.helpnetsecurity.com/2020/07/14/researchers-extract-personal-data-from-video-conference-
screenshots/?&web view=true

Australia Cyberattack: Threats, Exploits, and Countermeasures
https://cyware.com/news/australia-cyberattack-threats-exploits-and-countermeasures-81661a82

Onion Browsers Can Make You Cry
https://cyware.com/news/onion-browsers-can-make-you-cry-6f5f8019
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o The Defense Bill Could Rewrite How the US Does Cyber Defense
https://www.nextgov.com/cybersecurity/2020/07/defense-bill-could-rewrite-how-us-does-cyber-
defense/166827/?&web_view=true

¢ North Korean Hackers Behind Magecart Attacks on Online Stores
https://cyware.com/news/north-korean-hackers-behind-magecart-attacks-on-online-stores-98f88d14

¢ Report finds two-thirds of phishing attacks directed at Canada
https://searchsecurity.techtarget.com/news/252486065/RSA-finds-two-thirds-of-phishing-attacks-directed-at-
Canada?&web_view=true

o EDP Renewables North America Confirm Ragnar Locker Attack on the Energias de Portugal
https://cyware.com/news/edp-renewables-north-america-confirm-ragnar-locker-attack-on-the-energias-de-portugal-
fb76d2f3

o Hackers are Increasingly Targeting Managed Service Providers (MSPs)
https://cyware.com/news/hackers-are-increasingly-targeting-managed-service-providers-msps-5ba4cda9

o New Browser Tool Helps Detect Local Port Scanning by Websites
https://cyware.com/news/new-browser-tool-helps-detect-local-port-scanning-by-websites-3b704b6e

e Purple Fox Adds New Microsoft Exploits to its Arsenal
https://cyware.com/news/purple-fox-adds-new-microsoft-exploits-to-its-arsenal-114d5e03

¢ Energy Department watchdog finds research labs fail to secure devices like USBs
https://www.cyberscoop.com/energy-department-watchdog-finds-research-labs-fail-to-secure-peripheral-devices-like-
usbs/?&web view=true

¢ Billing Vendor Breach Affects 275,000
https://www.govinfosecurity.com/billing-vendor-breach-affects-275000-a-14607 ?&web_view=true

e The Rise of the First-Ever Russian BEC Group Cosmic Lynx
https://cyware.com/news/the-rise-of-the-first-ever-russian-bec-group-cosmic-lynx-61e3a8fe

e Lampion Trojan Evolves With Improvements in the VBS Downloader
https://cyware.com/news/lampion-trojan-evolves-with-improvements-in-the-vbs-downloader-8058babc

¢ Ransomware, then and now: The change in data theft behavior
https://www.helpnetsecurity.com/2020/07/14/ransomware-then-and-now/?&web_view=true

e Mirai Variants Still Threatening loT Devices By Adding New Exploits In Comtrend Routers
https://cyware.com/news/mirai-variants-still-threatening-iot-devices-by-adding-new-exploits-in-comtrend-routers-
62789c78

e 570 Online Stores Hacked - The Culprit is Keeper!
https://cyware.com/news/570-online-stores-hacked-the-culprit-is-keeper-3967b44 1

e Conti Locks up Victims' File at Breakneck Encryption Speeds
https://cyware.com/news/conti-locks-up-victims-file-at-breakneck-encryption-speeds-3a2f9525

o House Republican introduces legislation to strengthen federal cybersecurity
https://thehill.com/policy/cybersecurity/507 114-house-republican-introduces-legislation-to-strengthen-
federal?&web_view=true

e WordPress Plugins Running on Thin Ice. Again.
https://cyware.com/news/wordpress-plugins-running-on-thin-ice-again-4a87d8d3

o San Diego Resident Receives 46 Months after Pleading Guilty to Million-Dollar Scam Involving the
Stolen Identities of Military Members
https://hotforsecurity.bitdefender.com/blog/san-diego-resident-receives-46-months-after-pleading-guilty-to-million-dollar-
scam-involving-the-stolen-identities-of-military-members-23732.html?web_view=true

o EFF’s new database reveals what tech local police are using to spy on you
https://www.zdnet.com/article/effs-new-database-shows-you-what-tech-local-police-are-using-to-spy-on-
you/?&web_view=true

WEDNESDAY 15 July 2020

o Fonterra targeted by hackers
https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=12348177

e Trump Gave CIA Authorization to Increase Aggressive Cyber Attacks: Report
https://www.nationalreview.com/news/trump-gave-cia-authorization-to-increase-aggressive-cyber-attacks-report/

e 12,000 Israelis mistakenly quarantined by Shin Bet’s tracking system
https://www.jpost.com/cybertech/12000-israelis-mistakenly-quarantined-by-shin-bets-tracking-system-635154

e Court rejects lawsuit to revoke Israeli spyware firm's license
https://www.jpost.com/cybertech/court-rejects-lawsuit-to-revoke-israeli-spyware-firms-license-635145

o Israel cyber authority warns companies to patch Microsoft hackable hole
https://www.jpost.com/jpost-tech/israel-cyber-authority-warns-companies-to-patch-microsoft-hackable-hole-635063

e Check Point uncovers critical flaw in Windows DNS server
https://www.jpost.com/cybertech/check-point-uncovers-critical-flaw-in-windows-dns-server-635152

o Why Covid-19 is a gift for cyber criminals
https://www.ft.com/content/935a9004-0aa5-47a2-897a-2fe173116cc9
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New Zealand property management company leaks 30,000 users’ passports, driver’s licenses and other personal
data
https://cybernews.com/security/new-zealand-property-management-company-leaks-30000-passports-drivers-licenses/
Made-in-China malware eyes Indian healthcare services, educational institutions
https://economictimes.indiatimes.com/tech/internet/made-in-china-malware-eyes-indian-healthcare-services-educational-
institutions/articleshow/76967826.cms

The Significance of Security for Europe in the Digital Era
https://thekootneeti.in/2020/07/15/the-significance-of-security-for-europe-in-the-digital-era/

Brazilian Banking Trojans goes global

https://www.cybersafe.news/brazilian-banking-trojans-goes-global/

‘It was written in Mandarin’: Cybersecurity specialist analyses malware sources
https://www.cambridgeindependent.co.uk/business/it-was-written-in-mandarin-cybersecurity-specialist-analyses-
malware-sources-9116381/

Lack of multi-factor authentication worries Aussie CSOs more than COVID-19 malware
https://www.csoonline.com/article/3566690/lack-of-multi-factor-authentication-worries-aussie-csos-more-than-covid-19-
malware.html

India facing more cyber attacks from China and Pakistan since nationwide lockdown
https://economictimes.indiatimes.com/tech/internet/india-facing-more-cyber-attacks-from-china-and-pakistan-since-
nationwide-

lockdown/articleshow/76962155.cms?utm_source=contentofinterest&utm medium=text&utm campaign=cppst
Cybersecurity implications for the post COVID-19 era
https://www.fintechnews.org/cybersecurity-implications-for-the-post-covid-19-era/

99% of UK organisations suffered security breaches in the past one year
https://www.teiss.co.uk/uk-organisations-covid-19-phishing-attacks/

Shore-based infrastructure and prospect of conflicts top cyber concerns for the shipping industry
https://www.agcs.allianz.com/news-and-insights/expert-risk-articles/shipping-2020-cyber-concerns.html

Mobile security threats amid COVID-19 and beyond
https://www.welivesecurity.com/2020/07/15/mobile-security-threats-covid19-beyond-ga-lukas-stefanko/

Bad news: Your Cisco switch is a fake and an update borked it. Good news: It wasn't designed to spy
on you

https://www.theregister.com/2020/07/15/sham_cisco_Kit

Citrix denies dark web claim of network compromise and ransomware attack
https://www.theregister.com/2020/07/15/citrix. denies _new network . compromise/

Ransomware Attacks on Hospitals Have Changed
https://www.aha.org/center/emerging-issues/cybersecurity-and-risk-advisory-services/ransomware-attacks-hospitals-
have-changed

Ransomware accounts for a third of all cyberattacks against organizations
https://www.techrepublic.com/article/ransomware-accounts-for-a=third-of-all-cyberattacks-against-organizations/

NHS cyber-attack: Patients asked to use services 'wisely’
https://zeenews.india.com/health/nhs-cyber-attack-patients-asked-to-use-services-wisely-2005364

SEC Issues Warning for Advisors and Broker-Dealers on Increased Ransomware Attacks
https://www.natlawreview.com/article/sec-issues-warning-advisors-and-broker-dealers-increased-ransomware-attacks
There’s No Silver Bullet to Deal with Cyberattacks
https://securityboulevard.com/2020/07/theres-no-silver-bullet-to-deal-with-cyberattacks/

Dover’s Mid-Delaware Imaging Hit By Ransomware Attack, Warns Of Possible Data Breach
https://www.newsbreak.com/delaware/dover/news/0PbwPpUn/dovers-mid-delaware-imaging-hit-by-ransomware-attack-
warns-of-possible-data-breach

One In Six Businesses Still Giving In To Ransomware Demands
https://www.ses-escrow.co.uk/blog/one-six-businesses-still-giving-ransomware-demands

IT service provider liable for damages caused by ransomware
https://www.osborneclarke.com/insights/service-provider-liable-damages-caused-ransomware/

LiveAuctioneers data breach impacts ‘millions’ of users
https://portswigger.net/daily-swig/liveauctioneers-data-breach-millions-of-cracked-passwords-for-sale-say-researchers
LARGE-SCALE DOCUMENT FORGERY CASE CRACKED IN GERMANY AND GREECE
https://www.europol.europa.eu/newsroom/news/large-scale-document-forgery-case-cracked-in-germany-and-greece
Government watchdog calls for crackdown on research fraud
https://www.researchprofessionalnews.com/rr-news-australia-government-agencies-2020-7-government-watchdog-calls-
for-crackdown-on-research-fraud/

New Attack Technique Uses Misconfigured Docker API
https://www.darkreading.com/attacks-breaches/new-attack-technigue-uses-misconfigured-docker-api/d/d-id/1338366
Vulins in Open Source EHR Puts Patient Health Data at Risk
https://www.darkreading.com/vulnerabilities---threats/vulns-in-open-source-ehr-puts-patient-health-data-at-risk/d/d-
id/1338362
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Email impersonations becoming pervasive, preying on a distracted and dispersed workforce
https://www.helpnetsecurity.com/2020/07/15/email-impersonations/

Chinese state hackers target Hong Kong Catholic Church
https://www.zdnet.com/article/chinese-state-hackers-target-hong-kong-catholic-church /

Report: CIA received more offensive hacking powers in 2018
https://www.zdnet.com/article/report-cia-received-more-offensive-hacking-powers-in-2018/

South Korean regulator fines TikTok over mishandling child data
https://www.zdnet.com/article/south-korean-requlator-fines-tiktok-over-mishandling-child-data/

Mobile security threats amid COVID-19 and beyond: A Q&A with Lukas Stefanko
https://www.welivesecurity.com/2020/07/15/mobile-security-threats-covid 19-beyond-ga-lukas-stefanko/
Data Breach at Texas Benefits Recovery Firm
https://www.infosecurity-magazine.com/news/data-breach-at-texas-benefits/

Jewish Service Zoom-bombed with Swastikas
https://www.infosecurity-magazine.com/news/jewish-service-zoombombed-with/

Cofense Detects HMRC #COVID19 Tax Relief Scam
https://www.infosecurity-magazine.com/news/confense-hmrc-covid-tax-scam/

US the Primary Target of “Significant” Cyber-Attacks
https://www.infosecurity-magazine.com/news/us-primary-target-significant/

Deepfake used to attack activist couple shows new disinformation frontier
https://www.reuters.com/article/us-cyber-deepfake-activist/deepfake-used-to-attack-activist-couple-shows-new-
disinformation-frontier-idUSKCN24G15E

Google Lost Control of its Blogspot Domain, Users Face Issues
https://cyware.com/news/google-lost-control-of-its-blogspot-domain-users-face-issues-fbd53062

Microsoft Warns of Application-Based Threat: Consent Phishing
https://cyware.com/news/microsoft-warns-of-application-based-threat-consent-phishing-8b3376b6

SMS Phishing Scam Targeting HSBC UK Customers
https://cyware.com/news/sms-phishing-scam-targeting-hsbc-uk-customers-ba553543

Attackers Used Legitimate SurveyMonkey Domain to Bypass Security Filters
https://cyware.com/news/attackers-used-legitimate-surveymonkey-domain-to-bypass-security-filters-2c1fb517
Cybercriminals are Exploiting Inactive Domains to Launch Malvertising Campaigns
https://cyware.com/news/cybercriminals-are-exploiting-inactive-domains-to-launch-malvertising-campaigns-c205e3c3
Yet Another Huge DDoS Attack Disclosed - Cloudflare Networks Flooded
https://cyware.com/news/yet-another-huge-ddos-attack-disclosed-cloudflare-networks-flooded-3c8ac0b4
2020: The year of increased attack sophistication
https://www.helpnetsecurity.com/2020/07/15/2020-increased-attack-sophistication/?&web view=true
Multiple vulnerabilities in RemoteFX affects, AMD, Intel chips
https://blog.talosintelligence.com/2020/07/vuln-spotlight-intel-amd-microsoft-july-2020.htm|?&web view=true
DMARC embraced by government, private industry lags
https://www.scmagazine.com/home/security-news/dmarc-embraced-by-government-private-industry-
lags/?&web view=true

An analysis of Sodinikibi: The persistent ransomware as a service
https://www.pandasecurity.com/mediacenter/pandalabs/sodinikibi-ransomware-report/?&web_view=true
Exclusive, Ghost Squad Hackers defaced European Space Agency (ESA) site
https://securityaffairs.co/wordpress/105918/hacktivism/european-space-agency-esa-site-defacement.htmi

THURSDAY 16t July 2020

Toyota Data Breaches, Cyber Attacks and Security Report
https://www.upguard.com/security-report/toyota

Twitter Racing to Unravel Mystery Cyber-Attack
https://www.bloombergquint.com/business/twitter-racing-to-unravel-mystery-cyber-attack
Coronavirus shines spotlight on cyber security
https://www.computerweekly.com/news/252486216/Coronavirus-shines-spotlight-on-cyber-security
Coronavirus: Russian hackers target Covid-19 vaccine research
https://www.bbc.co.uk/news/technology-53429506

Russia showed Turkey and China how to bully EU
https://euobserver.com/opinion/148947

EU Court of Justice rejects EU-US Privacy Shield

https://euobserver.com/tickers/148968

U.S., UK, Canada Warn Against Russian-Led COVID R&D/Vaccine Attacks
https://www.meritalk.com/articles/u-s-uk-canada-warn-against-russian-led-covid-rd-vaccine-attacks/
Advisory: APT29 targets COVID-19 vaccine development
https://www.ncsc.gov.uk/news/advisory-apt29-targets-covid-19-vaccine-development
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Police admit data hack - why wasn't it anonymised
https://www.rnz.co.nz/national/programmes/ninetonoon/audio/2018755203/police-admit-data-hack-why-wasn-t-it-
anonymised

Major US Twitter accounts hacked in Bitcoin scam
https://www.cybersecurity-review.com/news-july-2020/major-us-twitter-accounts-hacked-in-bitcoin-scam/

Data Breaches, Cyber Attacks and Security Report

https://www.upguard.com/security-report/gm

Data leak: More than 30,000 LPM Property Management clients’ personal data available
https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=12348489

Discussing the Business Continuity Implications of the Australian Cyber Attacks with Noggin CTO
Owen Prime
https://www.noggin.io/blog/discussing-the-business-continuity-implications-of-the-australian-cyber-attacks-with-noggin-
Ransomware criminals are targeting US universities
https://www.bignewsnetwork.com/news/265796090/ransomware-criminals-are-targeting-us-
universities?utm_source=feeds.bignewsnetwork.com&utm_ medium=referral

PonyFinal malware: What it is, how it works and how to prevent it | Malware spotlight
https://resources.infosecinstitute.com/ponyfinal-malware-what-it-is-how-it-works-and-how-to-prevent-it-malware-
spotlight/?utm_source=feedburner&utm medium=feed&utm campaign=Feed%3A+infosecResources+%28InfoSec+Res
ources%29

VPN firm that claims zero logs policy leaks 20 million user logs
https://www.hackread.com/vpn-firm-zero-logs-policy-leaks-20-million-user-logs/

Zoom vulnerability exposed users to fake meeting invites from hackers
https://thenextweb.com/security/2020/07/16/zoom-security-vanity-urls-hackers/

Iran-linked hackers steal sensitive data from U.S. Navy member, researchers say
https://www.cyberscoop.com/iran-hackers-us-navy-ibm/

New Research Reveals COVID-19 Has Increased Cyber and Financial Risks as Security Teams Reduce
Staff
https://securityboulevard.com/2020/07/new-research-reveals-covid-19-has-increased-cyber-and-financial-risks-as-
security-teams-reduce-staff/

5 Risks Of Outdated Software & Operating Systems

https://www.bitsight.com/blog/outdated-software-issues

Stalkerware: The invisible threat faced by domestic abuse victims
https://www.digitaltrends.com/mobile/stalkerware-invisible-threat-faced-by-domestic-abuse-victims/
Amazon-Themed Phishing Campaigns Swim Past Security Checks
https://threatpost.com/amazon-phishing-campaigns-security-checks/157495/

Russia intelligence ‘hacked virus vaccine’
https://www.news.com.au/technology/online/hacking/russian-hackers-apt29-accused-of-stealing-vaccine-research/news-
story/1c387362935¢c0fcb514f50b72f93676b

Watch out for these subject lines in email phishing attacks
https://www.itsecuritynews.info/watch-out-for-these-subject-lines-in-email-phishing-
attacks/?utm_source=feedburner&utm medium=feed&utm campaign=Feed%3A+ItSecurityNewsAggregated+%28IT+Se
curity+News %29

How COVID-19 has increased the risk of security threats
https://www.itsecuritynews.info/how-covid-19-has-increased-the-risk-of-security-

threats/?utm_source=feedburner&utm medium=feed&utm campaign=Feed%3A+ItSecurityNewsAggregated+%28IT+Se
curity+News %29

Trump Vows More U.S. Anticrime Aid for Urban ‘War Zones’
https://thecrimereport.org/2020/07/16/trump-vows-more-u-s-anticrime-aid-for-urban-war-zones/

Fraud, money laundering and cybercrime: how Covid-19 has changed the threat to banks
https://www.riskscreen.com/kyc360/news/fraud-money-laundering-and-cybercrime-how-covid-19-has-changed-the-
threat-to-banks/

Americans Ignore Work-From-Home Cyber Attack Risks: Chubb Survey
https://www.insurancejournal.com/news/national/2020/07/16/575838.htm

Ransomware criminals are targeting US universities
https://theconversation.com/ransomware-criminals-are-targeting-us-universities-141932

Two for two: Nefilim gang claims hit on subsidiary of France's Orange SA
https://www.itwire.com/security/two-for-two-nefilim-ransomware-used-to-hit-big-french-telco-orange-sa.htmi
MARITIME DATA FOR SALE ON THE DARK WEB
https://shipip.com/maritime-data-for-sale-on-the-dark-web/

Media and Video Companies Suffer Huge Increase in Cyber-Attacks
https://www.cybercureme.com/media-and-video-companies-suffer-huge-increase-in-cyber-attacks/

Cybercrime on rise as education goes online
http://channelpostmea.com/2020/07/16/cybercrime-on-rise-as-education-goes-online/
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820% jump in e-gift card bot attacks since COVID-19 lockdowns began
https://www.techrepublic.com/article/820-jump-in-e-qgift-card-bot-attacks-since-covid-19-lockdowns-began/
Continued Rise in Ransomware Attacks Against Healthcare Providers
https://www.recordedfuture.com/healthcare-provider-ransomware-attacks/

The light at the end of the tunnel: Business resilience post COVID-19
https://www.intelligentcio.com/eu/2020/07/16/the-light-at-the-end-of-the-tunnel-business-resilience-post-covid-19/
Nexsan launches ‘Unbreakable Backup’ that mitigates ransomware attacks
https://www.continuitycentral.com/index.php/news/new-products-and-services/5329-nexsan-launches-unbreakable-
backup-that-mitigates-ransomware-attacks

Over Half of Canadians Victims of Cybercrime
https://www.infosecurity-magazine.com/news/over-half-of-canadians-victimized/

BlackRock Android Banking Malware Targeting 337 Mobile Apps
https://www.tripwire.com/state-of-security/security-data-protection/blackrock-android-banking-malware-targeting-337-
mobile-apps/

What Is a Drive by Download: Everything You Need to Know
https://www.kaspersky.co.uk/resource-center/definitions/drive-by-download

EUROPOL AND EUROPEAN COMMISSION LEAD NEW PROJECT TO TARGET ORGANISED CRIME IN EU
EASTERN NEIGHBOURHOOD
https://www.europol.europa.eu/newsroom/news/europol-and-european-commission-lead-new-project-to-target-
organised-crime-in-eu-eastern-neighbourhood

Scammers are using COVID-19 to squeeze millions out of Australians. Here’s how they’re doing it.
https://www.businessinsider.com.au/scams-targeting-even-the-smallest-businesses-are-up-year-on-year-here-are-the-
biggest-ones-you-should-know-about-2020-6

Latin America corporate corruption reaches historic high
https://anticorruptiondigest.com/2020/07/16/latin-america-corporate-corruption-reaches-historic-high/#axzz6Sa7iVh8g
New Android malware steals your dating and social accounts
https://www.bleepingcomputer.com/news/security/new-android-malware-steals-your-dating-and-social-accounts/
Federal agencies told to patch wormable Windows DNS bug in 24 hours
https://www.bleepingcomputer.com/news/security/federal-agencies-told-to-patch-wormable-windows-dns-bug-in-24-
hours/

FBI Probing Twitter Hack Whose Victims Included Musk and Obama
https://www.bloomberg.com/news/articles/2020-07-16/fbi-probing-twitter-hack-whose-victims-included-musk-and-
obama?srnd=technology-vp

Gadget-makers face ban on easy-to-guess passwords

https://www.bbc.co.uk/news/technology-

53421658?intlink _from_url=https://www.bbc.co.uk/news/topics/cz4pr2gd85qt/cyber-security&link location=live-reporting-
story

Vodafone calls for 5G auction to be scrapped

https://www.bbc.co.uk/news/technology-

53430599%intlink from_url=https://www.bbc.co.uk/news/technology&link location=live-reporting-story

8 Signs of a Smartphone Hack
https://www.darkreading.com/endpoint/8-signs-of-a-smartphone-hack/d/d-id/1338376

Major Flaws Open the Edge to Attack
https://www.darkreading.com/perimeter/major-flaws-open-the-edge-to-attack/d/d-id/1338375

340 GDPR fines for a total of €158,135,806 issued since May 2018
https://www.helpnetsecurity.com/2020/07/16/gdpr-fines/

20% of credential stuffing attacks target media companies
https://www.helpnetsecurity.com/2020/07/16/credential-stuffing-attacks-target-media-companies/

US actor casting company leaked private data of over 260,000 individuals
https://www.zdnet.com/article/us-actor-casting-company-leaked-private-data-of-over-260000-individuals/

Internet of Things devices: Stick to these security rules or you could face a ban
https://www.zdnet.com/article/internet-of-things-devices-stick-to-these-security-rules-or-you-could-face-a-ban/

Mac cryptocurrency trading application rebranded, bundled with malware
https://www.welivesecurity.com/2020/07/16/mac-cryptocurrency-trading-application-rebranded-bundled-malware/
Why Hackers Use Bitcoin and Why It Is So Difficult to Trace
https://www.wsj.com/articles/why-hackers-use-bitcoin-and-why-it-is-so-difficult-to-trace-11594931595

LokiBot Redux Attacks Massive List of Common Android Apps
https://threatpost.com/lokibot-redux-common-android-apps/157458/

Report Surfaces Web Insecurities

https://securityboulevard.com/2020/07/report-surfaces-web-insecurities/

Twitter hack is a reminder of the dangers of unfettered employee access
https://www.scmagazine.com/home/security-news/insider-threats/twitter-hack-is-a-reminder-of-the-dangers-of-unfettered-
employee-access/
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Tech Giants Sued Over Biometric Privacy
https://www.infosecurity-magazine.com/news/tech-giants-sued-over-biometric/

FBI Issues Cybersecurity Warning to Air Travelers
https://www.infosecurity-magazine.com/news/fbi-issues-cybersecurity-warning/

Three-Quarters of UK Businesses Facing Compliance Problems Following Lockdown
https://www.infosecurity-magazine.com/news/uk-data-compliance-problems/

#COVID19 Accounted for Massive Increase in Q1 Phishing Trends
https://www.infosecurity-magazine.com/news/covid19-massive-q1-phishing/

EE Launches Identity Checker to Help Fight Customer Fraud
https://www.infosecurity-magazine.com/news/ee-launches-identity-checker

Walmart Sued Under CCPA After Data Breach
https://www.infosecurity-magazine.com/news/walmart-sued-under-ccpa-data/

Breached Data Indexer ‘Data Viper’ Hacked — Krebs on Security
https://krebsonsecurity.com/2020/07/breached-data-indexer-data-viper-hacked/?&web_view=true

Phishing Campaign Used Chase Fraud Alert as Lure
https://www.govinfosecurity.com/phishing-campaign-used-chase-fraud-alert-as-lure-a-14624?&web _view=true
SMBs Face Higher Rate of Malware Infection
https://blog.avast.com/smbs-face-higher-rate-of-malware-infection-avast?&web view=true

Bazar backdoor linked to Trickbot banking Trojan campaigns
https://www.zdnet.com/article/new-bazar-backdoor-linked-to-trickbot-banking-trojan-campaigns/?&web_view=true
Credit union's lawsuit against Fiserv is a test for cybersecurity liability
https://www.cyberscoop.com/fiserv-bessemer-credit-union-lawsuit-cyber-consequences/?&web _view=true
Database of Indonesian store Bhinneka dumped with 1 million+ accounts
https://www.hackread.com/indonesia-bhinneka-database-dumped-1-million-accounts/?&web_view=true

A New Flaw In Zoom Could Have Let Fraudsters Mimic Organisations
https://thehackernews.com/2020/07/zoom-vanity-url-vulnerability.html|?&web view=true

Group-IB helps to detain fraudsters that used cloned SIM cards to steal money from banks’ VIP
customers

https://securityaffairs.co/wordpress/106002/cyber-crime/police-sim-cards-scam-bank.html

FRIDAY 17t July 2020

Iranian Spies Accidentally Leaked a Video of Themselves Hacking
https://www.wired.com/story/iran-apt35-hacking-video/

The Insider Threat: A Growing Concern
https://www.healthcareinfosecurity.com/insider-threat-growing-concern-a-14642

India and Israel inks agreement to collaborate in dealing with cyber threats - Jagran Josh
https://www.jagranjosh.com/current-affairs/india-and-israel-inks-agreement-to-collaborate-in-dealing-with-cyber-threats-
1594972009-1

Defending your data during a pandemic
https://gdpr.report/news/2020/06/12/defending-your-data-during-a-pandemic/

The “Dirty Dozen” Tax Scams Of 2020: $27 Billion Hit To Business
https://www.forbes.com/sites/suzytaherian/2020/07/17/the-dirty-dozen-tax-scams-of-2020/

Local COVID-19 vaccine researchers warned of cyber attack threat
https://www.smh.com.au/business/small-business/local-covid-19-vaccine-researchers-warned-of-cyber-attack-threat-
20200717-p55¢czb.html

Research highlights which industries not prepared for cyber-attacks
https://cyprus-mail.com/2020/07/17/research-highlights-which-industries-not-prepared-for-cyber-attacks/

All these cyber attacks are creating liability issues
https://qulfnews.com/business/analysis/all-these-cyber-attacks-are-creating-liability-issues-1.72644175
Cybersecurity must be future-proof to match car life
https://urgentcomm.com/2020/07/17/cybersecurity-must-be-future-proof-to-match-car-life/

Orange, Europe’s Fourth-Largest Mobile Operator, Confirms Ransomware Attack
https://www.forbes.com/sites/daveywinder/2020/07/17/orange-europes-fourth-largest-mobile-operator-confirms-
ransomware-attack-nefilim-data-theft/#3af4012b4780

Cloud biz Blackbaud caved to ransomware gang's demands — then neglected to inform customers for
two months

https://www.theregister.com/2020/07/17/blackbaud paid ransomware/

Judge green-lights Facebook, WhatsApp hacking lawsuit against spyware biz NSO, unleashing Zuck's
lawyers

https://www.theregister.com/2020/07/17/facebook whatsapp nsa/

Google says a bug is erroneously showing security alerts for TiVO devices
https://www.zdnet.com/article/google-says-a-bug-is-erroneously-showing-security-alerts-for-tivo-devices/
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Russia’s vaccine hack shows dark side of world
https://www.thehindubusinessline.com/news/world/russias-vaccine-hack-shows-dark-side-of-world/article32117935.ece
Cyber-security and COVID-19

https://bccjapan.com/news/cyber-security-and-covid-19/

Remote working securely

https://securitymiddleeast.com/keeping-data-protected-2/

Nigerian companies record 2nd highest percentage of global cyberattacks
https://techpoint.africa/2020/07/17/nigerian-companies-global-cyberattacks/

New ATM “black box” attacks across Europe
https://www.blueliv.com/intelligence-briefing/new-atm-black-box-attacks-across-europe/

Diebold Nixdorf: ATMs in Europe Hacked
https://www.bankinfosecurity.com/diebold-nixdorf-atms-in-europe-hacked-a-14652

Alabama dental provider beats claims over 2019 ransomware attack
https://www.reuters.com/article/dataprivacy-dental-breach/alabama-dental-provider-beats-claims-over-2019-
ransomware-attack-idUSL2N2EO21M

9 Types of Cyber Attacks Organizations Must Prepare For — Security Boulevard
http://tlo.org/cyber/9-types-of-cyber-attacks-organizations-must-prepare-for-security-boulevard/

Key cybersecurity industry challenges in the next five years — Help Net Security
http://tlo.org/cyber/key-cybersecurity-industry-challenges-in-the-next-five-years-help-net-security/

Two ways your clients are most likely to get hacked during COVID-19
https://www.canadianunderwriter.ca/insurance/why-working-from-home-has-also-made-things-easier-for-criminals-
1004194605/

How to Combat Cybersecurity Attacks & Cyber Warfare
https://www.cyberdefensemagazine.com/how-to-combat-cybersecurity/

POSSIBLY LARGEST EVER BUST OF BANKNOTE COUNTERFEITERS IN THE HISTORY OF THE EURO
https://www.europol.europa.eu/newsroom/news/possibly-largest-ever-bust-of-banknote-counterfeiters-in-history-of-euro
Australian mining magnate Clive Palmer charged over alleged fraud
https://www.reuters.com/article/us-australia-palmer/australian-mining-magnate-clive-palmer-charged-over-alleged-fraud-
idUSKCN2410JB

Yes Bank fraud case: Court rejects CBI chargesheet against Rana Kapoor
https://economictimes.indiatimes.com/news/politics-and-nation/yes-bank-fraud-case-court-rejects-cbi-chargesheet-
against-rana-kapoor/videoshow/77037155.cms?from=mdr

Iranian-American aviation. magnate ordered to pay $8m after losing RAK fraud case
https://www.thenational.ae/world/europe/iranian-american-aviation-magnate-ordered-to-pay-8m-after-losing-rak-fraud-
case-1.1050748

Coronavirus corruption cases spread across Latin America
https://anticorruptiondigest.com/2020/07/17/coronavirus-corruption-cases-spread-across-latin-america/#axzz6Sa7iVh8g
Coronavirus-in India: Street crime and cyber fraud on the rise
https://anticorruptiondigest.com/2020/07/17/coronavirus-in-india-street-crime-and-cyber-fraud-on-the-
rise/#ixzz6Se88BSd0

Biggest DDoS Cyber Attack on U.S. Just Rampant Social Media Speculation
https://anticorruptiondigest.com/2020/07/17/biggest-ddos-cyber-attack-on-u-s-just-rampant-social-media-speculation-
2/#ixzz6Se8fYAKY

Emotet spam trojan surges back to life after 5 months of silence
https://www.bleepingcomputer.com/news/security/emotet-spam-trojan-surges-back-to-life-after-5-months-of-silence/
Twitter Hack May Bring Fine for Possible FTC Accord Violation
https://www.bloomberg.com/news/articles/2020-07-17/twitter-hack-may-bring-fine-for-possible-ftc-accord-
violation?srnd=technology-vp

Germans hand police too much data, court rules

https://www.bbc.co.uk/news/world-europe-

53443669%intlink_from_url=https://www.bbc.co.uk/news/technology&link location=live-reporting-story

TikTok deletes 29,000 coronavirus clips

https://www.bbc.co.uk/news/technology-

53436774?intlink_from_url=https://www.bbc.co.uk/news/technology&link location=live-reporting-story
Cybercriminals Targeted Streaming Services to Provide Pandemic Entertainment
https://www.darkreading.com/attacks-breaches/cybercriminals-targeted-streaming-services-to-provide-pandemic-
entertainment/d/d-id/1338380

New wave of attacks aiming to rope home routers into 1oT botnets
https://www.helpnetsecurity.com/2020/07/17/home-routers-iot-botnets/

Most global brands fail to implement security controls to prevent data leakage and theft
https://www.helpnetsecurity.com/2020/07/17/global-brands-security-controls/

Covid-19 vaccines, economies in peril after Russian APT29 attacks
https://www.scmagazine.com/home/security-news/apts-cyberespionage/covid-19-vaccines-economies-in-peril-after-
russian-apt29-attacks/
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Government Promises loT Security Enforcement Body
https://www.infosecurity-magazine.com/news/government-promises-iot-security/

Joker Ain’t Joking Around No More

https://cyware.com/news/joker-aint-joking-around-no-more-b7{f9a05

Twitter breach exposes one of tech's biggest threats: Its own employees
https://www.nbcnews.com/tech/security/twitter-breach-exposes-one-tech-s-biggest-threats-its-own-
n1234076?&web view=true

Malware Authors Develop New Method to Evade Analysis by Any.Run Sandbox
https://cyware.com/news/malware-authors-develop-new-method-to-evade-analysis-by-anyrun-sandbox-29cbe32f
Cybercriminals Turning Bullies; Ransomware the Latest Weapon of Torture
https://cyware.com/news/cybercriminals-turning-bullies-ransomware-the-latest-weapon-of-torture-b4d9cd8f
Threat Actors Adapt to the Pandemic by Unleashing New Phishing Trends
https://cyware.com/news/threat-actors-adapt-to-the-pandemic-by-unleashing-new-phishing-trends-72c73a7f
Fake WordPress Plugin SiteSpeed Serves Malicious Ads & Backdoors
https://blog.sucuri.net/2020/07/fake-wordpress-plugin-sitespeed-malware-backdoors.html?&web_view=true
Focus falls on bitcoin trail in race to identify Twitter hackers
https://www.reuters.com/article/us-twitter-cyber-bitcoin-law-enforcement/focus-falls-on-bitcoin-trail-in-race-to-identify-
twitter-hackers-idUSKCN24H2R4?&web view=true

Seven Ransomware Families Target Industrial Software
https://www.securityweek.com/seven-ransomware-families-target-industrial-software?&web _view=true
Third-Party loT Vulnerabilities: We Need a Cybersecurity Paradigm Shift
https://www.darkreading.com/iot/third-party-iot-vulnerabilities-we-need-a-cybersecurity-paradigm-shift/a/d-
id/1338333?&web_view=true

Analysis of .NET Thanos Ransomware Supporting Safeboot with Networking Mode
https://www.fortinet.com/blog/threat-research/analysis-of-net-thanos-ransomware-supporting-safeboot-with-networking-
mode?&web_view=true

Kremlin rejects Western allegations Russia tried to steal COVID-19 vaccine data
https://www.reuters.com/article/us-health-coronavirus-cyber-kremlin/kremlin-rejects-western-allegations-russia-tried-to-
steal-covid-19-vaccine-data-idUSKCN24H2CC?&web_view=true

A look at modern adversary behavior and the usage of open source tools in the enterprise
https://www.helpnetsecurity.com/2020/07/17/modern-adversary-behavior-usage-of-open-source-tools-in-the-
enterprise/?&web view=true

Introducing the PhishingKitTracker
https://securityaffairs.co/wordpress/106025/cyber-crime/phishingkittracker.html?&web view=true

The Streaming Wars: A Cybercriminal’s Perspective
https://securelist.com/the-streaming-wars-a-cybercriminals-perspective/97851/?&web view=true

Enterprise Data Security: It’s Time to Flip the Established Approach
https://threatpost.com/enterprise-data-security-flip-established-approach/157524/?&web_view=true

[End]
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