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PROFIT is the only official travel industry counter fraud body. We work on your behalfto carry out'analysis and research, disseminate
best practice and disrupt crime.

Find out how you can join the fight against crime. Contact via: contactus@profit.uk.com

GLOSSARY OF TERMS

ACAS The Advisory, Conciliation and Arbitration A Crown non-departmental public body of the Government of the UK. Its purpose is to improve organisations and
Service working life through the promotion and facilitation of strong industrial relations practice.

ACFE The Association of Certified Fraud Examiners A US organisation of fraud examiners.

ACTION FRAUD The UK's national reporting service for fraud and financially motivated cybercrime.

COLP City of London Police The territorial police force for the City of London (the square mile). The smallest force in the UK.

CPNI Centre for the Protection of the' National The United Kingdom government authority which provides protective security advice to businesses and organisations

Infrastructure across the national.infrastructure.

CSP Content Security Policy A computer security standard introduced to prevent cross-site scripting, clickjacking and other code injection attacks
resulting from execution of malicious content in the trusted web page context.

DDoS Distributed Denial of Service Attack Cyber-attack in which the perpetrator seeks to make a machine or network resource unavailable to its intended users
by temporarily or indefinitely disrupting services of a host connected to the Internet.

DKIM DomainKeys Identified Mail An email security policy that stops the contents being altered during transit.

DMCA Digital MillenniumCopyright Act Services A service that criminalizes production and dissemination of technology, devices, or services intended to circumvent
measures that control access to copyrighted works.

DV Domain Validation An X.509 digital certificate typically used for Transport Layer Security where the domain name of the applicant has
been validated by proving some control over a DNS domain.

EV Extended Validation Certificate An SSL certificate conforming to X.509 that proves the legal entity of the owner and is signed by a Certificate Authority
key that can issue EV certificates.

FBI Federal Bureau of Investigation The domestic intelligence and security service of the United States and its principal federal law enforcement agency.

FCA Financial Conduct Authority The conduct regulator for 59,000 financial services firms and financial markets in the UK and the prudential regulator
for over 18,000 of those firms.

GCA Global Cyber Alliance An international, cross-sector body dedicated to eradicating cyber risk and improving the connected world.

FIN Fraud Intelligence Network Ltd A private company that operates the FIN Intelligence System

HMIC Her Majesty’s Inspectorate of Constabulary The independent inspection body that assesses police forces and policing, asking the questions that citizens would

ask and publishing information to allow the public to compare the performance of their force against others.
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HTML Hyper Text Markup Language The standard mark-up language for documents designed to be displayed in a web browser.

HTTPS Hypertext Transfer Protocol Secure A protocol used to provide security over the Internet. A website conforming to the HTTPS protocol shows a green
padlock in the site identity button to the left of the address bar and has the letter ‘S’ after the abbreviation HTTP both
of which designate that it is secure.

ICANN The Internet Corporation for Assigned Names A non-profit organization responsible for coordinating the maintenance and procedures of several databases related

and Numbers to the namespaces and numerical spaces ©of the Internet, ensuring the network's stable and secure operation.

ISP Internet Service Provider An organization that provides services for accessing, using, or participating in the Internet.

JavaScript A high-level, just-in-time compiled; object-oriented programming language that conforms to the ECMAScript
specification.

JMLSG Joint Money Laundering Steering Group A body formed from financial services trade bodies in the UK which promotes best practice to counter money
laundering.

KYC Know Your Customers The process of a business verifying the identity of its clients and assessing their suitability, along with the potential
risks of illegal intentions towards the business relationship.

MFA Multi-Factor Authentication More than one level.of authentication to gain access to

MITM Man-In-The-Middle Attack Data theft occurring when you send data across the internet and an unauthorised third person in between you and
the recipient intercepts it.

NCA National Crime Agency The UK agency against organised crime; human, weapon and drug trafficking; cybercrime; and economic crime that
goes across regional and international borders

NFIB National Fraud Intelligence Bureau Operated. by the COLP the NFIB helps the police and their partners catch and disrupt criminals and make the UK a
more fraud-resistant society, by alerting our communities to threats from fraud and working together to prevent crime
occurring.

ov Organisation Validation The standard type of certificate required on a commercial or public facing website. OV certificates conform to the
X.509 standards and thus contain all the necessary information to validate the organization.

OoCG Organised Crime Group A category of transnational, national, or local groupings of highly centralised enterprises run by criminals to engage
in illegal activity, most commonly for profit. Some criminal organisations, such as terrorist groups, are politically
motivated.

PROFIT Prevention of Fraud In Travel Ltd A not-for-profit company that specialises in disrupting crime, carrying out research and analysis as well as designing
crime out of all business types.

PHP Hypertext Pre-Processor

SSIDs Service set Identifier The name assigned to a wireless network using case sensitive characters strings up to 32 characters in length.

SHODAN Sentient  Hyper-Optimised * Data Access A search engine type which can identify unsecured devices.

Network

SMTP Simple Mail Transfer Policy The protocol that allows emails to be sent and received across the internet

SPF Sender Policy Framework E-mail return path value validation policy

SQL Structured Query LLanguage A domain-specific language used in programming and designed for managing data held in a relational database
management system, or for stream processing in a relational data stream management system.

SSL Secure Sockets Layer A cryptographic protocol designed to provide communications security over a computer network.

TLS Transport Layer Security TLS has now largely replaced SSL as a cryptographic protocol designed to provide communications security over a
computer network.

VPN Virtual Private Network An extension of your own private network across the public network enabling users to send and receive data across
shared public networks as if they were diredctly connected to their private network.

XSS Cross Site Scripting A general-purpose programming language originally designed for web development.
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RECOMMENDED PLACES TO OBTAIN SUPPORT & INFORMATION

CPNI
A source of free expert guidance on cyber security matters

https://Www.cpni.gov.uk

Digital Millennium Copyright Act Takedown
A service that badges, protects and takes down copies of your website

https://www.dmca.com/fag/What-is-a-DMCA-Takedown

GCA Small Business Toolkit
Use the GCA Cybersecurity Toolkit to assess your security posture, implement free tools, find practical tips, and use
free resources and guides to improve your company’s cybersecurity readiness and response.

https://gcatoolkit.org/smallbusiness/

National Cyber Security Centre
Official advice and solutions from GCHQ on many aspects of cyber security and vulnerabilities

https://www.ncsc.gov.uk/section/advice-guidance/all-topics

Netsparker
(Free community edition and trial version available). Good for testing SQL injection and XSS.

https://www.netsparker.com/web-vulnerability-scanner/

OpenVAS
Claims to be the most advanced open source security scanner. Good for testing known vulnerabilities. But it can be

difficult to setup and requires an OpenVAS server to be installed which only runs on *nix

http://www.openvas.org

SecurityHeaders.io
(free online check). A tool to quickly report which security headers mentioned above (such as CSP and HSTS) a
domain has enabled and correctly configured

https://securityheaders.com

Symantec Endpoint Protection

Norton Internet Security and Symantec Endpoint Protection are both security software suites  made by
the same company, Symantec, but aimed at different audiences. Many of the security features are very similar or
identical across the two suites. The website has a number of free resources available.

https://www.symantec.com/en/uk/security-center/threats

Xenotix XSS Exploit Framework
A tool from OWASP (Open Web Application Security Project) that includes a huge selection of XSS attack examples,
which you can run to quickly confirm whether your site's inputs are vulnerable in Chrome, Firefox and IE

https://xenotix.in
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